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#include<iostream>

using namespace std;

int main(){
int count = 32;
int * list = (int *)malloc(count);
void fib(int num,int * list);
fib(count,list);
for(int i=0;i<count;i++) cout<<list[i]<<endl;
getchar();

}

/x*

* HEFLDHSIRIN
* %/

void fib(int num,int * list){
list[e] = 1; /15 XN E— T
list[1] = 1; /158 XBFNE T
if(num<=2) return ;
for(int i=2;i<num;i++){

list[i] = 1list[i-1]+1list[i-2];

}

iR

112358132134 5589 144 233 377 610 987 1597 2584 4181 6765 10946 17711 28657 46368 75025
121393 196418 317811 514229 832040 1346269 2178309
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# -*- coding: UTF-8 -*-

lisb = [1,1,2,3,5,8,13,21,34,55,89,144,233,377,610,987,1597,2584,4181,6765,10946,17711,28657,46368,75025, 12
ts=[1,233,3,2584,1346269,144,5,196418,21,1597,610,377,10946,89,514229,987,8,55,6765,2178309,121393,317811,4
shunxu = [0]*32
for i in range(9,32):

for j in range(9,32):

if(ts[i]==1isb[j]):

shunxu[i] = j

break

print shunxu

iR

[0,12, 3,17, 30, 11, 4, 26, 7, 16, 14, 13, 20, 10, 28, 15, 5, 9, 19, 31, 25, 27, 23, 18, 0, 29, 2, 22, 24, 8, 6, 21]
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# -*- coding: UTF-8 -*-

lisb = [1,1,2,3,5,8,13,21,34,55,89,144,233,377,610,987,1597,2584,4181,6765,10946,17711, 28657 ,46368,75025,12
ts=[1,233,3,2584,1346269,144,5,196418,21,1597,610,377,10946,89,514229,987,8,55,6765,2178309,121393,317811,4
shunxu = [0]*32

for i in range(9,32):

for j in range(9,32):

if(ts[i]==1isb[j]):

shunxu[i] = j

break

c = '36968853882116725547342176952286"
m=['a']*32
for i in range(9,32):

m[shunxu[i]] = c[i]

print m

//f%?lj[l?l, lal, '9', '9', l5l, l5l, l8l, I8l, I2l, I5l, I6l, l8l, l6l, l1l, l2|, I2I, |8|, I6l, I1l, I4l, I1l, I6l, I5l, I2l, I2l, I3l, I3l, l4l, l7l, l6l, l8l, l7l]
XEFEAEE KA ERFEOER 1M, FILEH 75—l e:
[lal, l7l, '9., '9., l5l, l5l, l8l, l8l, I2l, I5l, I6l, I8l, I6l, l1l, l2l, l2|, I8I, |6|, I1l, I4l, I1l, I6l, I5l, I2l, I2l, I3l, I3l, I4l, l7l, l6l, l8l, l7l]
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B J5 15 $flag{3799558825686 1228614 165223347687}
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WEEE 4, FURBAEN.

rot5,rot135 5555 7 Bl MRS & e KR 13.

a = [83,89,78,84,45,86,96,45,115,121,110,116,136,132,132,132,108,128,117,118,134,110,123,111,110,127,108,11
R
for i in range(@,len(a)):
s+=chr(a[i]-13)
print s

FLAG IS flag{www_shiyanbar_com_is_very good_????}
MD5 :38e4c352809e150186920aac37190cbc
X H AT R, /5 Eflag.
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quipgiup - cryptoquip and cryptogram solver

a ~3.426 ¥l fogkvryoeksg, e hjdhwxvivxrl fxksan xh e zavsrb rc alfrbxly dg wsxfs jlxvh rc knexlvaiv eoa ocaknefab wxvs fxksaovaiv, effrobxly wr e oayineo hghvaz; the units may
be single letters (the most common), pairs of letters, triplets of letters, mixtures of the above, and so forth. The receiver deciphers the text by performing an
inverse substitution. So the flag is nl Zhen-d3 hul-mi-ma_a

1 -3.472 Kl fogzvryoezss, e hadhvkvavkrl fkzsao kh e javsrb re alfrbkly dg wskfs qlkvh ro zneklvaiv eoa oaznefab wkvs fkzsaovalv, effrobkly vr e oayaneo hghvai: the units may
be single letters (the most common), pairs of letters, triplets of letters, miktures of the above, and so forth. The receiver deciphers the tekt by performing an
inverse substitution. So the flag is nl Zhen-d3_hul-mi-ma_a
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https://quipqiup.com/

import gmpy2
import binascii

def getd(n,e,dp):
for i in range(1,e):
if (dp*e-1)%i ==
if n%(((dp*e-1)/i)+1)==0:
p=((dp*e-1)/i)+1
q=n/(((dp*e-1)/i)+1)
phi = (p-1)*(q-1)
d = gmpy2.invert(e,phi)%phi
return d

65537

2482540078515262411777215266989018029858327661762216096122588773716205800604331015383280303052199186976
C = 1404236709762526968075336735862094005756642821006841197842035271245211889964038265974368837660418790674
dp = 905074498052346904643025132879518330691925174573054004621877253318682675055421970943552016695528560364

> o
1} 1}

d=getd(n,e,dp)
m=pow(c,d,n)
print binascii.unhexlify(hex(m)[2:])

y—

21715 %flag.
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#-*- coding:utf-8 -*-

import binascii

import gmpy2

el = 11187289

e2 = 9647291

a = gmpy2.gcdext(el,e2)  #¥RfERRE LML

r = int(a[1])

s = int(a[2])

c2 = 187020100451870155565486916423949828356692621472302127313099386752264585552104259724294184492734105353
cl = 223220352756632370416468937704519335093247019134843033380762106035426127589562628696408224864701211494
N = Oxb3elf44e2eed80c17893baed4054d7abl15bf456d9c7d3eb45e250e44bbael9b2bldfc5e69b8b5adc423c88e392ed73a2db50f
m= (gmpy2.powmod(cl,r,N)*gmpy2.powmod(c2,s,N))%N HFTE B, THE BRSO 168E ] R

flag = hex(m)

flag = binascii.a2b_hex(flag[2:]) # R+ etk fF B HEon 3 H iR (FR0HhBHex FH)

print flag

1B171533flag.
9.RSAROLL
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<88 RSA-Toal 2 by tEl

— Keysize (Bits)
256

— Public Exponent (E) [HEX]

v1.7

— Random data generation

00000000 0%

— x

Number Base —
|1I} vl

[10001

1=t Prime (P}

18443

2nd Prime (Q)

45881

Modulus (N} [R]

0 Bits

520138713

Private Exponent (D}

Factoring info (Prime factors):

|Generate| | Test | PRIME FACTOR: 18443

PRIME FACTOR: 43891

| caie.0 | [ Factorn]

| Hep || Ext |

[~ Use MPQS method only [~ Mo time checks

|Done.

WIETHHE— TR

— Keysize (Bits)
256

Number Base —
I‘IEI vI

— Random data generation

— Public Exponent (E) [HEX]
00000000 0%

| 10001
[

12t Prime (P}

18443

2nd Prime (Q}

45891

Modulus (N) [R]

0 Bits

§20138713

Private Exponent (D}

868095813

|Generate|| T | Factoring infe (Prime factors):

PRIME FACTOR: 18443
PRIME FACTOR: 48881

[caco ] | Factorn |

| Hep || Bt |

[~ Use MPQS method only [~ Mo time checks

|Done.
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import gmpy2 as gp

import binascii

p = 18443

q = 49891

e =19

c =[704796792,752211152,274704164,18414022,368270835,483295235,263072905,459788476,483295235,459788476,6635

n = p*q

phi = (p-1) * (q-1)

d = gp.invert(e, phi)

flag = ""

for i in range(@,len(c)):
m = pow(c[i], d, n)
flag+=chr(m)

print flag

10.8L PR IR1B 58 — b
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NTLM
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import hashlib
strl = "TASC"
str2 = "O3RIMV"
str3 = "WDJIKX"
str4 = "ZM"
dic = ["A","B","C","D","E","F","G", " "H","I"," 3", K", "L"," "M","N","0", "P","Q", "R","S", "T", "U", "V", "W", "X","Y",
for i in range(0,26):
for j in range(9,26):
for k in range(90,26):
s = strl+dic[i]+str2+dic[j]+str3+dic[k]+str4
# print(s)
md5s = hashlib.md5(s.encode('utf8')).hexdigest().upper()
if(md5s[:4]=="E903"):
print(md5s)

1B1715 2lflag.

12.1 EHEH

DT REENELSAIEN—BIRS, @ —MTREmESTRN, 2R, BRARITT . BHRXEIEN
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® automatically selected statistics mode; you can override by using the drop down menu next to the solve button.

0 -1.534 HELLO EVERYBODY THANK YOU ALL RIGHT EVERYBODY GO AHEAD AND HAVE A SEAT HOV IS EVERVBODY DOING TODAY HOW ABOUT TIN SPICER ¥E ARE HERE WITH STUDENTS AT WAKEFIELD HIGH
SCHOOL IN ARLINGTOM VIRGINIA AND WE HAVE GOT STUDENTS TUNING IN FRON ALL ACROSS AMERICA FROM KINDERGARTEM THROUGH 12TH GRADE AMD WE ARE JUST S0 GLAD THAT ALL COULD
JOIN US TODAY AND VE WANT TO THANK WAKEFIELD FOR BEING SUCH AN QUTSTAMDING HOST GIVE VOURSELVES & BIG ROUND OF APPLAUSE AND THE KEY IS
640F11012805F211B0AB24FFOZA1EDOY

1 -4. 124  HIDDO IFILMPOEN THANK MOR ADD LUGHT IFILMPOEM GO AHIAE ANE HAFI A SIAT HOV US IFILNPOEN EOUNG TOEAM HOW APORT TUB SZUCIL WI ALI HILI WUTH STREINTS AT WAKIVUIDE HUGH
SCHOOD UM ALDUNGTON FULGUNUA ANE WI HAFI GOT STREINTS TENUNG UN VLOB ADD ACLOSS ARILUCA VLOB KUNEILGALTIN THLORGH 12TH GLAEI AME WI ALI YRST S50 GDAE THAT ADD CORDE
TOUN RS TOEAM ANE VI WANT TO THANK WAKIVUIDE WOL PIUNG SRCH AN ORTSTAMEUNG HOST GUFI NORLSIDFIS A PUG LORNE OV AZZDARSI ANE THI KIN US
640111012805V211P0AP24VVOZALIEDS

2 ~4. 127  HIDDO IFILMPOEN THANT MOR ADD LUGHT IFILMPOEM GO AHIAE ANE HAFI A SIAT HOV US IFILNPOEN EOUNG TOEAM HOW APORT TUE SZUEIL WI ALI HILI WUTH STREINTS AT WATICUIDE HUGH
SBHOOD UM ALDUNGTON FULGUNUA ANE WI HAFI GOT STREINTS TRNUNG UN CLOE ADD ABLOSS AKILUBA CLOE JUNEILGALTIN THLORGH 12TH GLAEI AME WI ALI VRST S50 GDAE THAT ADD BORDE

VOUN RS TOEAM ANE WI WANT TO THANT WATICUIDE COL PIUNG SRBH AN ORTSTAMEUNG HOST GUFI NORLSIDFIS & PUG LORNE OC AZZDARSI ANE THI JIN US
640111012805C211P0AP24CC0ZA1IEDY
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15. Unencode

89FQA9WMD<V1A<V1S83DY #<W3$Q,2TM]

AMEIIR

uuencodeZ PARTunix T & F 445 75 R H T UUCP(unix to unix copy), i@ id 8 4738 ili& 5 — 3t #13Cf:. base64)8
FMIME(Z A i& E br BB M BB 45 8 )4 5, 5 uuencode A & A — /N i B 1), MIME == 2 32 A T #if#F,Uuencode & 2
JS2 F E S A2 0 35 [ 4

phpfiiﬁﬁ@ﬁgz

<?php

/*

convert_uudecode() E¥% uuencode YRAEHITFR & BATIEM
ZEBHE convert _uuencode() EI—iEMHH.

wf

$str = "Hello world!";

/1 FRF BT R

$encodeString = convert_uuencode($str);
echo $encodeString . "<br>";

/1 FFRFER AT R

$decodeString = convert_uudecode($encodeString);
echo $decodeString;

?>



$encodestring = convert uuencode($str);
echo $encodeString . "<br>";

$decodeString = convert uudecode(”89FQASWMD<V1ALVISE3DY . #<W3\$Q,2TM]");
echo $decodeString;

2>

un (ctri+x) BN Copy = SEZEINEE e BILEIR

® XFEHFRXET O himBRER

,285L;8\@=V]R;&0A

<br>flag{dsdasdsa99877LLLKK}

7] B python3fjuutéi Bk .

import uu
in2 = open("E:\\2.txt","wb")
uu.decode("E:\\1.txt",in2)

{E X B3 N\ BIUR SR R iki SNER

begin 666 1.txt
89FQA9WMD<V1A<V1S83DY. #<W3$Q, 2TM]

end

BRI I, B AT, BT, BT AR,
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R

B3 e kB E 4 i) python A A -

import math

userin = '110010100000' #iX B IAERILIHEHIMD
userin = userin[::-1]
haiming = [];
# WARERERFAS, THRORGREFZRSEURBRSI%R
haiming = list(haiming)
for x in userin:
haiming.append(int(x))

# RIS KN
for i in range(@, len(haiming)):
if 2 ** i > len(haiming):
break
# BRI
num = i
# PricsEfr
flag = @
for i in range(@, num):
b =[]
if (1 == 0):
# FApythonkiK.
a = haiming[(2 ** i) - 1:len(haiming):(2 ** i) + 1]
if (a.count(1l) % 2 == 1):
flag = flag + 2 ** i
print(a)
else:
for j in range(2 ** i, len(haiming) + 1):
if ((3 /7 (2** 1)) %2 ==1):
for k in range(j, j + (2 ** i)):
if (k > len(haiming)):
break
b.append(haiming[k - 1])
if (b.count(1l) % 2 == 1):
flag = flag + 2 ** i
print(b)
del (b)
print(flag)
if flag != O:
if haiming[flag - 1] == @:
haiming[flag - 1] = 1
elif haiming[flag - 1] == 1:
haiming[flag - 1] = ©
print("ZBrdhiH4E" % (flag))
print(haiming)
else:
print("RHHEIR")

input("Press <enter>")

RIEBH, EERREZEBHERR:


https://baike.baidu.com/item/%25E6%25B5%25B7%25E6%2598%258E%25E6%25A0%25A1%25E9%25AA%258C%25E7%25A0%2581/7060344?fr=aladdin

#5%]0000 0101 1011

ITEBHARN, BERBREZ EIFHEGA, 1EfH.
flag{d14084c7ceca6359eaac6df3c234dd3b}

17.[WUSTCTF2020]# % : HgsPUR
KBS H ISR, B2 00

FEHAHAREA R EEEEHE R TSEREFSOhEHAER FEAEFF SR FSahFEREN
AT BRSPS AEAIFBRE S PEEGES AN E TS E HfIE B h B g A 1B sl 5
SR B BB PSR S A B R NS PSS e A BRSPS A IERERESHMAA
ERFPFSFFSFSTEHE RS S s FESE kS FSiEEH B R R =M FSmEa R A= FF
imaEREATENEE RS DRI A IEAEERENFRTHAAEHREFFAIEERASFSAF
FREORTFSFOIEER AEER TS EHRTERTFE PSR BHFE SRS TS RERATERE
NEREFIATFPE PSR E TSN EE R A ERE TS EaB A BRSPS R PSS AERETEAIEL
(EEHATEREHIASEAAEATEATEFFEAIEREERATFIEATEFE

TR FERYERR || SIEHRTSIES 11 #Eh 72

SR A A R R R R IS A R L S N A PR B B M R 2R BRI PR A e
A AN A S R S P = RS IS A RS S R B I S R M S AV e S DR e s 1%
R SR PN A S S S A R NS R e 2 1 R SRR S S P E B S RE NS Sl
BRI E e T AR AT R A M e TR T e N M SIS R e RIS Tl
S R T RS I A B e S NN S S S R S O N Bt A S AT B s
EreEiEE S RS NS M R RS R R R S AR E = A SIEE UHIS
BISEH AN BRI SRS O R IUEE RS/ ER R LR RN AR B S e M IS TS
NEES

RJE AL 3 SO OO E L G 55 25 A RS -

® HEE N MENRDER

I HeE VEOMHEW: SEREIFNEEHRTERIEEHeEETIRERE!

RLIDQTOVPTQ606duws5CD6IB5B52CC570kCallUC3SO40SOWG3LynarAVGRZSIRAEYEZ ooe_doyouknowfence


http://hi.pcmoe.net/buddha.html
https://atool.vip/corevalue/

WG MR, 251 /EHEKdoyou* k.

RLJDQTOVETREDS duw s5CDETEEES2C0E T okC allIC3204030%G3Lynar AYGRIS TRAEYEZ _oos

A0,
AR,
ez,
s,
A

AT, TR Rsc:.maaJtUrnnumacw:[anBsm'suer45T50;rgzsn6cumcw265c;!d?aEuouwky

ﬂu.wl:l : 4

BT R R.G4IIDJ'BSDEUQBWTEGDESWLPCyT5nQ?'aﬁoerkﬁCV&aGuURwUZsCSSSICSRDDA

B EReE BB A RISLEO TEWIEGAR S TELOCYVCTES aT Tl o A5k YOCGE aRAUZnlSwC Tz 3RES ACOED4 TE0E

B EEEE BB REWLBGTESDSLAZ yTCn0C VB F TAT o VakGECRD 2Z6US dU Tl Ry 3A=SES0YC4EDOTES_T00
ﬁ;m,q%}ﬂ RESLBI.JEyDEnQCaTCrDEM’?‘.ITc-GTkRQCZBaSDU]GU'RdCAuSEwSYsDE54ZCD DZo80oliW Bz
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import gmpy2
import libnum

e =

no
co

nl
cl

n2
c2

n3
c3

n4
c4

n5
c5

né
c6

n7
c7

n8
c8

n9
c9

nle
cle

nll
cl1

nl2
cl2

nl3
cl3

nl4
cla

nl5
cl5

nlé
cl6

nl7
cl7

65537

204749188940517785333052623456018809280882844711218237540497253540724771558737788480550738433458206978
974463908243330865728978769213595400782053398596897741316275722596415018912929508637393850919224969271

209188199606488913494382630469549022109591464078609807421659302537813187592856924925114752632342420025
158196362019711855386948805051204693325821518567140708245218031218482923875568641771962297189237708100

250332546259067572723696091192142020331621286251712464366395706152639491573632732131215568258787379232
418530852941687400583123078101409240719845138595567739966850183390262347839566927940488399072518433270

212069680973141310071834279444868019535831511514436279431137369967767871811110639579606980926968005550
452103801104475844189112846846723308849388575085058898570851991115477809059713612615028904189345412667

228220397330493881109367781730147656636633038117912832343612306497758059239021734385539278054074631061
154064985807617801086258918780085268151453720962340839366814422251550972992648086243588266869065355948

215741398553414329084740647843184620184752968093272855323377069401269425753495076682892140780261026822
203668561507103051245830653752976618197952422383764852649511853369960837446045934189833362851854911974

253602274126666124901021611311745848192409318031964484812243052505838414395810085285359308141673383819
198927725246514523410275956194827343562434356715923981726803799815027596957840879006690899199877056758

227268552446323560291596917534518221633315192375476399387795177514964987131745889355665761673295764947
604011979517585640754108236002353220461472385868863672482271271757275979396024634180030814973980987123

232973337914430532973630007868353360952522908184619500545426583274845074065946327857127674599589179430
541812030120837871311588946557996425787181411451504609609096015973785907682925851692036157785390392595

288736679047156827229872342934932003069769478987112550641251159336669686787425988587224314262189144629
991988046378683668498795797909152747747144499639237524407552784186550916018166654301631763496351243751

22324685947539653722499932469409607533065419157347813961958075689047690465266404384199483683908594787
14915270502032949898828292485603951848049772777471261431039572191646241875284410478373512635804406864

27646746423759020111007828653264027999257847645666129907789026054594393648800236117046769112762641778
21991524128957260536043771284854920393105808126700128222125856775506885721971193109361315961129190814

20545487405816928731738988374475012686827933709789784391855706835136270270933401203019329136937650878
14227439188191029461250476692790539654619199888487319429114414557975376308688908028140817157205579804

27359727711584277234897157724055852794019216845229798938655814269460046384353568138598567755392559653
37885297842482550270816745408770163728078482227768879204534888782471379305782967974376479224945104837

27545937603751737248785220891735796468973329738076209144079921449967292572349424539010502287564030116
14069112970608895732417039977542732665796601893762401500878786871680645798754783315693511261740059725

25746162075697911560263181791216433062574178572424600336856278176112733054431463253903433128232709054
17344284860275489477491525819922855326792275128719709401292545608122859829827462088390044612234967551

23288486934117120315036919418588136227028485494137930196323715336208849327833965693894670567217971727
10738254418114076548071448844964046468141621740603214384986354189105236977071001429271560636428075970

19591441383958529435598729113936346657001352578357909347657257239777540424811749817783061233235817916
38349170988872029319819687046591193416244322947593619195539375510534996074403332340181891419702463022



nl8

19254242571588430171308191757871261075358521158624745702744057556054652332495961196795369630484782930

c1l8 = 67905535339912972058045619912254931053123988251876822507801975107847652264296632842204004805630393419
nl9 = 26809700251171279102974962949184411136459372267620535198421449833298448092580497485301953796619185339
c19 = 38621355660843401376986472712387941204199127152899052854850745121069261898665287042463221942460167752

n=[n@,n1,n2,n3,n4,n5,n6,n7,n8,n9,n10,n11,n12,n13,n14,n15,n16,n17,n18]
c=[cO@,cl,c2,c3,c4,c5,c6,c7,c8,c9,cl0,c11,c12,c13,cl4,c15,c16,c17,cl18]

for i in range(len(n)):
for j in range(len(n)):
if(it=j):

if(gmpy2.gcd(n[i],n[j])!=1): #WAEKINHT BRJLEBSHELE, DREBEXAAH(p)

print(i,j) #Ha S RN F 5
p = gmpy2.gcd(n[i],n[3])

print("p = ",p)

q=n[i] // p

print("q = ",q)

d = gmpy2.invert(e , (p-1)*(g-1))

print("d = ",d)

m = pow(c[i],d,n[i])

print("m = ",m)

print(libnum.n2s(int(m)))

20.rsa2
FEHeRK, HIb 2 RAaAE s TE



#ZMRGEpython2. 7 F BT
import gmpy2
from Crypto.Util.number import long_to_bytes

def continuedFra(x, y):
cF =[]
while y:
cF += [x // y]
X, Y=Y, X%y
return cF

def Simplify(ctnf):
numerator = 0
denominator = 1
for x in ctnf[::-1]:
numerator, denominator = denominator, x * denominator + numerator
return (numerator, denominator)

def calculateFrac(x, y):
cF = continuedFra(x, y)
cF = list(map(Simplify, (cF[@:i] for i in range(1, len(cF)))))
return cF

def solve_pq(a, b, c):
par = gmpy2.isqrt(b * b - 4 * a * ¢)
return (-b + par) / (2 * a), (-b - par) / (2 * a)

def wienerAttack(e, n):
for (d, k) in calculateFrac(e, n):
print(e)
print(d)
print (k)
if k == @:
continue
if (e *d - 1) % k != @:
continue
phi = (e *d - 1) / k
p, q = solve pq(1, n - phi + 1, n)
if p * q == n:
return abs(int(p)), abs(int(q))
print('[!]not find!")
1019918097775532534702767513992647401311576823292526735017921545070061584344320091419953672419625257059
4673191956326572130710518041030251867667613550973799291262509297684907526219209254932308236751826437863
p, g = wienerAttack(e, n)
print('[+]Found!")
print('[-1p =", p)
print('[-1q =", q)
d = gmpy2.invert(e, (p-1)*(g-1))

n

e

import hashlib
flag = "flag{" + hashlib.md5(hex(int(gmpy2.digits(d)))).hexdigest() + "}"
print (flag)



21.Dangerous RSA

import gmpy2
import os
from functools import reduce

from Crypto.Util.number import long_to_bytes

def CRT(items):
N = reduce(lambda x, y: x * y, (i[1] for i in items))
result = @
for a, n in items:
m=N//n
d, r, s = gmpy2.gcdext(n, m)
if d != 1:
raise Exception("Input not pairwise co-prime")
result += a * s *m
return result % N, N

# e, n, c

e = 0x3
n=[0x52d483c27cd806550fbede37ab6laf2e7cf5e0efb723dfc81174c918a27627779b21fa3c851e9e94188eaee3d5cd61752406a43
c=[0x10652cdfaabb63f6d7bd1109dak8181e500e5643f5b240a9024bfa84d5f2cac9310562978347bb232d63e7289283871efab83d

data = list(zip(c, n))
X, n = CRT(data)

m = gmpy2.iroot(gmpy2.mpz(x), e)[0].digits()
print('m is: ' + long_to_bytes(m))

22 [BJDCTF2020]ix £ base??
AR EE X miEm e, WRERAK, B Ejavaflig:

public class Base64 {

// private static final char S_BASE64CHAR[] = {

/1 ‘A", 'B', 'C', 'D', 'E', 'F', 'G', 'H', 'I', 'J",
/1 "K', 'LY, MY, UN', 'O, 'P', 'Q', 'R', 'S', 'T',
/1 U, VY, W, X, 'Y, 'z, tat, b, e, tdY,
/1 ‘e’, 'f', 'g’, 'h', 'i', '3U, k', 1Y, 'm', 'nt,
// ‘o', 'p', 'q', 'r', 's', 't', 'u', 'v', 'w', 'x',
/1 'y, 'z, 'er, "1, "2, '3, '4', 's', e, 77,
/7 '8, 9, T+, '/

/A ¥

private static final char S_BASE64CHAR[] = {

3T, KY,CLY, MY, CNY, 'O, 'x', 'y', 'U', 'V, 'z,
‘A", 'B', 'C', 'D', 'E', 'F', 'G', 'H', '7"'

9 I', 'a', 'b', 'c', 'd', 'e

g, 'h', 'i', ', k', '1', 'm', W', ‘X', 'Y,
Z 2'. '3'. '4'. '5'. '6'. 'R



// private static final char S_BASE64PAD = 61;
private static final byte S_DECODETABLE[];

static {
S_DECODETABLE = new byte[128];
for(int i = @; i < S_DECODETABLE.length; i++)
S_DECODETABLE[i] = 127;

for(int j = ©; j < S_BASE64CHAR.length; j++)
S_DECODETABLE[S_BASE64CHAR[j]] = (byte)j;

private Base64() { }

public static byte[] decode(String s) {
char ac[] = new char[4];
int i = 9;
byte abyte@[] = new byte[(s.length() / 4) * 3 + 3];
int j = 0;
for(int k = 0; k < s.length(); k++) {
char ¢ = s.charAt(k);
if(c == '=' ||
Cc < S_DECODETABLE.length &&
S_DECODETABLE[c] != 127)

{
ac[i++] = c;
if(i == ac.length) {
i=09;
j += decode@(ac, abyteo, j);
}
}

if(j == abyte@.length) {
return abyteo;

} else {
byte abytel[] = new byte[j];
System.arraycopy(abyte@, @, abytel, 0, j);
return abytel;

public static String encode(byte abyted[]) {
return encode(abyte@, 0, abyte0.length);

public static String encode(byte abyte®[], int i, int j) {



if(j <= 0)
return "";

char ac[] = new char[(j / 3) * 4 + 4];
int k = i;
int 1 = 0;
int i1;
for(il = j - i; i1 >= 3; i1 -= 3) {
int j1 ((abyte@[k] & Oxff) << 16) + ((abyteo[k + 1] & oxff) << 8) + (abyted[k + 2] & Oxff);
ac[l++] = S_BASE64CHAR[j1 >> 18];
S_BASE64ACHAR[j1 >> 12 & Ox3f];
ac[l++] S_BASE64CHAR[j1 >> 6 & 0x3f];
ac[l++] = S_BASE64CHAR[j1 & 0x3f];
k += 3;

ac[l++]

if(i1 == 1) {
int k1 = abyte@[k] & Oxff;
ac[l++] = S_BASE64CHAR[k1 >> 2];
ac[l++] = S_BASE64CHAR[k1l << 4 & Ox3f];

ac[l++] S

ac[l++] = '=";
} else if(il == 2) {
int 11 = ((abyte@[k] & oxff) << 8) + (abyteo[k + 1] & Oxff);
ac[l++] = S_BASE6ACHAR[11 >> 10];
ac[1++] = S_BASE64CHAR[11 >> 4 & Ox3f];
ac[1++] = S_BASE64CHAR[11 << 2 & Ox3f];

ac[l++] = '="';

}

return new String(ac, 0, 1);

private static int decode@(char ac[], byte abyte@[], int i) {
byte byteo = 3;

if(ac[3] == '=")

byteo = 2;
if(ac[2] == '=")

byteo = 1;
byte bytel = S_DECODETABLE[ac[@]];
byte byte2 = S_DECODETABLE[ac[1]];
byte byte3 = S_DECODETABLE[ac[2]];
byte byte4 = S_DECODETABLE[ac[3]];

switch(byteo) {

case 1: // '\eeo1l'
abyte@[i] = (byte)(bytel << 2 & @Oxfc | byte2 >> 4 & 3);
return 1;

case 2: // '\e02'
abyte@[i++] = (byte)(bytel << 2 & @xfc | byte2 >> 4 & 3);
abyte@[i] = (byte)(byte2 << 4 & Oxfe | byte3 >> 2 & oxf);
return 2;

case 3: // '\ee3’
abyte@[i++] = (byte)(bytel << 2 & @xfc | byte2 >> 4 & 3);
abyte@[i++] = (byte)(byte2 << 4 & oxfe | byte3 >> 2 & 0xf);
abyte@[i] = (byte)(byte3 << 6 & @xc@ | byte4 & ox3f);
return 3;

}

throw new RiintimeFvrantinn("Tnternal Frrrar"):



B L R L R L L T R YR )

public static void main(String[] args) {

String a="F1ZNfnF6Qol6e9w17WwQQoGYBQCgIKkGTa9w3IQKw" ;

byte [] b=null;

b=a.getBytes();

String encodeString=Base64.encode(b);

System.out.println(encodeString);

byte[] decodeByte=Base64.decode(a);

System.out.println(new String(decodeByte));

// if(args.length != 2) {
// System.out.println("ERROR: use -encode <string> OR -decode <string>");
// return;
// }
// if(args[@].equals("-encode")) {
// System.out.println(Base64.encode(args[1].getBytes()));
// } else if (args[@].equals("-decode")) {
// System.out.println(new String(Base64.decode(args[1])));
// } else {
// System.out.println("ERROR: use -encode <string> OR -decode <string>");
// return;
// }
//
}
}

124743 21BJD{DO_YOu_kNoW_Th1s_b4dse_map}

23.[MRCTF2020]keyboard



B2 flagH
MRCTF{xxxxxx} &= Ly
#HANGF

666
22
444
555
33

44
666
66

FHRE LB

6->m

666->0

22->b

444->i

555->|

33->e

A2 45 2 {mobilephone}
24.[MRCTF2020]vigenere
%5 JB W D o S -

HRA%K B Vigenere ¥ in 25 FIf# 2 .

from string import ascii_lowercase as lowercase

# Vigenerefn#
def VigenereEncrypto(message,key):
cipher = "'
non_alpha_count = @
for i in range (len(message)):#iE/j
if message[i].isalpha():#HWEE NFE
if message[i].islower():##HIWBiRE NN
offset = ord(key[(i - non_alpha_count)
cipher += chr((ord (message[i]) - ord('
else:#KE¥H&
offset = ord(key[(i - non_alpha_count)
cipher += chr((ord (message[i]) - ord('
else:#iEF 8, ML T
cipher += message[i]
non_alpha_count += 1
return cipher

# Vigeneref@#

%
a

%

len(key)]) - ord('a")
') + offset) % 26 + ord('a'))

len(key)]) - ord('a")
') + offset) % 26 + ord('A"))


https://buuoj.cn/challenges#%255BMRCTF2020%255Dvigenere
https://blog.csdn.net/weixin_44079115/article/details/94541105

def VigenereDecrypto(cipher,key):
message = "'
non_alpha_count = @
for i in range (len(cipher)):#i&Jf
if cipher[i].isalpha():
if cipher[i].islower():
offset = ord(key[(i - non_alpha_count) % len(key)]) - ord('a")
message += chr((ord (cipher[i]) - ord('a') - offset) % 26 + ord('a'))
else:
offset = ord(key[(i - non_alpha_count) % len(key)]) - ord('a")
message += chr((ord (cipher[i]) - ord('A') - offset) % 26 + ord('A'))
else:
message += cipher[i]
non_alpha_count += 1
return message

def get_trim_text(text):
text = text.lower()
trim_text = "'
for 1 in text:
if lowercase.find(l) >= 0:
trim_text += 1
return trim_text

# THEEARH
def get_coincidence_index(text):
text = get_trim_text(text)
length = len(text)
letter_stats = []
for 1 in lowercase:
1t = {}
count = text.count(l)
1t[1] = count
letter_stats.append(1lt)

index = 0@
for d in letter_stats:
v = list(d.values())[©0]
index += (float(v)/length) ** 2

return index

# THEAO. 067 HIEFE K/
def get_var(data, mean=0.067):
if not data:
return ©
var_sum = 0@
for d in data:
var_sum += (d - mean) ** 2

return float(var_sum) / len(data)

# RAHAKE
def get_key length(text):
# assume text length less than 26
text = get_trim_text(text)
group = []
for n in range(1l, len(text)+1):
group_str = ['' for i in range(n)]

~ ’n ’ PERNEN



tor 1 1n range(len(text)):
1 = text[i]
for j in range(n):
if i % n == j:
group_str[j] +=1
group.append(group_str)

var_list = []
length = 1
for tex in group:
data = []
for t in tex:
index = get_coincidence_index(t)
data.append(index)
var_list.append([length, get_var(data)])
length += 1
var_list = sorted(var_list, key=lambda x: x[1])
print(var_list)
return [v[@] for v in var_list[:int(n/2)+1]] #var_list[e][@]

# it FEIE
def countList(lis):
1li =[]
alphabet = [chr(i) for i in range(97,123)]
for ¢ in alphabet:
count = 0
for ch in lis:
if ch == c:
count+=1
li.append(float(count)/len(lis))
return 1i

def openfile(fileName): # #E3C{4
file = open(fileName, 'r"')
text = file.read()
file.close();
text = text.replace('\n',"'")
return text

# WIEEHKERE A
def textTolList(text,length):
text = get_trim_text(text)
textMatrix = []
row = []
index = ©
for ch in text:
row.append(ch)
index += 1
if index % length ==0:
textMatrix.append(row)
row = []
textMatrix.append(row)
return textMatrix

# REUEH
def getKey(text,length):
text = get_trim_text(text)
key = [] # EXZFAFIRARFEH
alphaRate =[0.08167,0.01492,0.02782,0.04253,0.12705,0.082228,0.02015,0.06094, \
0.06996,0.00153,0.00772,0.04025,0.02406,0.06749,0.07507,0.01929, \



0.0009,0.05987,0.06327,0.09056,0.02758,0.00978,0.02360,0.0015,0.01974,0.00074 ]
matrix = textToList(text,length)
for i in range(length):
w = [row[i] for row in matrix if len(row) > i] #3REXGAZEC
1i = countList(w)
powLi = [] #E iR
for j in range(26):
Sum = 0.0
for k in range(26):
Sum += alphaRate[k]*1i[k]
powLi.append(Sum)
1i = 1i[1:]+1i[:1]#BIRBL
Abs = 100
ch ="'
for j in range(len(powLi)):
if abs(powLi[j] -©.065546)<Abs: # HRHBEBIEEXFHESKBAIHR
Abs = abs(powLi[j] -©.065546) # {REFRBIEMIEE, 1EATREEKER
ch = chr(j+97)
key.append(ch)
return key
if _name__ == '__main__"':
key_lengths = []
¢ = openfile(r'cipher.txt")
key lengths = get_key_length(c)
print(key_lengths)
for i in range(len(key_lengths)):
key = getKey(c, key_lengths[i])
print("the plaintext is %s, the length of key is %d, key is %s" \
% (VigenereDecrypto (c , key), key lengths[i], key))

25.[ACTF3#7 4= £ 2020]crypto-classic0
WA RAEHERG, WMARCHPRE MM, 4%, 1 1970000—20201118
V175 B AR JE 7519990306, iR JE /8 FICHD:

#include<stdio.h>
char flag[25] = ***
int main()
{
int i;
for(i=0;i<25;i++)
{
flag[i] -= 3;
flag[i] "= ox7;
printf("%c",flag[i]);
}

return 0;

}

R BN AR ES, BHOX7TRE, Spythoniz&E—T:



#!/usr/bin/python
s = 'Ygvdmg[lYate[elghqvakl}'
sl = 1list(s)
mae '
for i in range(®,len(sl)):
a = (ord(sl[i])"Ox7)+3
m += chr(a)
print(m)

BT B3R : actf{my_naive_encrytion}
26.[ACTF i 4 3£ 2020]crypto-aes

27.[ACTF#i 4 3£ 2020]crypto-rsa3
15 Fyafu gy fif R B3 -

%ﬁﬁ%pyﬁﬁﬂiz

Util.nu

ogRow

BATR RIS .
28.[HDCTF2019]basic rsa
ey



By, NIERRELE Ver.2 by Lucky 789 [bbs.chinapyg.com]

RSA AES Basefid BaseldZ2 SHA MD& RC4
JALR(E) |£££d | 163 ] (BazeChars): |10 w
58933406561 151 FeE0693662TE6851410015545859 734 1 2 TEOE4994608 3605262 TE401 2651 25929
TH ()
05
519338044911 383 7364596606 7669405454526893266 7318214661 040636590391 1 656645595997
FL5A ()
45
ARz ()
45
27ERE2311R462351922 1FATA388034 3675001 028640801 234 V60T TOS 186 78T T2 T24016358646710
B (C)
45
= L= R
mE | [mE | | Az | MErec e medn e D@ 0850
B = (c'd) med n - o
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