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1. RSA1
B B

import gmpy2 as gp

8637633767257008567099653486541091171320491509433615447539162437911244175885667806398411790524083553445
1264067497399647276917604793717088342092705082148001058159313713537247388059561373733763062975257734614
dp = 650079570221683462110904235119326153065004384105625293093094966335862501688183284072806602615026469307
dg = 783472263673553449019532580386470672380574033551303889137911760438881683674556098098256795673512201963
2472230540388738207356731646764908066263155290596022939907910799560215441817605633580063888752761416407
n = p*q

phin = (p-1)*(g-1)

dd = gp.gcd(p-1, g-1)

d=(dp-dq)//dd * gp.invert((q-1)//dd, (p-1)//dd) * (q-1) +dq

print(d)

m = gp.powmod(c, d, n)
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print(m)
print(hex(m)[2:])
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https://blog.csdn.net/shuaicenglou3032
https://blog.csdn.net/shuaicenglou3032/category_9621679.html
https://blog.csdn.net/shuaicenglou3032/category_7619901.html
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http://creativecommons.org/licenses/by-sa/4.0/
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2. RSA
FENTRSALHA:

openssl rsa -pubin -text -modulus -in pub.key:

F6C1CEB76D42336910545A58FTEEFEFC@BCAAFSAF341CCDD

ZZINJ: C0332C5C64AE47182F6C1C876D42336910545A58F7EEFEFCOBCAAF5AF341CCDD

B —F GXAHEFERS TR, BR7TEIPLEM THENZAARAHER, FrolE2ERELBHEIL) -



|4 RSA-Tool 2 by tE! - *

Keysize (Bits) Number Base
255 16 -
viT
Random data generation Public Exponent (E) [HEX]

Start oooooooo 0% 10001

1zt Prime (P}
D721FBASBAAZCCCFE5852D209FD03903

2nd Prime (Q}
E4B5F4318E91BABBE SDTABt 91880CCHF

Modulus (N} [R] 0 Bits
C0332C5CB4AE4T182FEC1 CETE042336910545A58FTEEFEFCOBCAAFSAF341CCDD

Private Exponent (D}

Factoring info (Prime factors): 0

PRIME FACTOR: O721FBAS8AAZCCCFE5862D209FD03503
PRIME FACTOR: E4B5F4318E%1BABBESDTABES1680CCOF

Generate | Test |

Calc.D | | Factorh |

Hep | | et |

[ Use MPQS method onty [ Mo time checks Time left{max.): ~ Oh Om 38s

Done.

23] 7 pMg, RJ5 LEFLIEF|ef65537.
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python rsatool.py -f PEM -o key.key -p 1 -q 1 -e 1

openssl rsautl -decrypt -inkey key.pem -in flag.enc -out flag

9 -q
Using

lccdd

889@45163]

60192449

ving PEM as key.key

RIEMRE OXBidBIB4E B key. keydtBikey.pem) :




rsatool.py
sautl -d ypt -inkey key.pem -in flag.enc -out flag

No such file or directory
system libra fopen:No such file or direct: ! .. /crypto/bio/bss

such file: .. /crypto/bio/bss_file.c:

rsatool.py
autl -decrypt -inkey key.pem -in .enc -out flag

.pem pub.key rsatool.py

3. [NPUCTF2020]3t 4 ¥ i
5 Lhintifi s £

from gmpy2 import *

from libnum import *

from sympy import *

p = 107316975771284342108362954945096489708900302633734520943905283655283318535709

n = 6807492006219935335233722232024809784434293293172317282814978688931711423939629682224374870233587969960

el = 2303413961
cl = 175442116903619139171730925693803596091294110920687237482644452673303069605682173170819327015175984378
e2 = 2622163991
c2 = 161345401595155528971114836697729761362454402593755937178473605944845443765263384711127261924812661350

s = gcdext(el,e2)

c = pow(cl,s[1],n)*pow(c2,s[2],n) % n
print(c)

m = nthroot_mod(c,256,p)

print (hex(m))

print(n2s(m))

EEIL D
m.bit_length() < 400
BRBE. &XIEHwpA A13E 2 Coppersmith & B 2 5 »

4. [NCTF2019]easyRSA
B B



from gmpy2 import *
from Crypto.Util.number import *
from tqdm import tqdm
def onemod(p,r):

t = p-2

while pow(t, (p-1) // r, p) ==1: t -=1

return pow(t, (p-1) // r, p)
def solution(p,root):

g = onemod(p, ©x1337)

may = []

for i in range(0x1337):

if i % 100 == 0:
print(i)
may . append(root * pow(g,i,p) % p)

return may
c = 1056230269054190118797581559460524201438520158332930919173695245431080338703225200724496258584651976205
p = 1991386778237438373399275201576078200297465745577465490949214882928772265091983150160189193852597812381
g = 1122136959054721424152214445153265323203524294783416833528111835032696765554346012290136793194238782389
e = 0x1337
n=p*gq
c_p = pow(c, (1 + 3307 * (p -1) // e) // e, p)
C1l = solution(p, c_p)
c_q = pow(c, (1 + (2649 * (q - 1) // e)) // e, q)
C2 = solution(q, c_q)
a = invert(p, q)

(o
n

invert(q, p)
flag=0
for i in tqdm(C1):
for j in tqdm(C2):
flag += 1
if flag % 1000000 == 0O:
print(flag)
x=(b*qg*i+a*p*7j)%n
print(x)
if b"NCTF{" in long_to_bytes(x):
print(long_to_bytes(x))
exit()
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http://yulige.top/?p=752#easyRSA909pt_2solvers
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$$

m’e \equiv ¢ \quad (\text{mod}\ n)

$$

(2857

$$

\begin{aligned}

me &\equiv c \quad (\text{mod}\ p)\newline

m’e &\equiv ¢ \quad (\text{mod}\ q)

\end{aligned}

$$

RIGRAEGE (p) MGF (q) EXFcTFe=0x1337&KFIR, BHCRTAEG—THAIFE|#Enod n FHI#E.

) A2, el AR A BR A A T AR ?
XBebp-1Mg-1#AER, FREFHEHRNMTTH TS .
EMERT, FPHEWITLAHTonelli-Shanks algorithm, WiKiXANEET LT BB Fnk 5.

Eﬁ%paperiéﬁkﬂTE%E‘]ﬁﬁE: Adleman-Manders-Miller rth Root Extraction Method

MZIEH HARRHEE. o DX ER Ui L EUA 5 Zimplement.

Table 4: Adleman-Manders-Miller rth root extraction algorithm in F

Input: F, and a rth residue 4, r|g — 1.
Output: A rth root of 4.

Step 1: Choose p uniformly at random from Fj.

Step 2: if pﬂ-_‘_1 =1, go to Step 1.

Step 3: Compute t, s such that ¢ — 1 = r’s, where (r,s) = 1.
Compute the least nonnegative integer a such that s|ra — 1.
Compute a + p" 2,b+ 6™ 1 cp*, h+1

Step4: fori=1tot -1

compute d = b

ifd=1,j+0,

else j « —log, d (compute the discrete logarithm)
bb(c"yY,h+ hd

G 4=CT

end for

Step 5: return 6“ - h

RAEFERAGITH— MR, LB EJFOX133775, mEZEA0XI1337MMR GXEKIE L THOX13374MR) .


https://en.wikipedia.org/wiki/Tonelli%25E2%2580%2593Shanks_algorithm
https://arxiv.org/pdf/1111.4877.pdf

an ] 3R 2 FH AR ?
StackOverflow — Cube root modulo P& 7 5

2 This code provides one of the three cube roots. How to get the other two? — Shebla Tsama Jan 17 18 at 22:3
2 @SheblaTsama multiply by a primitive cube root of 1. — deinst Jan 18 '18 at 20:4€

@Denis Yes. In most cases when p is 1 mod 3 there is no cube root. — deinst Jun 21 18 at 12:31

SNl EIRT B R primitve @x1337th root of 17?
StackExchange — Finding the n-th root of unity in a finite fieldz5H 7 /5%

In a finite field of size g, the multiplicative subgroup has order ¢ — 1 (i.e. all elements are invertible
except 0). If n is relatively prime to ¢ — 1, then there is only one 7-th root of unity, i.e. 1 itself. If n

6 divides g — 1, then there are n roots of unity. In the remainder of this answer, | assume that you are
in that case, i.e. n divides ¢ — 1.

Everything | write below uses computations in the finite field (i.e. modulo g, if g is prime).
V To get an n-th root of unity, you generate a random non-zero z in the field. Then:

(I{q—l)fu)n - Iq—l =3

Therefore| (4~ 1/"|is an n-th root of unity. Note that you can end up with any of the n n-th roots of
unity (including 1 itself), each with probability 1 /7.

Now you may want to have a primitive n-th root of unity, i.e. one value g such that all n-th roots of
unity can be obtained with values gj for integers j ranging from 0 to n — 1. If g is an n-th root of
unity, then it is primitive if and only if gj # 1 for any 7 > 0 that divides n, except n itself. In your
case this is easy: since n is a power of 2, any j that divides n is also a power of 2. In practice, this
yields the following:

Exploit

e JtHAdleman-Manders-Miller rth Root Extraction MethodfEGF (p) MIGF (q) EXfcHekiR, 4HE %]
—/ME. KEAZ108,

o RIEEWRINFTAEMOx1336 primitive nth root of 1, ML EEBAME, BRAFEROx133T MR K14
Bh,

o HAHCRTMGF (p) MGF (q) EMIFHOx133 7T MRAE Himod n FHIM, FTLAEF|0x1337**%2==241965614mod nfl
f#. BiGReE T checkMBIAflag. R+ L%,

® exp.sagefllT:

import random
import time

# About 3 seconds to run
def AMM(o, r, q):
start = time.time()
Prant (" \N= - oo s oo o oo ")
print('Start to run Adleman-Manders-Miller Root Extraction Method')
print('Try to find one {:#x}th root of {} modulo {}'.format(r, o, q))
g = GF(q)
o = g(o)
p = g(random.randint(1, q))
while p ~ ((g-1) // r) == 1:
p = g(random.randint(1, q))
print('[+] Find p:{}'.format(p))

t =20

s=q-1

while s % r == @:
t+=1

s=s//r


https://stackoverflow.com/questions/6752374/cube-root-modulo-p-how-do-i-do-this

def

def

m O T 0N
I

cp =
cq =
mp
mq
p_pr

print('[+] Find s:{}, t:{}'.format(s, t))

k=1
while (k * s + 1) % r != 0:
k += 1

alp=(k*s+1) // r
print('[+] Find alp:{}'.format(alp))
a=p " (r¥*(t-1) * s)

b=o0o" (r*alp - 1)
c=p"s
h =1
for i in range(1, t):
d=Db " (rr(t-1-1))
if d == 1:
j=20
else:
print('[+] Calculating DLP...")
j = - dicreat_log(a, d)

print('[+] Finish DLP...")

b=>b* (c*r)™j

h =h*crj

c=c”™r
result = o”alp * h
end = time.time()
print("Finished in {} seconds.".format(end - start))
print('Find one solution: {}'.format(result))
return result

findAllPRoot(p, e):
print("Start to find all the Primitive {:#x}th root of 1 modulo {}.".format(e, p))
start = time.time()
proot = set()
while len(proot) < e:
proot.add(pow(random.randint(2, p-1), (p-1)//e, p))
end = time.time()
print("Finished in {} seconds.".format(end - start))
return proot

findAllSolutions(mp, proot, cp, p):
print("Start to find all the {:#x}th root of {} modulo {}.".format(e, cp, p))
start = time.time()
all mp = set()
for root in proot:
mp2 = mp * root % p
assert(pow(mp2, e, p) == cp)
all mp.add(mp2)
end = time.time()
print("Finished in {} seconds.".format(end - start))
return all mp

105623026905419011879758155946052420143852015833293091917369524543108033870322520072449625858465197
199138677823743837339927520157607820029746574557746549094921488292877226509198315016018919385259781
112213695905472142415221444515326532320352429478341683352811183503269676555434601229013679319423878
0x1337

c%p

c%q

AMM(cp, e, p)

AMM(cq, e, Q)
oot = findAllPRoot(p, e)

e iR T AR . s N



g_proot = T1NdALlPKOOT((, €)
mps

findAllSolutions(mp, p_proot, cp, p)
mgs = findAllSolutions(mq, q_proot, cq, q)
print mps, mgs

def check(m):

h = m.hex()

if len(h) & 1:
return False

if h.decode('hex").startswith('NCTF"):
print(h.decode('hex"))
return True

else:
return False

# About 16 mins to run @x133772 == 24196561 times CRT
start = time.time()
print('Start CRT...")
for mpp in mps:
for mgqq in mgs:
solution = CRT_list([int(mpp), int(mqq)], [p, ql)
if check(solution):
print(solution)
print(time.time() - start)

end = time.time()
print("Finished in {} seconds.".format(end - start))

Summary

p, gHESRFEH TEHZANRBERK, RIETe | p-1, e | g-1.

import random
from Crypto.Util.number import *

def gen():
p = e * random.getrandbits(1012) + 1
while not isPrime(p):
p = e * random.getrandbits(1012) + 1
return p

miﬁp—l, q—lﬂgord(e) = 1, fff8adleman-Manders-Miller rth Root Extraction
Method P EFIHHEDLP. BKT & HME.

flag/REER T —BMEALKWFZRE, RANTHNlagEREBEHUSE AT . RRMEKIEK, &
HGF (p) FIGF (q) B24H0x1337 Mk, BAREMRAT USRI flag T MEEME, HUAE
B24196561IRCRTA BB Ff1ag, ATREFBEANT L0 BRI,

TEA U, SHBART T

5. ZRHKIMDS
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python md5.py

, 11:89:26)

" or "license" for more information.

bn kflagit 2R .
6. Alice5Bob

FERGET R, BHAMAMLZRAEAY, AicefiBob, i1 ZELT B INEHAEIRE, WERKE S
BHAEHR A VIR AR . B EREEEFH R, IHEXRIE. TR — 1N KEH:98554799767,15 71+ i#
NEANERE, SfEfE, ARRETE, KRBUSHE, §R—NHREE, #1T7md5H326/ N5, REER.
EE: B3 flag B8 L flag{} £

i
<88 RSA-Toal 2 by tEl — *
w& Keysize (Bits) Number Base
a 256 10 -
- T 2
Random data generation Public Expenent (E) [HEX]

Start 00000000 0% 10001

1=t Prime (P}
101989

2nd Prime (Q)

Modulus (N) [R] 0 Bits
98554795767

Private Exponent (D}

Factoring info (Prime factors): 0

PRIME FACTOR: 101999
PRIME FACTOR: 966233

Generate| Test |

caic.0 | | Factorn |

Hep | | Ext |

[ Use MPQS method onbv [ Mo time checks
Done. - ! o



101999966233

32UMDSIIZ | O AEFE

d450209323a847c8d01c6bed7c81811a

7. Windows & 4 %14

arfcb22a88038f35a8f39d503e7f0062

ntim

good-luck

8. AR+

B R H A B AR T SRR XN, A3 — #7455 28 3023 817 10 16 30, {H@EE HikiRE] “FHHE
HEEH+BTF", 7, RE&EMA+T (—HFHREKE0%E) , R 8890836877 7076 90; S5ASIFE——XF M
% XZSDMFLZ, #RJ5HERIM—%, #52Iflag{SHUANGYU}

9. fRkes

5555555595555A65556AA696AA6666666955
XA B 4% AR TE AR B B AR R 1B R AR RS I 4R 3 (hex)

EAIHIDANOXFED3F, 4k sk e ML, #3Zhex.

Rt 8B

MRYE RN S KA I Wp KNIE 2 2 A0 e 2 i

ek k) -
1010101010101010101010101010101100101010101010101011010011001010101010101101010101001101

4 [T | r

IEEE 802.4 (p#E4) AMREMRMIEEE 802.3 (LK) s, IRIXA R L, 01 FBERRR1, 108 H
F bR R0,

RGP ALARYE IR H0BE 1, B+ N Hl BT, dhAbgs O KA



https://blog.csdn.net/MikeCoke/article/details/106146391

cipher="'5555555595555A65556AA696AA6666666955 "
def iee(cipher):
tmp=""
for i in range(len(cipher)):
a=bin(eval('ex'+cipher[i]))[2:].2zfill(4)
tmp=tmp+a[1]+a[3]
print(tmp)
plain=[hex(int(tmp[i:i+8][::-1],2))[2:] for i in range(®,len(tmp),8)]
print(''.join(plain).upper())

iee(cipher)

BT REE Rflag.
9.1. f£Eka81
X B HAMNE B Z 0 2 M BRI

S 411D 0x8893CALB i FE 15 [ 45 I R ARAD R S :  BEAAAAASGABIAAS5A95995A569AA95565556
W B —MEHER S KRS, HRMIEIRIUN:  3EAAAAAS6AGIAAS56A965A5999596AA95656

R R 15 Blflag.
Se3 B AID ) ST — gkl

1111101010101010101010101001010110101001101001101010100101010110101001010110011001010110

a m | ¥

XRR R Z S @MY R gD, A LTS SUEME AR, RAESEMIRREK T EEFERNHEBRBIE,
WRE— MBI — AN RETEHER, WE—MEERR0, WRBEEAR, WERR1.

Bk EmEE s AN —HKE, —HPRPAETERAN B0, AR
1111 1010

£



a = Ox3EAAAAA56A69AA55A95995A569AA95565556
b = Ox3EAAAAA56A69AA556A965A5999596AA95656

b2 = bin(b)
print len(b2)
stp = "n

for i in range(len(b2[2:]) / 2):

al
a2

b2[i * 2:1 * 2 + 2]
b2[i * 2 + 2:1 * 2 + 4]

if a2 != '10' and a2 != '@e1':
continue
if a1 != '10' and a1 != '@e1':
continue
if a1 != a2:
str += '1'
else:
str += '@’
print len(str)
print hex(int(str, 2)).upper()
# 0X10024D8893CA584181L
# 0X30024D8845ABF34119L

10. 15 BALRHR I 254K

http://code.mcdvisa.conv

FYHEEBRENTER:
. A060: ]

. 4615:
. 2623:
. B008:
« 1733:
. 1216:
. 1216:
« 2119: M
« 6386: f2

= I m T

i
[y

=

AT H:


http://code.mcdvisa.com/

R SRETTTE V20 FEk - (SEEETT
o F& (S) WEBTH(T) EH#E (D) B/E (W) HME (A)

6060 Y

ABEEE: 2615 HEh I (D)
2623
6008 b

606046152623600817831216121621196386
aERERE: i (1)

EEbE: | | BMEEER

=Tt fos g
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