BUUCTF——firmwork

chan3301 T 2019-08-01 16:54:09 K Ai 920 WU 2

RER: SCERRAE: Wi BUUCTE

FEALFE B RSO R A&, #E5.CC 4.0 BY-SA RN, #5480 I b5 AL BERR A B 1
A CHERZ: https://blog.csdn.net/sjt670994562/article/details/9807 1249

FRAL

16 30 11T B

TR B4

TR LR — 3 8, [ BT iSO, T A IR, BTl R s kIt sk —

Faa3 AL HbinwallkE 43, FARbinwalk i T A S0, RIAA —~Squashfs 30, B4t A T Squashfs Ui R4

120200.
squashfs

HR—BHRINEM I, WA KRR, & TR INE.

JeigdT

hexdump -C 1.bin | grep -n “hsqs” /43 i 7 #% 30x00120200
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dd if=1.bin bs=1 count=100 skip=1180160 of=squash
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file squash : //#3H 74482774624

dd if=1.bin bs=1 count=2774624 skip=1180160 of=1.squash //#ZHL
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git clone https://github.com/mirror/firmware-mod-kit.git

sudo apt-get install build-essential zliblg-dev libzlzma-dev python-magic

./configure && make

i firmware-mod-kitf() H 5 T iz 4Tunsquashfs_all.sh 1.squash, FIIfEE

VW E


https://blog.csdn.net/sjt670994562
https://blog.csdn.net/sjt670994562/category_8632079.html
https://so.csdn.net/so/search/s.do?q=%25E9%2580%2586%25E5%2590%2591&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=BUUCTF&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/sjt670994562/article/details/98071249
https://blog.csdn.net/sjt670994562/category_8632079.html

chan@chan:~/ida$ hexdump -C 1.bin | grep -n "hsgs"

00120200 68 73 71 73 07 02 00 00 c8 8d 2b 55 00 60 02 00 |

y
chan@chan:~/ida$ dd if=1.bin bs=1 count=100 skip=1180160 of=squash
100+0 records in
100+0 records out
100 bytes copied, 0.00045647 s, 219 kB/s
chan@chan:~/idas$ file squash
squash: Squashfs filesystem, little endian, version 4.0, 2774624 bhytes,
519 inodes, blocksize: 131072 bytes, created: Mon Apr 13 09:35:04 2015
5 g cannot open ~ : ' (No such file or directory)
chan@chan:~/ida$ dd if=1.bin bs=1 count=2774624 skip=1180160 of=1.squas
h
2774624+0 records in
2774624+0 records out
2774624 bytes (2.8 MB, 2.6 MiB) copied, 5.01465 s, 553 kB/s
chan@chan:~/ida$
https://blog.csdn.net/s
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KA —ANUPXE, 4, AHFAH

|£ﬂ LOAD: Q00 Q0000006 C write

|£ﬂ LOAD Q0= Q0000006 C ntohl

|§ﬂ LOAD: Q00 00000005 C free

|£ﬂ LOAD Q0= Q0000004 C GLIEC_ 2.4

Ix_-'] .rodata:-- Q0000014 C echo. byethosthl. con
[s] .rodata: 00000005 root

[s] .rodata: 0O0O0O0E  C adnin

|£] .rodata:= 00000005 C user
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