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int _ cdecl main(int argc, const char argv, const char envp)
{
int v3;
int result;
int v5[3];
__intl16 v6;
char v7;
char v8[100];

sub_403CF8((int)&unk_40E149);

scanf( , v8);

v5[0] 9;

v5[1] 9;

v5[2] 9;

v6 0;

v7 0;

sub_401080((int)v8, strlen(v8), (int)v5);

v3 0;

while ( *((_BYTE *)v5 + v3) byte_40EQE4[v3] )

{

if ( v3 > strlen((const char *)v5) )
goto LABEL_6;

s
sub_403CF8((int)aError);

LABEL_6:
if (v3 -1 strlen(byte 40EQGE4) )
result = sub_403CF8((int)aAreYouHappyYes);
else
result = sub_403CF8((int)aAreYouHappyNo);
return result;
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int
int

Vi3 // €5l
result; // eax

int v5[3]; // [esp+Bh] [ebp-74h] BYREF
__intl6 vo; [/ [esp+l4h] [ebp-68h]
char v7; /f [esp+16h] [ebp-66h]

char

vB[100];

vs[@] = @;

v5[1

1 =0;

vs[2] = @;
vb = @;

v/ =

@;

n-64h] BYREF

sub_401080((int)vE, strlen(vg8), (int)vi);

v3 =

@;

while ( *(( BYTE *)v5 + v2) == byte 40EBEA[v2] )

{

if ( ++v3 » strlen((const char *)v5) )

goto LABEL_6;

sub_4B3CF8((int)aError);
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.data:0040E142
.data:0040E143
.data:0040E144
.data:0040E145
.data:0040E146
.data:0040E147
.data:0040E148
.data:0040E149
.data:@040E14A
.data:0040E14B
.data:0040E14C
.data:0040E14D
.data:@040E14E
.data:@040EL4F
.data:0040E150
.data:@040E151
.data:@040E152
.data:@040E153
.data:@040E154
.data:@040E155
.data:@040EL56
.data:@040E157
.data:@040E158
.data:@040E159
.data:0040E15A
.data:0040E15B

.data:@040E15C

0000E143 0040E143:

.data:0040E15C dword_4@E15C dd @FFFFFFFFh

; DATA XREF: sub_48149D+111r
5 sub_40149D+1CTw ...

.data:Bp48E160 ; public class std::ios_base /* mdisp:@ */

.data:0040E143 (Synchronized with Hex View-1)
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while ( *((_BYTE *)v5 v3) byte 40EQE4[v3]
{
if ( v3 strlen((const char *)v5) )
goto LABEL_6;

align 4 .
FA byte 40F@EA  db 7Ah
DEA

db "MX

aAreYouHappyNo db "Are you happy?

-1 anL
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sub_401080((int)v8, strlen(v8), (int)v5);

int _ cdecl sub_401080(int al, int a2, int a3)
{
int v3;
int v4;
int v5;
int v6;
int v7;
int v8;
int v9;
int vi10;
int vi1i;
_BYTE *v12;
int v13;
int v15;

sub_401000();

v5 a2 BY

v6 al;

v7 a2 a2 3;
a2 3;

LOBYTE (V5) (_BYTE
v3 32
v8 iLg
(_BYTE *)(v8 a3 1) byte_ 40E0AQ[ (V5 2) Ox3F];
(_BYTE *)(++v8 a3 1) byte 40E0GAQ[16 (*(_BYTE *)(a1 v3
(((int)*(unsigned __int8
(_BYTE *)(++v8 a3 1) byte_40E0AQ[4 (*(_BYTE *)(a1 v3
(((int)*(unsigned __int8
v5 (_BYTE *)(al e 1) Ox3F;
\Z3 v8 ilg
(_BYTE *)(v4 + a3 - 1) byte 40E0A@[V5];
}
while ( v3 v7 );
v5 v15;

3) 3)
)(al + v3

2) oxF)

)(al + v3




b
if ( v5 1)
{
LOBYTE(v7) (_BYTE *)(v3 + al);
v9 v4 1;
(_BYTE *)(v9 a3 1) byte 40E0AQ[ (v7 2) Ox3F];
v10 v9 1;
(_BYTE *)(vie a3 1) byte 40EQAQ[16 (*(_BYTE *)(v3
(_BYTE *)(vi1e a3) 61;
LABEL_8:
v13 v10 1;
(_BYTE *)(v13
v4 v13 1;
goto LABEL_9;

1
J

if ( v5 2 )
{
v1l \Z:3 iLg
(_BYTE *)(v11 + a3 - 1) byte 40E0QAO[ ((int)*(unsigned _ int8 *)(v3 2) Ox3F];
v12 = (_BYTE *)(v3 + al + 1);
LOBYTE(v6) v12;
v10 v1l ilg
(_BYTE *)(v1@ + a3 - 1) = byte 4@E@AB[16 * (*(_BYTE *)(v3 + al) & 3) + ((v6 4) & OxF)1;
(_BYTE *)(v1@ + a3) = byte 40E@AG[4 * (*v12 & OXF)];
goto LABEL_S;

N
J

LABEL_9:
(_BYTE *)(v4 + a3) = 0;
return sub_401030(a3);

LE AR RS, BREEbyte 40E0AOQ

o,
IYTE(v7) = *(_BYTE *3L2 4 2
=vd + 1;

BYTE *)(vO + a3 -

)= v o+ 1;

BYTE *)(v10 + a3 - v3 + al) & 3)1;
BYTE *)(v10 + a3)
3

I =vld + 1;

BYTE *)(vl3 + a3) = o61;

=vl3 + 1;
fo LABEL_9;

w5 == 2 )

L =vd + 1;
BYTE *)(vil + 3 - 1) = byte 46EBAB[ ((int)*(unsigne e #)(v2 + al) »» 2) & 0x3F];
2= (_BYTE *}(\@ + al + 1);

WTE(vE) = *vii

3 =vll + 1;
BYTE *)(v1o + 3 - 1) = byte 40EGAB[16 * (*(_BYTE *)(v2 4 al) & 3) + ((vo >> 4) & BxF)];
BYTE *)(v10 + 3) = byte_40EBAB[4 * (*v12 & 0xF)];

3
(TE *)(v4d + a3
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.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:

0040E094 dword_40EQ94 dd @

0040EQ98 align 1@h

0040EOAR ; char byte 40EGAR[10]
0040ELAQ byte 40EOAQ db 41h
0B4BERAR

0B40EBAL db  42h
ORA0EBA2 db 43h
ORA0EBA3 db 44h
0040EQA4L db 45h
OR40EBAS db 4s6h
O040EBAG db  47h
O040EBAT db 48h
O040EBAS db 49h
0040EBAS db 4Ah

BOADEDAA byte_4ABEBAA db 4Bh
0040EQAA

PR40EOEL align 4
PPABEOE4L ; char byte ABEGEA[ ]

base64f#g

Base/Ri3E7%: Baseb4 Base32 Baselb

BaseG4iRt3 2EA64 T TTHHIASCI=S (A-Z, a-zZ,
=,

w
AL H I oMM O m

; DATA XREF: _doexit:loc_40555CTo

; DATA XREF: sub_401000:loc_401005Tr
; sub_401000+17Tw ...

; DATA XREF: sub_481000+Btr
; sub_481000+11tw
O040EBAE almnopgrstuvwxy db 'LMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz8123456789+/",0

0-9, +, /) BEIEFDEFEERBEASCIFRE, 28 =" FEBREEEA

Baseb4 EB|FE
HE | FE || HE | FE || BE | FE ) HE | 75
0 A 16 Q 32 g 48 w
1 B 17 R 33 h 49 X
2 C 18 S 34 i 50 Y
3 D 19 T 35 j 51 z
4 E 20 u 36 k 52 0
5 F 21 v 37 | 53 1
6 G 22 W 38 m 54 2
7 H 23 X 39 n 55 3
8 | 24 Y 40 o 56 4
9 J 25 i 4 p 57 5
10 K 26 a 42 q 58 b
11 L 27 b 43 r 59 7
12 M 28 C 44 s 60 8
13 N 29 d 45 t 61 9
14 o] 30 e 46 u 62 +
15 P 31 f 47 v 63 /

Base6diF N\ FFEEFTIS, BUSE MM S #HEE (BT ESHHSUEAFN) |
B—EHTS (FAH246=64) , BEE—EHTECHHSNFR0, SEET#EERRa-HH#E, AETE CIAEEPRERIEIEEH
EEGI SRRl EBasebdiRIZER,

HRFR T base64 N, &H P BRET FAFER1E T 24

XA REOINEREATAS, K T8 6 214 M{E 5 16 2124 KEMT S

SRS THEISIESRENER, BiRAReL


https://www.qqxiuzi.cn/bianma/base64.htm

int result;
char vi;

for ( result 6; result 15; result )

P
1

vl byte 40EQAA[result];
byte 40EQAA[result] byte 40EQAQ[result];
byte 40EQAQ[result] vl;

1
J

return result;

XA BTN S5 I base64 4n i HEAT K /N E B #e

65 goto LABEL_B;
66| }
67|LABEL_9:
68 Gpegy sy
69 sub_4@1038(23);
70}
0000116A sub_ 401080:60 (4011le2)
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int _ cdecl sub_401030(const char *al)
{
__int64 vi;

char v2;

vl 0i64;
if ( strlen(al) )
{
do
{
v2 al[HIDWORD(v1)];
if ((v2 < 97 v2 > 122 )
{
if ( v2 65 v2 90 )
goto LABEL_9;
LOBYTE(v1) v2 32;
}
else
{
LOBYTE(v1) v2 3¢
}
al[HIDWORD(v1) ] vl;
LABEL_9:
LODWORD(v1) = ©;
HIDWORD(v1);
}
while ( HIDWORD(v1) strlen(al) );

}

return vi;
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b[i] = b[i + 10];
bli + 10] = t;




char a[]
char flag[30];
char b[]

for(i 0 ; i strlen(a) ; i++)
{
if(a[i] ali]
{
ali] 32;
}
else if(a[i]
{
ali] 32;

)i
for(i 0 ;1 strlen(a) ;i++)
{
if(a[i] ali]
{
for(j = 65 j < 25 5 J++)
{
if(b[j] a[i])
{
if(j
ali]
else if(j
a[i]

break;

printf(

return 0;

BATR R4 R ZmxhZ3tiQXNINRfaDJZX2FfU3VycHJIpc2V9

H HE g
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returned 0 (0x0) : 0.660 s

any key to continue
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flag{bAse64 h2s a Surprisel}

flag: flag{bAse64_h2s_a_Surprise}
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