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MD5

Base64

URLEncode

TimeStamp
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ZmxhZ3s3MDMINDMwWMGE IMTAWYmME30DAZ20DgwNTY2MWISMZ2E1Y 30=

Baseb4 {RBakERRERY4EER |

1 3t

Gt (- )

B 3lflag.

flag{70354300a5100ba78068805661b93a5c}

lag{70354300a5100ba78068805661b93a5c¢c

8. BUUCTF misc% /\# (winhex. Stegsolve)

T#H2ZE, XRE—Njpg, H5. REREREMME—F,
(1) winhexBEZ¥#EFE
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I Length: b5 (181)

| Start of scan ji
| Header Length: c (12)
Detected 20298 bytes in scan

End of Image

Additional bytes at end of file = 40
Dump of additional bytes:

Hex:

0d402666c61677039 3733313465373836
3461386636323632 3762323666336639
393863333766317d

Ascii:

.flag{9 7314e786

42816262 Th26f319

083711}

flag{9 7314e7864a8{6262 7b26f3f998c371}

9. BUUCTF % /L8 LSB(Stegsolve. QR Research)

TEMEZE, TFR—pngB K, EREAZIE, FTFFwinhex, KILCHL89504E47, EM, R, AE426082, IEffi.
i B %A fEwinhexh B & Biflag. T2 StegsolvedT T, BE XHER, KA kKIifag.

REMERARIEEANENRBR T, TREWNhexd, RAF 4T, BUENR, RIEFZE, BEREFTATFT. . .
EROE A, WmSHTEHAM T, hEAESERA REA H s,

Fi T Stegsolvel) 7> B B hE, (ERBER—AN—NaEK, HEAERDTEHRNER.

B%T—TFwp, RIHCCIEStegsolve TH IR T — Ik,

DATAZ BSHIRAS CGXEARAE —5KEK, ERFZZRAED, RREVGKHE, BAHE)
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Bit Planes Order settings
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Red []7 []6 []5 [14 [J3 [J2 []1 []0 Bit Order (® MSBFirst ) LSB First
4
Green 7 6 5 4 3 2 1 0 F
U U U U U U U U Bit Plane Order
X
Bwe []7 []6 []5 []4 [J3 [J2 []1 [Jo @ RGB () GRB |
) RBG ) BRG
Preview Settil
review ngs ) GBR ) BGR
Include Hex Dump In Preview L
‘ Preview H Save Text || Save Bin || Cancel I
K
HHZE, RAFIABieilE.
% — ]
Extract Preview
895042470d0alala 0000000d449484452 .PNG.... ....IHDR ;
Q000011800000118 0BO20000000BecTe  .vvivrein cevenns ~ =
db0000054249444]1 54789%ceddd416223  ....BIDA Tx...Ahn$#
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fE3TLEE£dE403c027 1012048404012141 Toenn. . '
4048101012048404 012141elcfeleTef RBH...... L\ g
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e5ffeSbbbThbodff9 9f62458280902020 ........ .bE
2408080902428280 9020202408080902 5....B.. s -
Bit Planes Order settings
Alpha []7 []6 []5 [J4 OJ3 2 [ Jo Extract By @ Row () Column
Red []7 []6 []5 [14 [J3 [J2 []1 [0 Bit Order (® MSBFirst ) LSB First
Green T 6 5 4 3 2 1 [w]0
O O O O O O O i Bit Plane Order
Bwe []7 []6 []5 [14 []3 2 1 o0 @ RGB () GRB
i) RBG ) BRG
Preview Settil
review ngs ) GBR ) BGR
Include Hex Dump In Preview
1
Preview H Save Text || Save Bin || Cancel

=G T 2 )5, Preview, #E/& EH, KW THE—MSERpng. HELRY, FEEE—KERT.

HERF Joxpng. RIEITIF, KIR—HK M E




QR Researchig—TF, #ifF%l T flag.

8% QR Research
B IEM #=EH

S E D @

. MiEFER
EypeE [
R A
o2y

[~ Auto

— L]
HWE
j Auto ﬂ
R~
Auto '| 4 i’

ERBHE 1

{8 -(9.09 0} (270.0,9.0)-(9.0,270.0)-(270.0,270.0)
%@E%

%%ﬂ#iﬁ H, i&8554

4}

REESsERL

flag{1sb_i4_s0_Eady}

10. X% (Stegsolve. winhex)
(1) F#— (Stegsolve)

HEBETI X2 )G, RME—TKipeg B . AL, EHEMStegsolve TITE o



@ StegSolve 1.3 by Caesum —

8061 15¢ch.

54393454

85.0.1.4396.
3|..870c 52728061
15cb5430 345d8b01

HEBEEE N REERRTEKAE, RITfag. EHIHKRZE, Ko EEK Mm%,

B 3flag.
flag{870c5a72806115cb5439345d8b014396}

(2) A= (winhex)



H#Ewinhex® i XX A # &flag. H3flag.

11. wireshark (wireshark)

THREEZE, R—ApcapngXft, MwiresharkiT FF.

BT BRI FHRERKE, R—FMI5E BRFRAH.

Pl EE R R T4 S flag.

A = - =

Ea T

I

(]

|«

ORI

i 5] REVRAE jpeg = | = | &
USEEE (239 2 IiH
Offset « BEER BJiE)
flag 2021/08/18 .
6816909 flag 2021/08/15 ...
BRI X
FEHERR):
]
Offset D 1 2 3 4 5 & 7 8 9101112 13 14 15[ AN ANSL ASCIL L
00001904 00 00 00 00 00 00 OO0 00 00 OO0 00 00 OO0 00 00 OO
00001920 00 00 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00 [v] Lo S
00001936 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 OO Uricods -
00001952 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00
00001368 00 00 00 00 OO 00 OO0 OO0 00 OO0 OO0 O0 00 00 00 00 [ | R{EERRAF () ?
00001984 00 00 00 00 0O 00 OO0 0O 00 OO0 OO 00 OO0 00 00 00 i
iy
00002000 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 [Iszsmmiaal)
00002016 00 00 00 00 0O 00 OO0 OO0 00 OO0 00 00 66 00 &C OO E 1
00002032 61 00 67 00 7B 00 38 00 37 00 30 00 63 00 35 00 ag { B 7 0c & T
00002048 61 00 37 00 32 00 38 00 30 00 36 00 31 00 3100 a7 28 06 11 BRle) 28 v
00002064 35 00 63 00 62 00 35 00 34 00 33 00 33 00 33 00 Sc b 5439 3 .
00002050 |34 00 35 00 64 00 38 00 62 00 30 00 31 00 34 00 4 5d 8 b 0 1 4 L& mizitE 512 =0
00002096 33 00 39 00 36 00 7D 00 00 00 38 37 30 63 35 61 3 9 6 }  870c5a Qs
00002112 37 32 38 30 36 31 31 35 63 62 35 34 33 39 33 34 72006115ch543934 o
00002128 35 &4 38 62 30 31 34 33 39 36 00 00 00 01 EA 1C 5d8b014396 & TERTE TR O 33 (w)
00002144 00 07 00 00 O OC 00 00 08 S0 OO0 00 OO0 00 1C EA P & s FidseEsER, 5% [10000
00002160 00 0O 00 08 00 00 OO0 OO0 00 OO0 OO0 00 OO0 00 00 00
00002176 00 00 00 00 0O 00 00 00 00 OO0 00 00 OO0 00 00 OO
00002192 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00
00002208 00 0D 00 0D OO 00 00 OO0 00 00 00 00 00 00 00 OO0 HGEA) Qﬁﬁjj@
00002224 00 00 00 00 0O 00 OO0 0O 00 OO0 OO 00 OO0 00 00 OO v
| 7/508 gttt 2,028 =102 B 7o KIN: %l

5 e Ctrl-/>

[“ | MR

SAFER v

v OE&HAS

flag

HEARK I flag.




Transmission Control Protocol, Src Port: 22494, Dst Port: 89, Seq: 1, Ack: 1,
Hypertext Transfer Protocol
v HTML Form URL Encoded: application/x-www-form-urlencoded

v Form item: "email" = "flag"
Key: email
Value: flag
Form item: "password" = "ffb7567ald4f4abdffdbS4e022f8facd"
Form item: "captcha"™ = "BYUG"

92a0 31 61 37 33 32 64 65 61 35 39 37 61 35 65 63 39 la732dea 597a5ec9
92b6 34 63 3d 31 34 33 35 35 39 30 35 37 34 od ©@a 43 4c=14355 90574 -C
02ct 6f 6e 6e 65 63 74 69 6f 6e 3a 20 6b 65 65 70 2d onnectio n: keep-
92d6 61 6c 69 76 65 @d @a 43 6f 6e 74 65 6e 74 2d 54 alive--C ontent-T
@2e0 79 7@ 65 3a 20 61 780 7@ 6¢C 69 63 61 74 69 6T 6e ype: app lication
o2te 2f 78 2d 77 77 77 2d 66 6f 72 6d 2d 75 72 6¢C 65 /X-www-f orm-urle
0200 6e 63 6f 64 65 64 0d @a 43 6f 6e 74 65 6e 74 2d ncoded- - Content-
9316 4c 65 6e 67 74 68 3a 20 36 35 od 9a od ©Pa 65 6d Length: 65----em
0226 61 69 6C 3d 66 6C 61 67 26 70 61 73 73 77 6F 72 ail=flag &passwor
0330
0340
0350

> ha=BYUG

" LAEF), email =flag, password = flb7567a1d4f4abdffdb54e0228facd
BAIREET

flag{ffb7567a1d4f4abdffdb54e022f8facd}

12. rar (ARCHPR)

HAREIRTER.

rar

1

XN rarXit, EEFREEETANE, BREHEE
WINET, ELEFRBOSHFR, rarfIZRBE4Udi=, £
2. 52K flag 58 L flag{} 1832

X cd70652d-e...

RRKIKAET .. WERNMNAR T, BaERRIWE.
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fRE. HELfag.txt. TR ag

AT PR L e 8 ey own EITIRr TR R Lo SisHTIIL Y

| flag.txt - iBEA
MH(F) #RES(E) #==U(0) &EE(V) #EBi(H)

flag{1773c5da790bd3caff38e3decd180eb7}

flag{1773c5da790bd3caff38e3decd180eb7}

ISY
T —ALFRMTFRRE, H58T7EX+ 288, BEERHT HFHEIXMscHELBRR, URACHREZ TRNTHZ
JG, HoX+ZIERE, BRRHERMRT . WX+ ZEERE, K08 HRRE AR,

(O REAFER, WAPHPTH,

— A Rwinhex, —A&ZStegsolve, BEitiEwinhexEE, B BREABRAHES KK, A5 mRBEEFKESHESS,
WafEAwinhexBEKE, THERRANEH, EFE¥fagBE T B+, fEwinhexth B Rflaghlv], 23§ F Stegsolve )
BERERIRE, EEHRIT.

(2) B R fRrar, zipH %X,



RIERE H SRR ENRRR, ERERTRRNBMEGIT, SERIE RIS BT R I A5 B, HEEDERES,
BREFXANBEAT.

(3) IBE—A 8 2 FEF FHwireshark T &,

ERUEHERAEE, HEMRFFEagitiT, ZiERP A BRI —wiresharkBH, RAEMRagz 5, BRI TH
M LA, e dimxooctxt, xxxjpg, XSGR EL 7 B SEff F foremostde 4 &8 U 2 S5, BERRT .

XA HATRATEE KMiscill B i —LE BB, BEE H CRMGE, J5H6E 2K B MR R, 4kskinihm .
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