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PS C:\Users\pc> D:\BUUCTF\Crypto\boom\boom.exe
Na Na Na Na

Qeeeeeeee Qeeeeeeee
[deddddddddcdddcdomddddddddddadddddd
[dedddadedddcdedddddddddddddedddddddddddd
[degddddeeddddddddddddddddededddddddddddddd
[deddddeeeedddedddddddddddddddddddddddddeeed
[deddddeeeedddddddddddddddedddddddddddddeecd
[ddddddeeeeddddddddddddddddddddddddddddeeecd
[ddddddeeeedddedddddddddddedddadddddddddedecd
[ddddddeeleeddddddddddddddedddaddaddddddeecd
[dddadaeeedddddddddddddddedddaddaddddddeecd
[doeddudeeddddddddddddddddadeddddddddddddd
deddddeeeddddddddddddddddedddedddddddddd
[dedddeiddddddddddddddddddddeeddddddddddd
[deddddddddddedddddddddddddddeeddddddd
dedddudddecdddddddddaddddddeddddddd
ddddddddddedecddddddddddddddeceed
[Jdedddddddddddadaddddadddadd
[Jdddddddddddddddeddddedd
[Jldddddddddddddedddd
[Jddddddddddddy
@eeeeeeee
eee

Play a simp
BRER

NAvanllibavan 2 v eaa? ()


https://blog.csdn.net/weixin_52446095
https://blog.csdn.net/weixin_52446095/category_10925594.html
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AF%2586%25E7%25A0%2581%25E5%25AD%25A6&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_52446095/article/details/116274819
https://blog.csdn.net/weixin_52446095/category_10925594.html

U yUU IING vall) yUYU DTG : \J\3FF /

T8

Windows PowerShell % +

first:this string md5:U6e5efe6165a5afb361217U46a2dbdel
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first:this string md5:U6eb5efe6165a5afb361217U46a2dbdel
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Windows PowerShell >< +

This time:Here are have some formulas
3x-y+z=185
2x+3y-z=321

x+y+z=173
input: x

fE=rc— kT TEH

LARURAT AFH

XERME B sagemath 8 (5%)
GiRIT:


https://www.cmd5.com/

In [2]: eql = 3*x—v+z=—185
eq? = 2¥x+3ky—z==321
eqd = xty+z==173
solve([eql, eq?, eq3l, x, v, 2)

outl2]: [[x = 74, y = 68, z == 3111
BE—9
Windows PowerShell by =

Last time: HKill it
x*x+x-"T79U3722218936282=0

input x:

kR H sagemath KA

In [1]: |var(x v z')
Ooutlll: (x, ¥, =)
In [2]: |eql = 3*%x—y+z==185
eq? = 2%x+3ky—z==321
eqd = xtyt+tz=—=173
solve ([eal, ea2, ead], x, v, 2)

Out[2]: [[x == 74, v == 68, z == 31]]

In [3]:  solve([x 2+x-T7943722218936282==0], x)

Out[3]: [x == 89127361, = == —89127562]
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Last time: Kill it
X*x+x-7943722218936282=0
input x: —-89127562

Great This is your FLAG
flag{en5oy_746831_-89127562}
PS C:\Users\pCﬁJ
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loc_4B19B5:

mov dword ptr [esp], offset aGreatThisIsYou ; "

call _puts
mov eax, [esp+126h]




mov
mov
mov
mov
mov
mov
mov
mov
mov
lea
mov
mov
call

jmp

edx, [esp+124h]
esi, [esp+12Ch]
ebx, [esp+138h]
ecx, [esp+134h]
[esp+14h], eax
[esp+18h], edx
[esp+18h], esi
[esp+BCh], ebx
[esp+8], ecx
eax, [esp+24h]
[esp+4], eax
dword ptr [esp], offset aFlagSDDDL1d ; "flag{¥%s %d%d¥%d %11d}"
_printf

short loc_4@1A26

K flag 2 =7 4K
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mov UWUT'U pPLIT | @Sp+IBsI], DAIN
mov dword ptr [esp+@BCh], 2Dh
mov dword ptr [esp+@CBh], ©@BDh
mov dword ptr [esp+8C4h], 1
mov dword ptr [esp], offset aFirstThisStrin ; "first:this string md5:46e5efeflosa5afbi™. .
call _puts
lea eax, [esp+24h]
mov [esp+4], eax
mov dword ptr [esp], offset aS ; "%s"
call _scanf
lea eax, [esp+0C8h]
mov [esp], eax
call _ Z7MD5InitP7MD5_CTX : MDSInit(MD5 CTX *)
lea eax, [esp+14Ch+var_128]
mov [esp], eax 3 char *
call _strlen
mov [esp+8], eax ; int
lea eax, [esp+l4Ch+var 128]
mov [esp+4], eax ; void *
lea eax, [esp+l4Ch+var 84]
mov [esp], eax ; int
call ___79MD5UpdateP7MDS_CTXPhj ; MDSUpdate(MD5 CTX *,uchar *,uint)
lea eax, [esp+l4Ch+var F6]
mov [esp+4], eax ; unsigned __ int8 *
lea eax, [esp+l4Ch+var 84]
mov [esp], eax ; unsigned int *
call ___Z8MD5FinalP7MD5_CTXPh ; MDSFinal(MD5 CTX *,uchar *)
mov dword ptr [esp+138h], 1
mov dword ptr [esp+13Ch], @
jmp short loc 401777
B
mov dword ptr [esp], offset aCls ; "cls”
call _system
mov dword ptr [esp], offset aThisTimeHerefAr ; "This time:Here are have some formulas"”
call _puts
mov dword ptr [esp], offset a3x¥Z185 ; "3x-y+z=185"
call _puts
mov dword ptr [esp], offset a2x3y7Z321 ; "2Zx+3y-z=321"
call _puts
mov dword ptr [esp], offset aX¥Z173 ; "x+y+z=173"
call _puts
mov dword ptr [esp], offset alnputX ; "input: x ="
call _printf
lea eax, [esp+134h]
mov [esp+4], eax

mov dword ptr [esp], offset aD ; "#%d"




call _scant
mov dword ptr [esp], offset alnputyY ; “inpu y ="
call _printf
lea eax, [esp+136h]
mov [esp+4], eax
mov dword ptr [esp], offset aD ; "#%d"
call _scant
mov dword ptr [esp], offset alnputZ ; "inp z ="
call _printf
lea eax, [esp+12Ch]
mov [esp+4], eax
mov dword ptr [esp], offset aD ; "#%d"
call _scant
mov edx, [esp+134h]
mov eax, edx
add eax, eax
add edx, eax
mov eax, [esp+136h]
sub edx, eax
mov eax, [esp+12Ch]
add eax, edx
cmp eax, ©BSh
inz loc 48199D
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mov dword ptr [esp], offset aGreatlLastlLevel ; "Great last level coming..."
call _printf
mov dword ptr [esp], offset aPause ; "pause’
call _printf
mov dword ptr [esp], offset aCls ; "cls”
call _system
mov dword ptr [esp], offset alLastTimeKillIt ; "lLast time: Kill it"
call _puts
mov dword ptr [esp], offset aXXX79437222189 ; "x*x+x-7943722218936282=0"
call _puts
mov dword ptr [esp], offset alnputX @ ; "input x: "
call _printf
lea eax, [esp+126h]
mov [esp+4], eax
mov dword ptr [esp], offset alLld ; "#114"
call _scanf
mov eax, [esp+126h]
mov edx, [esp+124h]
add eax, 1
adc edx, @
mov ecx, eax
mov ebx, edx
mov eax, [esp+126h]
mov edx, [esp+124h]
mov edi, ebx
imul edi, eax
mov esl, edx
imul esi, ecx
add esi, edi
mul ecx
lea ecx, [esi+edx]
mov edx, ecx
mov ecx, edx
xor ecx, 1C38C5h
xor eax, OF58DD7DAh
or eax, ecx
test eax, eax
iz short loc 4819B5
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def judge(key, start, end):
s
for i in (start, end+1):
if (i) in key:
s (1)

return s

unknown = judge(key, ( )> judge (key, judge (key,

unknown_list (unknown)

print(unknown_list)
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import itertools

C

key

def decrypt(c, key):
b
s
for i in
if c[i]
b
else:
b ( (key).index(c[i]))[2:].zfill(6)
for i in (o, (b), 8):
s (b[i:1i+8], 2))
print(s)

def judge(key, start, end):

s

for i in (start, end+1):

if (i) in key:
S (1)

return s
unknown = judge(key, ( ) )D) judge (key, )D) judge (key,
unknown_list (unknown)

print(unknown_list)

combination (itertools.permutations(unknown_list,4))

for i in ( (combination)):
key_new = key.replace( ; .join( (combination[i])))
print(key_new)

decrypt(c, key new)
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