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.rdata:0000000000429000 ;org 429eeeh
= .rdata:pe00000e00429000 ; char Format[]
.rdata:0000000000429000 Format db '%d%d’,e ; DATA XREF: main+1Bfo

.rdata:0000000000429805 ; char aFlagThisIsAEas[]

.rdata:0000000000429005 aFlagThisIsAEas db 'flag{this_Is_a_EaSyRe}",@
.rdata:0600000000429005 ; DATA XREF: main+31fo
.rdata:000000000042901C ; char aSorryYouCanTGe[]

.rdata:000000000042901C aSorryYouCanTGe db 'sorry,you can®,27h,'t get flag',®

.rdata:0000000008042901C ; DATA XREF: main:loc_4@152Fto
.rdata:0600000000429035 align 2eh
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BHEmainig £,
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‘5" .rdata:00--- 0000001F G Stack around _alloca corrupted
EE .rdata:00++ 0000000E & ReglpenKevExW
F;E .rdata: 00+ 00000011 (1 RegQueryValueExW
[;3 .rdata: 00+ 0000000C G RegCloseKey
EE .rdata:00- 00000011 (& PDBOpenValidated
8 .data:000-+ 0000000E C {hello_world}
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® B —MFE RAaghi{hello_world} B # & #1in Eflag, & REiR.
M di{hello_world}

U LO .. UUUUUUDLSUULLUUY JCBIIICIIL P:i HML3D3ALUVIID . nTauy wl LLe [ ]
.data:000000014001CE00 .data segment para public 'DATA' use64
.data:000000014001C000 assume cs:.data
.data:000000014001C000 ;org l4eelceeeh
_ |-data:ooeeeeelieelCeee ; char St r*2[]|
¥ |.data:oeeeee014001CE00 Str2 db '{hello_world}",@ ; DATA XREF: sub_1480118Ce+4BTo
_ |-data:0e0000014001CE00 5 sub_l4ee118Ce+67%o ...
¥ |.data: 0000002 14001CE0E align 1eh
_ |-data:oeeeeeel4eelcele ; uintptr_t _security_cookie
¥ |.data:Pee0e0014001CO10 __ security_cookie db '22-' ; DATA XREF: sub_1400118Ce+1ETr
_ |.data:ooeee0014001C010 ; __security_check_cookietr ...
f .data:000000014001C014 db 9%h
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ﬁ unsigned __int64 v8; // [rsp+128h] [rbp+188h]
11
12| ve = 8&v5;
13| for ( i = 82i64; i; --i )
14| {
15 *(_DWORD *)v@ = -858993460;
16 ve += 4;
17| }
18 for ( j =0©; ; ++] )
19| {
28 v8 = j;
21 v2 = j_strlen(Str2);
v e 22 if (v8 > v2 )
> B 23 break;
® 24 if ( Str2[j] == 'o' )
25 Str2[j] = '0';
26| }
g x| © 27| sub_1480111D1("input the flag:"); |

28| sub_14@01128F("%20s", &Stri);

29| v3 = j_strlen(Str2);

30| if ( !strncmp(&Stri, Str2, v3) )

31 sub_1400111D1("this is the right flag!\n");
32| else

33 sub_1400111D1("wrong flag\n");

34| sub_14001113B(&v5, &unk_140019D80);
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Entry Point : (00400690 | [oo] | < EPSection: [2/30 ] T
File Offset : |2 ] First Bytes : [7F.45.4C.46.0:/ | Plug
Iker Info : [7 | SubSystem : | | | Q
Hisuj [o00022Fsh | < [n| Overay: [ | 8
s = |

NOT Win EXE - .0 - ELF executable [ 64bit obj. Exe file - CPU : AHJxBI] sﬁ,n,t Rip
| EREE RHET BEEE | DM, = S —
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[;3 .rodata:0-+ 00000005 G %20s
.rodata:0+— 0000000C G wrong flag!
[;j .rodata:0--- 00000018 (¢ this is the right flag!
I__:I .eh_frame: 00000006 C -%3$\”
.data:000--- 00000011 C hacking for fun}

KRBT Gllagh FR7 8, Mii.

- .data:0000000000601080 ; char flag

.data:0000000000601080 flag db 7Bh ; DATA XREF: main+34tr
.data:0000000000601080 ; main+44fr ...

¥ |.data:0000000000601081 aHackingForFun db 'hacking_for_fun}',®@
.data:0000000000601081 _data ends

.data:0000000000601081

.bss:0000PEPPERER1092 Pl e = ]
.bss:06060000000601092
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unsigned __int64 v8; // [rsp+28h] [rbp-18h]

v8 = __readfsqword(ex28u);
pid = fork();

if ( pid )

1

argv = (const char **)&stat_loc;
waitpid(pid, &stat_loc, ©);

L
else
{

for ( 1 = ©; i <= strlen(&flag); ++1i )

{

if ( *(&flag + 1) == "1i' || *(&flag + 1) == 'r* )
*(&flag + 1) = '1';

}

L,

printf("input the flag:", argv);
__1s0c99_scanf("%20s", &s2);
if ( !strcmp(&Fflag, &s2) )
result = puts("this is the right flag!");
else
result = puts("wrong flag!");
return result;
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EnirvPont 00001240 | [0o] | <| EP Section: [ text ] | =
Fie Offset: 00001240 | FirstBytes : [55.88.EC.07 | @
Uker Info : [5.00 [ SubSystem : |Win Console |: PE

File Size ;_ [0002D058h | |<| | 8| Overlay: [ooooooss |
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32/,
IDAFTFF.
HE main OB, F5R%i%.
"X EHACRRIZAZEEN, EAECHEFRSICETESHFE [, RERNEREEE  (Y/N)\n");
vl = 1;

scanf("%c", &v1);
if (vl == 89 )

L printf(a0dIda);
result = sub_40100A();
E
else
{

if (vl ==178)
printf(asc_425034);
else
printf("WIAE X, ZERSR.");
result = sub_40180A();
P

return result;

000106F _main 0:23 (40106F)

REMARMITIFZE, YRR, MNRREIfelse W& .

2

3| int result; // eax

4| char vl1; // [esp+4Ch] [ebp-Ch]

5| const char *v2; // [esp+58h] [ebp-8h]

6| int v3; // [esp+54h] [ebp-4h]

7

8| v3 = 5;
& 9| wv2 = "DBAPP{49d3c93df25caad81232136F3d2ebfad}"”;
' 10| while ( v3 >=0 )

11| { I
® 12 printf(aD, v3);
® 13 sub_40180A();
’ 14 -=v3;

15 }
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Entry Point - [0000E2F0 | [oo0] |« EPSection: [Upx1 | ‘E
File Offset : [000014F0 | FirstBytes : [60.8€.15.00.4C] |
tker Info : [2,22 | SubSystem : [Win Console | | pE
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FHEZIT! 5 5EAflag B8 L flagl} 1852

RHE L —BHER, Fa88E.  « .
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HREM.
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upx—3. 96—winb4, upx —d

Name

Z BB — RupxHI 58 X IR R AR — IR ERAE R T o .

™| itahik KE EB R
T .rdata:00++ 0000000E G libgej—13.d11
T .rdata:00-- 00000014 C _Jv_RegisterClasses
:.- .rdata:00--- 0000001C C please input the true flag:
: .rdata:00--- 00000013 C this is true flag!
51 .rdata:00~- 00000007 § wrong!
00000Q00E Cc EHapp}fNewYe ar!
" | .rdata:00-- 00000018 C Mingw runtime failure:\n
: .rdata:00-+ 00000031 C VirtualQuery failed for %d bytes at address %p
T .rdata:00--- 00000032 G Unknown pseudo relocation protocol version %d. \n
T .rdata:00--- 00000024 & Unknown pseudo relocation bit size %d. \n
57 . eh_frame 00000007 C “t\nfEiE
[51 . en_frame-- 00000005 C K\n[d]
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