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Internal Server Error

The server encountered an internal error and was unable to complete your request. Either the server is overloaded or there is an error in the application.
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Name X Headers Preview Response Initiator Timing Cookies

B 2b90a6b9-e3bc-4b5f-ac16-5... vif, image/webp, image/apng,*/*;q=0.8,application/signed-exchange;v=b
| main.css 3;0=0.9

|| bootstrap.min.css Accept-Encoding: gzip, deflate

__| dataiimage/svg+xml;... Accept-Language: zh-CN, zh;q=0.9

Cache-Control: max-age=0

Connection: keep-alive

Cookie: username=admin; UM_distinctid=17652556185670-0dd@b9%9a32f09d3-6
¢c112c¢7¢-13c680-176525561861469; session_id=ey]@eXAi0iJKV1QiLCJIhbGci0
1JIUzIINiJ9.eyJ1c2VyIjoidGVzdCJ9.bDVu@4cvIiwbY7K0ZoqzvPiIL2CKyF4loAp
BGUCT LFo

Host: 2b90a6b9-e3bc-4b5f-acl6-5ecch5019bc5.node3.buuoj.cn

Referer: http://2b90a6b9-e3bc-4b5f-acl16-5eccb5019bc5.node3. buuoj.cn/1c
gin

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 11_0_1) AppleWebKi

4requests | 3.2 kB transferred t/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

K IlCookie ' {71t username=admin , J H I F7Esession, ZiAJi& admin [fIsession

eyJ0eXAi0iJKV1QiLCIhbGci0iJIUzI1INiJ9.eyJ1c2VyIjoidGVzdCI9.bDVu4cvIiwbY7K@ZoqzvPiIL2CKyF41oApBGUCT1Fo
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Encoded Decoded

HEADER:
{
"typ": "JWT",
"alg": "HS256"
}
PAYLOAD:
{
"user": "test"
}

FI ) "user: "test" BN “user": "admin" , HWIFIFGE|JSECRET_KEYHA, L ljwt:

Encoded xsreamokenvene Decoded corre pavionn ano seorer

HEADER: ALGORITHM & TOKEN TYPE
eyJBeXAi0iJKV1QiLCIhbGCi0iJIUZITNIJI. ey
J1c2VyIjoiYWRtaW4ifQ.E-qJrTAaq- { N
sRhIoTcovt10exm02C461JhY8xvIphbhs o s

PAYLOAD: DATA

{

"user": "admin"

}

VERIFY SIGNATURE

HMACSHA256 (
base64UrlEncode(header) + "." +
base64UrlEncode(payload),
your-256-bit-you-wil

) (O secret base64 encoded

@ Signature Verifed

eyJPeXAi0iIKV1QiLCIhbGeci0iJIUZIINiJ9. eyI1c2VyIjoiYWRtaW4ifQ. g 1GU4GqTO2VhNrZK9k460xz828GcqKBayZPcmLmhUgE



https://www.jianshu.com/p/576dbf44b2ae
https://jwt.io/

i FHF12+F [t Applicationfz i session(f] {8 :

x ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse HackBar Q PoX
Application C Filter o [ Only show cookies with an issue
| Manifest Name Value Domain Path Expires / ... | Size HttpOnly | Secure SameSite Priority
£ Service Workers session_id eyJ0eXAiOiJKV1QILCJhbGciOiJIUzI1NiJ9.eyJ1c2VyljoiYWRtaW... | 14699a9b... |/ Session 113 Medium
W Clear storage UM_distinctid 17652556185670-0dd0b9a32f09d3-6¢112¢7¢-13c680-1765255... | .buuoj.cn / 2021-06-... 74 Medium
username admin .buuoj.cn / 2021-06-... 13 Medium
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