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题目描述：感谢 Y1ng 师傅供题。

启动靶机，打开环境：

点击 tips，得到提示：

可以找出flag嘛，看到链接末尾有： ?file=flag.php

根据题目名以及给出的提示，判断是文件包含漏洞。

构造Payload读取文件源码：

?file=php://filter/read=convert.base64-encode/resource=flag.php

https://blog.csdn.net/weixin_44037296
https://blog.csdn.net/weixin_44037296/category_9832650.html
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=BUUCTF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=writeup&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_44037296/article/details/109053490
https://blog.csdn.net/weixin_44037296/category_9832650.html


得到Base64编码后的源码，在线Base64解码得到flag：

http://ctf.ssleye.com/base64.html
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