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M Hex EERESA()... Destination Protocol Length Info
o Ctrl+W 46.130 192.168.146.2 DNS 76 Standard query ©x2a9c A wpad.localdomain
46.1 224.0.0.251 MDNS 70 Standard query 0x0000 A wpad.local, "QM" question
RS Ctrl+S 6:1dd2:e58.. f02::fb MDNS 90 Standard query 0x@000 A wpad.local, "QM" question
SEAN)... Ctrl+Shift+S 46 1 224.0.0.251 MDNS 70 Standard query ©x@000 A wpad.local, "QM" question
WiEEES » [6:1dd2:e58.. ffe2::fb MDNS 90 Standard query 0x0000 A wpad.local, "QM" question
6:1dd2:e58.. ff02::1:3 LLMNR 84 Standard query oxe50d A wpad
SHSESE. ..
- , 146.1 224.0.0.252 LLMNR 64 Standard query oxe5ed A wpad
SHARTERE).. Ctrl+ShifteX 6:1dd2:e58.. ff02::1:3 LLMNR 84 Standard query ©xe50d A wpad
=4 PDU SISTHE.. 46.1 224.0.0.252 LLMNR 64 Standard query ©xe50d A wpad
Sl SSL aERA.. 46.130 192.168.146.2 DNS 76 Standard query ©x2a9c A wpad.localdomain
Sitixis b - IjICOM... 24.0.0.251 MDNS 70 Standard query ©0x0000 A wpad.local, "QM" question
f02::fb MDNS 90 Standard query 0x0000 A wpad.local, "QM" question
FTE)... Giilol? o 24.0.0.251 MDNS 70 Standard 0x0000 A wpad.local, "QM" i
IMF... .0.0. query Ox wpad.local, "QM" question
1B Ctrl+Q SMB... f02::fb MDNS 90 Standard query 0x0000 A wpad.local, "QM" question
15 1.002054 192.168. TFTP... 24.0.0.251 MDNS 70 Standard query 0x0000 A wpad.local, "QM" question
16 1.002281 fe80: :bcro: 5 L ffe2::fb MDNS 90 Standard query ©0x0000 A wpad.local, "QM" question
17 1.003273 fe80::bcf6:1dd2:e58.. ff02::1:3 LLMNR 84 Standard query ©x8b53 A wpad
18 1.003273 192.168.146.1 224.0.0.252 LLMNR 64 Standard query 0x8b53 A wpad
Frame 6757: 982 bytes on wire (7856 bits), 982 bytes captured (7856 bits) on interface ©
Ethernet II, Src: Vmware_fa:fe:9d (00:50:56:fa:fe:9d), Dst: Vmware_67:94:5a (00:0c:29:67:94:5a)
Internet Protocol Version 4, Src: 47.107.33.15, Dst: 192.168.146.130
Transmission Control Protocol, Src Port: 81, Dst Port: 50020, Seq: 4381, Ack: 434, Len: 928
[4 Reassembled TCP Segments (5308 bytes): #6754(1460), #6755(1460), #6756(1460), #6757(928)]
Hypertext Transfer Protocol
Media Type
AT LURIAE T i S0 o & Blsecret zip, IR 77 T 3K
M Wireshark - 244 - HTTP 3&5% o . X
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448 Hostname Content Type Size Filename ~
4250 images.china.cn image/jpeg 23 kB 672a3c01-f53d-4ef1-bf29-dc55eb3cea73.jpg
4286 images.china.cn image/jpeg 14 kB ac9e178530e1167afdf056.jpg
4336 images.china.cn image/gif 13 kB leftArr.gif
5076 cl0.webterren.com image/gif 34 bytes  link%3Furl%3D54EYU6YhASwWHwWIFHSBTynQp X5tyL
5120 cl.webterren.com image/gif 34 bytes  link%3Furl%3D54EYU6YhASWHwWIFHSBTynQp_X5tyL
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5126 images.china.cn image/png 1152 kB cbbebf0d-4317-4f81-a157-4947d838ce59.png

5153 tv.cctv.com text/html 2762 bytes index.shtml

5182 push.zhanzhang.baidu.com text/javascript 281 bytes push.js

5226 js.t.sinajs.cn application/x-javascript 4312 bytes bundle.js?version=20150130.02

5236 js.t.sinajs.cn application/x-javascript 15 kB client,js?version=20150130.02

5276 js.t.sinajs.cn application/x-javascript 88 kB iframeWidget.js?version=20140327

5290 timg.sjs.sinajs.cn image/gif 796 bytes loading1.gif

5340 www.cctv.com application/javascript 7382 bytes a2js

5383 pb5.img.cctvpic.com image/jpeg 7292 bytes 35f51c0c428a4b19834084f8e29e0e22-79.jpg

5385 r.img.cctvpic.com text/css 1316 bytes style.css?93534174d3cb01f2509dddbd55f5d495
5464 p4.img.cctvpic.com image/jpeg 7193 bytes cf0219df98aa4ac699c2b520bb0992f1-40.jpg

5556 api.share.baidu.com image/gif 0 bytes content_683139.htm

5690 widget.weibo.com text/html 0 bytes aj_relationship.php?fuid=17918051818&callback=STt
5803 js.data.cctv.com application/javascript 126 kB __aplus_plugin_cctv us_plugin_aplus_u.js

5919 p.data.cctv.com image/gif 43 bytes  v.gif?logtyp e=%E6%8E%AB8%ES5%B9%BF1_%
6757 47.107.33.15:81 application/zip 5015 bytes secret.zip

7792 47.107.33.15:81 text/html 320 bytes  hint.html

7796 47.107.33.15:81 text/html 287 bytes favicon.ico
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java -jar .\ZipCenOp.jar r .\secret.zip



PS C:\Tools\Misc\ZipCenOp.jar> java

>>>

A\Z2ipCen0p.jar r .\secret.zip

java.lang.NullPointerException

at
at
at
at
at
at
at
at
at
at

Zip.CenOp$1.run(CenOp. java:97)
java.security.AccessController.doPrivileged{Native Method)

zip.
zip.
Zip.
sun.
sun.
sun.

CenOp.clean(CenOp. java:83)

CenOp.operate(Cenlp. java: 80)

CenOp.main(CenOp. java:32)
reflect.NativeMethodAccessorImpl.invoke@(Native Method)
reflect.NativeMethodAccessorImpl.invoke(Unknown Source)
reflect.DelegatingMethodAccessorImpl.invoke{Unknown Source)

java.lang.reflect.Method.invoke({Unknown Source)
org.eclipse. jdt.internal. jarinjarloader . JarRsrclLoader .main( JarRsrcLoader . java:58)

success 0 flag(s) foundPS C:\Tools\Misc\ZipCenOp.jar> java A\ZipCenOp.jar r .\secret.zip

>>>

success 2 flag(s) foundPS C:\Tools\Misc\ZipCenOp.jar>
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