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. File: .:|aaswe.exe
Entry Point : [000014D0 | [oo] < |

File Offset :
Lrker ofos 23]
FieSize :  [oooSFA4th | |<| | O
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Image is 64 bit executable
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2. [FFIDAGAERE, HFEImain)EE, HF5KRHFmF, HIEHAEE Fiflag

& IDA - easyre.exe C:\Users\Administrator\Desktop\easyre.exe -

File Edit Jump Search View Debugger Lumina Options Windows Help E e
! ‘ (B ) o DO A #eX P DO dehuger | W @

N [ Em ] D T
| Library function Ml Regular function Ml Instruction | Data [ Unexplored = External symbol Ml Lumina function
Functions o8 x 4 View-s B B Hexview1 [ B sStruetwes B [E Erums [x] Inports 8 # Exports [x]
Function name ~
mutex_print_set
mutex_print
_ shmem_winpthreads_grabber_mxattr_recur == m"EE
[F] __shmem_winpthreads_grabber mxattr_error. 5 cleanup() // owned by 481512
[7] pthread_mutex_unlock mov rex, rax ; gCc_exc|
pthread_mutex_init ; Attributes: bp-based frame call _Unwind_Resume
It tatic_init 2 Copn
mutex_static_Ini 5 int _ cdecl mdln(mt argc, const char **argv, const char **envp)
mutex_ref public main
pthread_mutex_lock_intern main proc near
pthread_mutex_lock
pthread_mutex_timedlock b= g""“": ptr -8
pthread_mutex_trylock a= dword ptr -4
pthread mutex_destroy ; _unwind { // __gxx_personality_seh®
[F] pthread_mutexattr_init push rbp
v
P et oo mimsin Ammenes mov rbp, rsp
< >
sub rsp, 36h
Line 255 of 469 call _ main
b Graph overview o & x lea rdx, [rbp+b]
lea rax, [rbp+a]
mov r8, rdx
mov rdx, rax
lea rcx, Format 5 "%d%d"
100.00% (-215,-84) (744,228) 00000AF0 00000000004014F0: main (Synchronized with Hex View-1) CSDN fu— CEASE R

1Jint _ cdecl main(int argc, const char **argv, const char **envp)
2{

3| int b; // [rsp+28h] [rbp-8h] BYREF

Al int a; // [rsp+2Ch] [rbp-4h] BYREF

5

6| _main();

7| scanf("%d¥d", &2, &bh);

8| if (a2 == b))

9 printf(1Flag{this_ls_a_Ea5yRe}r);
10| else
11 printf("sorry,you can't get flag");
12| return ©;
13}

CSDN @7 &
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FIIDAG4FTFF, #Flsub_1400118CO(E Y, AdiSt2, ALLE FIStr2{hello_world}, o #R0, 4 fagHihelld_world)

- Ud L d L OO LS L O P U Lagaiearaanl

.data:@@@@@@@ld@@lt@@@ ; char Str2[]

.data:000000014001C000 Str2 dbl'{hello_world}',@ | ; DATA XREF: sub_ 1488118Ce+4BTo
.data:000000014001C000 5 sub_1408118C0+67To0 ...

Adata - AOAAARG QG CAGE alion 10h

__inte4d v7; ff [rsp+128h] [rbp+188h]

v@ = vi;

for ( 1 = 82i64; i; --1 )

{
*(_DWORD *)v@ = -858993460;
vl += 4;

¥

for (] =85 ;5 ++)

{

v7 = j;

if (7 » j_strlen(5tr2) )
bhreak -

if ( Str2[j] == 111 )
Str2[i] = 48;

¥
sub_1400111D1("input the flag:");

sub 14001128F("%28s", Stril);

v2 = j_strlen(5tr2);

it ( !strnomp(5trl, Str2, v2) )
sub_1400111D1("this is the right flag!\n");

[= Y=
sub_ 140011101 ("wrong ftlaghn");

sub 14001113B(v4, &unk 140019D60);

return 8i6d;

CSON @k

if ( str2[j] == '0" )
Str2[i] = '@°;
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FTFFIDAG4, #HFmain()ki%, FSRHMBE, s2EiiAfflag, BRI Aiflag=s2, forf§# + Hiflagl T2 Bi&A & T, 1A
BERBEER, Wifagfinl LEREME, forfER B IEHZH1E%ifr, Frllflagi{hacking_fo1_fun}

L= 14 Yiew—4 | X] LUEl Pseudocode—4 L=} Hex View-1 | %] LA] str
Al int i; // [rsp+8h] [rbp-38h]

5| _ pid_t pid; // [rsp+Ch] [rbp-34h]

6| char s2[24]; // [rsp+18h] [rbp-38h] BYREF

7

8

unsigned _ int6d v8; // [rsp+28h] [rbp-18h]

I 9| v8 = _ readfsquord(®x28u);
b 18| pid = fork();
b11| if ( pid )

12 {
F13 waitpid(pid, &stat loc, 8);
14 }
15| else
16 i
V17 for ( 1 =8; 1 <= strlen(&flag); ++1 )
18 {
)19 if ( *(&flag + 1) == 'i"' || *(&flag + i) == 'r' )
) 20 *(&flag + 1) = '1';
21 )
22

23| printf("input the flag:");
241 is0c99 scanf("%20s", s2);
25 ) if ( 'stremp(&flag, =2) )

26 return puts(“"this is the right flag!");
27| Telse
b 28 return puts("wrong flag!"); o
b 29 |} CSDN @i L.
.data:0000000000601088 ; char flag
“ |.data:0000000000601030 flag db |k ; DATA XREF: main+34tr
.data:00000ERRED6G1080 s main+d4dtr ...
“|.data:0000000000601081 aHackingForFun db |'hacking for_ fun}',®
.data:0000000000601081 _data ends
.data:000000ERED6G1081
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FIDA323TH, #HEImain)E#, F5R%1%, midimain 0, BHERE DR UlaglhFFe, /TR T — TFTHERD
T, flag{49d3c93df25caad81232130f3d2ebfad}

L|// attributes: thunk
2lint _ cdecl main(int argc, const char **argv, const char **envp)
K
1 r'etur'nargc, argv, envp);
2
¥
1=l Ll wliew [ =1 HE L 25UV S S L el [ A=) — FLELUELL VL 'L - R = Hes vaiew L [}
1lint _ cdecl main_@(int argc, const char **argv, const char **envp)
2{
3| char v4[4]; [/ [esp+4Ch] [ebp-Ch] BYREF
4| const char *v5; // [esp+568h] [ebp-8h]
5| int vo; [/ [esp+54h] [ebp-4h]
6
7| vb = 5;
8| v5 =["DBAPP{49d3c93df25caad81232130f3d2ebfad}"}
9 while ( vb »>= 8 }
10| {
11 printf(&byte 4250EC, vo);
12 sub_40100A();
13 --vb;
14| }
15| printf(asc_425088);
16| v4[e] = 1;
17| scanf("%c", v4); - e
18 if ( vA[@] == 89 ) Cs5DM 'r’;'-"_,"'_'IEE'liJ"li)'-_]t."J.

BERF
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M Exeinfo PE - ver.0.0.6.5 by A.S.L - 1088+101 sign 2021.02.04 —

e : |[FiEtT exe
Entry Point : [0000E2F0 | [0o] | <

File Offset :
Q@

Liker Ino :

FileSize :  [0000520Fh | | <| | €T

Image is 32bit executable
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2. FIDA32#T =GRS, HBImain)E$, F5R%PE, flag=Str2=HappyNewYear!

int _ cdecl main(int argc, const char **argv, const char **envp)
{
char Str2[14]; // [esp+12h] [ebp-3Ah] BYREF
char flag[44]; // [esp+28h] [ebp-2Ch] BYREF

sub 481910() ;
strepy(Str2, "HappyNewYear!"™);
memset (T lag, O, 3Z2);
printf("please input the true flag:");
scanf("%s", flasg);
it ( !strncmp(flag, Str2, strlen(Str2)) )
return puts("this is true flag!");
else
return puts(“wrong!"};
} CSDN @K ik
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1. FHIDAGAITH, HBImain)EH, F5X%mEF

int _ cdecl main(int argc, const char **argv, const char **envp)
{
int i; // [rsp+2Ch] [rbp-124h]
char flag[264]; // [rsp+48h] [rbp-118h] BYREF

memset(Flag, @, Ox100uLL);
printf("Input your flag:\n");
get line(flag, 256LL);
if ( strlen(flag) != 33 )
goto LABEL 7;
for (1 =1; 1 < 33; ++1 )
flag[i] "= flag[i - 1];
if ( !strncmp(+lagz, global, @x21ull) )
printf("Success");

2. MWiEAEFglobal(H#, RDATA), —HH324L

else
LABEL_7:
printf("Failed");
return 8;
} CSDN @JcEEiiinEs.

cstr‘inZ:@@@@@@@l@@@@@FGE ;org IQEJEJE)EGEh i}

* | cstring:0000000100000F6E aFKWOXZUPFVMDGH |[db '',8Ah : DATA XREF: _ data:_globallo
cstring:0008000108008F6E db "k',ech, 'w&0.@',11h, 'x",@Dh,"Z;U",11h, 'p",19h,"F",1Fh, "v"M¥D",8Eh, g’
cstring:000000A100008F6E db 6,'h’,8Fh, 620" ,0

N cstring:0000000100000F98 alnputYourFlag db "Input your tlag:’ ,0Ah,0
cstring:0000000100000F 90 ; DATA XREF: _main+Bto ,

| cstring:0000000100000F6E byte_100000F6E db 66h ; DATA XREF: _ data:_globallo
“| cstring:0000000100000F6F db  @Ah

“| cstring:0000000100000F7@ db e©Bh ; k

“ | cstring:0000000100000F 71 db ach |

“| cstring:0000000100000F72 db 77h ; w

®| cstring:00000001000R0F73 db 26h ; &

“| cstring:0000000100000F74 db 4Fh ; O

“| cstring:0000000100000F75 db  2Eh ; .

* | cstring:0000000100000F 76 db 40h ; @

®| cstring:0000000100000F77 db 11h

® | cstring:0P000P010000QF78 db  78h ; x

“| cstring:0000000100000F79 db @Dh

® | cstring:00000001000ROFT7A db 5Ah ; 7

“| cstring:0000000100000F7B db 3Bh ; ;

“ | cstring:0000000100000F7C db 55h ; U

“| cstring:0000000100000F7D db 11h

“ | cstring:0000000100000F7E db 78h ; p

® | cstring:0P000P010000AFTF db 19h

“| cstring:0000000100000F30 db 4eh ; F

® | cstring:0000000100000F81 db 1Fh

“| cstring:0000000100000F82 db 76h ; v

“ | cstring:0000000100000F83 db 22h ; "

“| cstring:0000000100000F84 db 4Dh ; M

“ | cstring:0000000100000F85 db 23h ; # . )
* | cstring:0000000100000F8A dh  Adk - D) CSDN @& 45

3. TEMRIEZHE S A xor.c




ttinclude

int main()

f
i

int flag[33] = {0x66,0x0A,0x6B,0x0C,0x77,0x26,0x4F ,0x2E,0x40,0x11,0x78,0x0D,OX5A,0x3B,0x55,0x11,0x70,0x19,0x46,
OX1F,0Xx76,0x22,0x4D,0x23,0x44,0X0F ,0X67 ,0X6 ,0X68 , OXOF ,0x47 ,0X32, 0X4F } ;
int i;

for (i 32; i 9; i)

I

!

flag[i] flag[i 1];

b

for(i 0; i 33; i++)

{

printf( ,flag[i]);

1

J

return 0;

B | "C:\Users\Administrator\Desktop\Debug\xor.exe"

flag{QianQiuWanDai YiTongJiangHu}Press any key to continueg

[ACTFi 4 3£2020]SoulLike

1. FIIDAB4ITHF, #EImain()eki#k, F5&4Ffaghi10fz Aacti{acti{

v1l® =  readfsqword(@x28u);
printf("input flag:");
scanf("%s", &Fflaz[6]);
[ strepy(flag, "actf{"); |
V5 = 1
for (1 =8; 1 <=4; ++1 )
{
if ( flag[i] != flag[i + 6] )
T
Vs = @;
goto LABEL ©;
¥
¥

2. RBMER T Haghi11622122067, HETV8

D L I I

5 |LABEL_6:

5| {for (1 =0; 1 <=11; ++j )

7 va[3] = flag[i + 11];

3|1 if ( (unsigned _ int8)sub_83A(vE) && flag[23] == '}' )
3 1

3 printf("That's true! flag is %s", &flag[6]);

1 return @8LL;

20 1

3| else




3. HE—Tsub_83AOR%, #HiTT —RIINEH, BEHEKEBELERNETV [(BKIZHBINE, F#T T LEHENS
e E]

int64 fastcall sub 83A({ DWORD *al)
{

int i; /f [rsp+1Ch] [rbp-44h]

int v3[14]; // [rsp+28h] [rbp-48h]

unsigned _ int64 v4; f/ [rsp+58h] [rbp-8h]

vd = _ readfsqword(@x28u);
*21 "= Bx2Bu;
al[1] "= 8x6Cu;
al[2] "= 8x7Eu;
al[3] "= Bx56u;
al[4] "= 8x39u;
al[5] ™= 3u;
al[e] "= 8x2Du;
al[7] "= 8x28u;
21[8] "= 8u;
++al1[9];

21[1@8] "= @x2Fu;
a1[11] "= @xAu;
++%al;

a1[1] "= 0xDu;
al[2] ~= 8x73u;
al[3] "= al[2];
al[4] "= 8x37u;
++al[5];

al[e] "= Bx69u;

oo 8 g bbb g
CE0N @7 "l':. T T e

al[11] "= 8x3Bu;

vi[@] = 126;
vi[1] = 50;
vi[2] = 37;
v3[3] = 88;
vi[4] = 89;
v3[5] = 187;
vi[6e] = 53;
vi[7] = 118;
vi[8] = @;
v3[9] = 19;
vi[1le] = 38;
v3[11] = 56;
for (1 =0; 1 <= 11; ++1 )
{

it ( vi[1] 1= al[1] )

{

printf("wrong on #%d\n", (unsigned int)i);
return @LL;

¥
}
return 1LL;

} CSON @ FtgsinaEd

4. MERAR



char al[13] , temp[13] 5
char v3[] = {126,50,37,88,89,107,53,110,0,19,30,56};
int i,3j;

for(i=0; i<12; i++)

for(j=0; j<255; j++)
{

strcpy(al, temp);
al[i] = j;

al Ox2Bu;

al[1] ox6Cu;
al[2] OX7Eu;

al[11] Ox3Bu;

if(al[i] v3[i])
{

temp[i] Js
break;

printf(
return 9;

}
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