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ROTS5 £ rotate by 5 places &5, EEREESMIE, HEER. TEHSHNHHEENNRGETR:

ROTS5: A ¥ri#iT4i0, MAARiSrEai i ss M s B8 4nilier, FlinSara0, SiBEEMS5, L1, REEERS, LALEHEIRFIEE .

ROT13: RxtFEHEATHwID, FXHFZR BB 13N E BB ARI 78, FISH A, RIBEZRN, HiNB, HBEERO, ALK REIR.

ROT18: XE—AR¥K, &KEE, ELKROTSMROTIZHEE R, N T FHIE, K4 AROT18.

ROTA47: St#w. F8. AR SHTHG, HREIIMASCIMEHATA B &%, M4 FRASCIMEE RIS SBATAIN PR B LI ZR, BINSiTN NS 7Rz, RWDEERK
HEBK, HETAHF0, HEEERMFS_. HTROTA7THIGH FRFHASCIMETEEZ33—126, BAAASHASCISiY.
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THEE, KRR —BRELEN, #HTHEE, B2 —H-FRsE, BT FRFE R 2flag.
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TFEE, WARIGENE, TRILFFEHER, Bolfag.
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https://quipqiup.conV

Puzzle:

Oekay jxogarerexnu omc tmde gxuuebfa lxdomru. Er ome ba uxoarvenz fesa wmdzmoa werv ugajemf reoa 1xd rmus—bmuay afaocanru (a.z. IJUB eJRL).

JRL zmoau xlran rxijv xn omnc xrvad mugajru xl enlxdomrexn uajiderc: jdeqrxzdmgve, urazx, benmdc mnmfcueu, datadua anzanaadenz, oxbefa uajiderc mny xrvadu. Zxxy ramou zanadmffc
vmta urdznz useffu mny akgadeanja en mff rvaua euuiau.

Iuimffe, 1fmz eu uxoa urdenz xl dmnyxo ymrm xd rakr en uxoa lxdomr. Akmoqfa mljrl{Xv_I_lxiny_er_neja_rDc} v

Clues: For example G=R QVW=THE

0 —1.448 Capture the Flag (CTF) is a special kind of information security competitions. There are three common types of CTFs: Jeopardy,
Attack-Defence and mixed. Jeopardy-style CTFs has a couple of questions (tasks) in range of categories. For example, Web, Forensic,
Crypto, Binary or something else. Team can gain some points for every solved task. More points for more complicated tasks usually.
The next task in chain can be opened only after some team solve previous task. Then the game time is over sum of points shows vou a
CTF winer. Famous example of such CTF is Defcon CTF quals. Well, attack-defence is another interesting kind of competitions. Here
every team has own network(or only one host) with vulnarable services. Your team has time for patching your services and developing
exploits usually. So, then organizers connects participants of competition and the wargame starts! You should protect own services
for defence points and hack opponents for attack points. Historically this is a first type of CTFs, everybody knows about DEF CON
CTF - something like a World Cup of all other competitions. Mixed competitions may vary possible formats. It may be something like
wargame with special time for task-based elements (e.g. UCSB iCTF). CTF games often touch on many other aspects of information
security: cryptography, stego, binary analysis, reverse engeneering, mobile security and others. Good teams generally have strong
skills and experience in all these issues. Usually, flag is some string of random data or text in some format. Example
afctf{Oh_U_found_it_nice_tRy}
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https://links.jianshu.com/go?to=https%253A%252F%252Fquipqiup.com%252F

#include<stdio.h>
char flag[25] = "vgvdimq[lYate[elghqvakl}";
int main()

int i;
for(i=@;1<25;i++)

flag[i] ~= ox7;
flag[i] += 3;
printf(“%c",flag[i]);

return @;

18 #flag{my_naive_encrytion}
[MRCTF2020]keyboard
AR IR

E keyboard.txt - iIE5F4 o
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3
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a=[11,51,51,40,46,51,38] sum="" for i in a:
sum+=chr(i+60) print(sum)

A =iflag
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http://hi.pcmoe.net/buddha.html
http://ctf.ssleye.com/cvencode.html

from z3 import * s = Solver() p = Int('p') q = Int('q")
s.add(p*p+q*q==14577767896439231717951214151751334895523
10581059610082098848446975246360741820759182392279195852
08644108611626846193547420096576371805786622869202584453
95189879163161424078110556497247976881839121608594927590
45013451067791630397174120040562740522084419060718444311
98359257996810241446926750473781120669405938) s.add(p-
q==10791789672039627266125263390803996393204014458697550
29828581897555189226591977086789123235078229286549292580
077134182794605403808650547216021817752827174)
s.add(p>@) if s.check() == sat: print s.model() import
libnum import gmpy2 from Crypto.Util.number import * q =
79808378924973129692729824659358893488757671984956548795
54374645126472973151566117482365015476194443329466111649
547173320327698324242697674006938644862993 p =
90600168597012756958855088050162889881961686443654099093
82956542681662199743543204271488250554423729878758691726
681356114933102132893244890028756397690167 C =
69859658614948079531941815132551219020540784247532447081
09589557027094278911919053771192943639345960952388130163
42672214465480746336076242317981355937071294443968074947
97448168112367643242512197583181892589997384422507068688
34395865427340554307275322906672556672110471407205750280
1392452853242422804839755300 e = 10058063 phin = (p-1)*
(9-1) n=p*q d=gmpy2.invert(e,phin) # print d m =
pow(c,d,n) print long_to_bytes(m)

flag{b6d27a35-7ef8-49ef-9a4a-c5{365b34976}

AR Tpythonhz3MIE4IN 4, B EZBT M, UHBRER S HE
[MRCTF2020]vigenere

R—AEEREE, THRIXHFITIT, KRR —HELTFH R, ERET —pyscth, FTpyXfF, RASAHAMG, ABIN ERELHEE TR, IRAAAE LN, BERE
Tvigenerefif#, EAKEEFAMBRT, FH—THEANAMIEE, #%, EXFENREHREE Tag

Input

Cipher Text:
g vijganxsymda ux ylt vtvjttajwsgt bl udfteyhfg
ce btle ckjwe qnxdca

s

rshylumpy

gsi. nba swi cbz ojprbsw fgdam mx. cdh nsai cb
Snwwi 1r msylte.
wi kdikisqraz, fov

Cipher Variant: Classical Vigenere v
Q  Langiage English v

\ Key Length: 30

(e.g.8or a range e.g. 6-10)
Break Cipher Clear Cipher Text

Result

pxxkdd xd ugnj

]

Clear text [hide]

Clear text using key "gsfepngsfepn’:

s immune to
your rule over
anet so that no

of the mind in cyberspace. may it be
world your goverrments have made

[GWCTF 2019]BabyRSA
SCHFFR L BRI A S, AT
N=6365851495045747469090301601826908662229092564648472917830006518372279213372378996512879435077732709443840348589252057448807271016068414136400065276148731106514101558937765487

m1=90009974341452243216986938028371257528604943208941176518717463554774967878152694586469377765296113165659498726012712288670458884373971419842750929287658640266219686646956929¢
m2=48744398575740517342662818837565711760423550793696752299325797210887228369830523845446572321422687141427678891205818619703982124291273674282408062768097180251120691439467215¢

ERRGET — AN py AT BEISEFRATT LRGSR B 324105 8 507 H A R B B


https://cloud.tencent.com/developer/article/1423409
https://www.guballa.de/vigenere-solver

import hashlib

import sympy

from Crypto.Util.number import *
flag = 'GWHT{******}'

secret = M
assert(len(flag) == 38)

half = len(flag) / 2

flag1 = flag[:half]

flag2 = flag[half:]

secret_num = getPrime(1024) * bytes_to_long(secret)
p = sympy.nextprime(secret_num)

q = sympy.nextprime(p)

N=p*q

e = 0x10001

F1 = bytes_to_long(flag1)

F2 = bytes_to_long(flag2)

c1=F1+F2

c2 = pow(F1, 3) + pow(F2, 3)

assert(c2 < N)

m1 = pow(c1, e, N)

m2 = pow(c2, e, N)

output = open('secret’, 'W)

output.write('N=" + str(N) + '\n')

output.write('m1="+ str(m1) +'\n')
output.write('m2="+ str(m2) +'\n')

output.close()

ARFD N L AR T flag i 74K 8 A380L, Kiflag/ A A IS, MIAIRE T nextprime, $EIIRT—/ANREL, WHp,qRFABAKIRE, MATUNNETIFRES, A
q=sympy.nextprime(p), il &ng&p M F — M FE%. BAREHASRE KRB, c2. 5 ct,c2BT ME R AT Am1,m2, RIGERT, SRBERERT, ERHF1F2ELHB LR EC, 2,
T SRARCT,c2 55 2 K fp,q. B T 2 AN A T %4 K15 q,pJa K25 B AT AT 40 T o



import gmpy2 import sympy e = 0x10001
N=gmpy2.mpz(63658514959457474690903016018269086622290925
64648472917830006518372279213372378996512879435977732709
44384034858925295744880727101606841413640006527614873110
65141015589377654873782315294379788472913014975827912743
00447392540004266109228345730949570825895394456108282794
28814524313491262061930512829074466232633130599104490893
57209394383274030180963084754159254892120028822243278920
86509499376383034294564688891001926138590737529238124542
12239908948930178355331390933536771065791817643978763045
03083371232616288381063812002937833709293866217411974768
78994846036283440794935566014224984053607319581627192961
60584042671057160241284852522913676264596201906163 )
m1=90009974341452243216986938028371257528604943208941176
51871746355477496787815269458646937776529611316565949872
60127122886704588843739714198427509292876586402662196866
46956929872115782173093979742958745121671928568709468526
09871592718982960049728311805164110730512885269703205336
81151812160696266061655034651257252048755787012377892929
66211824002761481815276666236869005129138862782476859103
08672609186049761488328294995502322241433324319326856478
16216998704125578224043812138040266858312214307282907555
97819259339616650158674713248841654338515199405532003173
73252045781390117026471308510707700147808334133900206987
©585378257051150217511755761491021553239
m2=48744398575740517342662818837565711760423550793696752
29932579721088722836983052384544657232142268714142767889
12058186197039821242912736742824080627680971802511206914
39467215924020691073585065199931610001469106729570813863
93632035962446939955627802866371163947382507741297590210
80197323724805414668042318806010652814405078769738548913
67546618155100552706530951536495061013720639325714835765
96666870916627498485602254538263622717042926928475963395
33229088038820532086109421158575841077601268713175097874
08353624900601894878941323878392284563349402360886525607
19628565812298900438969390256136005642833913293314521990
62858930374565991634191495137939574539546
n2=gmpy2.iroot(N,2)[@] p=sympy.nextprime(n2) g=N//p phi=
(p-1)*(q-1) d=gmpy2.invert(e,phi) cl=pow(ml,d,N)
c2=pow(m2,d,N) a=3*cl b=-3*pow(cl,2) c=pow(cl,3)-c2
delta=gmpy2.iroot(pow(b,2)-4*a*c,2)[0] F2=(-
b+delta)//(2*a) Fl=c1-F2 print(hex(F2)
[2:].decode("hex')+hex(F1)[2:].decode( 'hex"))

f8flag: GWHT{f709e@e2cfe7e530ca8972959a1033b2}

[WUSTCTF2020]babyrsa

TTIHEH, SRARMFAECne

AT AR R ERm, B g

ZRmE SRR M d, T ERBJRER EpMg, BT EREMNAREKR, 7T KE# (http://www.factordb.com/) B4k i pFig
AT .

import gmpy2 from Crypto.Util.number import
long_to_bytes c =
28767758880940662779934612526152562406674613203406706867
456395986985664083182 e = 65537
p=189239861511125143212536989589123569301 q=
386123125371923651191219869811293586459
d=gmpy2.invert(e, (p-1)*(q-1))
n=730698867716256428074357836610140626042647684817351458
73508846925735521695159 m=pow(c,d,n) print
long_to_bytes(m)


http://www.factordb.com/

[BJDCTF2020]easyrsa
REME BN DA, 0T

from Crypto.Util.number import getPrime,bytes_to_long
from sympy import Derivative

from fractions import Fraction

from secret import flag

p=getPrime(1024)

qg=getPrime(1024)

e=65537

n=p*q
z=Fraction(1,Derivative(arctan(p),p))-Fraction(1,Derivative(arth(q),q))
m=bytes_to_long(flag)

c=pow(m,e,n)

print(c,z,n)

output:

792254786685776145980749150265421628301277617778951154935067295810181028134840228409831014779654943068925380351099487742013553726854941065265447962085869132411036718202564878840
321157486776232096674716228721852750702579247660150200728052673598390593932843165958829333722897321272740764345875193333001424730103446948038851685575488012024959332262154377633
153107451613368954134066900093247662007891792488969519420472354489016123511284593091458255475692984798211012490941618672076865376070474479687087589909501363809247473590525705495

B

HRAEARFG AT LA LA SRS B

n=p*q

z=p"2+q”"2

A AR Bz XAN AR R, FABK, BEERERT
Fraction(a,b)=a/b;

Derivative(f(x),x):iX & F kR § 19

IR X 138 acrtanfarthif) S BB A B (1U(14x72) . (1/(1xA2))

I 1
SRR R S E A A (aresin X)) = —
1- ¥
BA RS FEAT: (arccos ) = - e
1- %
_ 1
JCF VIR E S84 (arctan x)7 = =
+ X
B 1
S AR E S E AT, (arccot x)' = =
+ X

ALk, RZE5# S Hz=p*ptqg*q
RIERANMRHEN=p*q

PR EEAAAR, #SHpHq
HEBFANSHab
Hra=p/2+g’2+2*p*q=z+2*n
b=p"2+q"2-2*p*q=z-2*n

WG ¥a b FT7,
p=(sart(a)+sart(b))//2
a=(sart(b)-sqrt(a))//2
JEHMRES T

phi=(p-1)*(a-1)

c2HTe

AT LAk AR

ed=1 mod phi

m=pow(c,d,n)

HRIB LA b BB S py s



from Crypto.Util.number import *
from sympy import Derivative
from fractions import Fraction
from gmpy2 import *

c=mpz(79225478668577614598074915026542162830127761777895115493506729581018102813484022840983101477965494306892538035109948774201355372685494106526544796208586913241103671820256
z=mpz(32115748677623209667471622872185275070257924766015020072805267359839059393284316595882933372289732127274076434587519333300142473010344694803885168557548801202495933226215
n=mpz(15310745161336895413406690009324766200789179248896951942047235448901612351128459309145825547569298479821101249094161867207686537607047447968708758990950136380924747359052
pgplus=iroot(z+2*n,2)[0]

pgminus=iroot(z-2*n,2)[@]

p=(pgminus+pgplus)//2

a=(paplus-pqminus)//2

# p=getPrime(1024)

# q=getPrime(1024)

e=65537

phi=(p-1)*(q-1)

d=invert(e,phi)

m=pow(c,d,n)

#z=Fraction(1,Derivative(arctan(p),p))-Fraction(1,Derivative(arth(q),q))

flag=long_to_bytes(m)

print flag

R+



	BUU Crypto解析
	[GXYCTF2019]CheckIn
	[AFCTF2018]Morse
	[BJDCTF2020]signin
	[AFCTF2018]Single
	[MRCTF2020]keyboard
	[WUSTCTF2020]佛说：只能四天
	[BJDCTF 2nd]rsa1
	[MRCTF2020]vigenere
	[GWCTF 2019]BabyRSA
	[WUSTCTF2020]babyrsa
	[BJDCTF2020]easyrsa


